N

User manual

Integra-E
Integra-E2
Integra-E3




Proprietary notice

The information presented in this guide is the property of SAF Tehnika, JSC. No part of this
document may be reproduced or transmitted without proper permission from SAF Tehnika, JSC.

The specifications or information contained in this document are subject to change without
notice due to the continuing introduction of design improvements. If there is any conflict between
this document and compliance statements, the latter will supersede this document.

SAF Tehnika, JSC has no liability for typing errors in this document or damages of any kind that
result from the use of this document.

To get up-to-date information about accessories and their availability, please contact a sales
representative.

FODU does not contain serviceable parts. Warranty will not be applicable in
the event FODU has been hermetically unsealed.

SAF Tehnika, JSC is not responsible for any radio or TV interference caused
by unauthorized modifications to this equipment. Such modifications could
void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. The operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from the one connected to the
receiver.

Consult the dealer or an experienced radio/TV technician for help.
This device complies with Industry Canada licence-exempt RSS standard(s). The operation is
subject to the following two conditions: (1) this device may not cause interference, and (2) this

device must accept any interference, including interference that may cause undesired operation
of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne
doit pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter tout brouillage
radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.
Copyright Notice

Copyright © 2024 SAF Tehnika, JSC. All rights reserved.

B8 SAF Tehnika JSC 2



Contents

0] 01 (= 01 £ RS PPR 3
Chapter T : OVERVIEW .......oooeiieee e 6
Lab@liNg ... 6
Microwave Radiation ...........cocuieiiieiii e 7
Chapter 2 1 INSTALLATION. .....oooie e 9
Package CoONtENTS .......cocuviiieee e 9
Additional information on the web on SAF Integra-E/E2/E3 configuration
and INSTAllation ..........c.ooiiiii e 9
Integra-E/E2/E3 FODU: attaching to the antenna...............cccooieiiincnns 9
Setting liNk polarization ............ccooiooeeeeeeeeeeeeeeeeeeeeeee, 10
Attaching FODU to the antenna ..o 15
Grounding CONNECTION ......oiiieeeeee e 16
Connecting FO interface using a fiber conduit Kit ... 16
Chapter 3:WEB GUI .........ooiieieeeeeeeeeee e 18
Initial configuration...........cccooooiiii i 18
Powering Integra-E/E2/E3 FODU and connectingto PC .............ccceee... 18
Connecting Integra radio POWer SUPPIY ....c.ovvvicecieieeeeeeeeeeeeeeeee . 19
SYSTEM rEQUITEMENTS ..., 20
Ethernet management connection configuration..............ccccocoovevieeeene.. 20
ACCeSSING WED GUI ..o 21
MAIN PAGEC ... 22
Modifying basic system parameters ...........ccocoovovoeoooeieeeeeeeeeeee 24
Parameters 0N Main PAGE..........c.cvoieieeeeeeeeeeeee e 25
(0= [N A | SRS P P SRR STP 27
Over The Air & Radio = Configuration ............ccccccocooooicoiiiiceeeeeee, 27
Over The Air = Security = AES encryption ..., 30
NETWOIKING ...t neee e 34
Networking = Ethernet = VLAN ..., 34
Networking = Ethernet = VLAN rateS........coovieiiciieeeeeeeeeeeeeee 36
Networking = Ethernet = Port status and configuration.......................... 37
Networking = Ethernet > Rate lImit ..., 39
Networking = Ethernet > MAC address table.............coo, 42
Networking = Ethernet = Link State Propagation and Backup ................. 44
Networking = Ethernet = Aggregation/protection configuration.............. 53
Networking = Ethernet = Spanning Tree ..o, 63
Networking = Ethernet = Packet FIltering .........ccccocoovovevvciocieceeeee, 71
Networking = Synchronization = SyNCE..........cccooovoveiiiieeeeeee 72
Networking = Synchronization = I[EEE-1588 V2 (PTP).....cc.cccccooeevivieee 75
Networking = QoS = General QoS configuration ............ccccccoooveeiiiineons 7
Networking = QoS = 802.Tp MaPPING ....vveveeeeeceeeeeeeeeeee e 82
Networking = QoS = DiffServ mapping .......ccccoovovovovoceeeeeceeeeeeeeee, 83
Networking = QoS = MPLS EXP MappiNg.....ccccovovoveveeeieceeceeeeeeee, 85
PerfOrMANCE. ......cviiieieceeeee e 87

B8 SAF Tehnika JSC 3



Performance = Alarm = Alarm StatusS......ooooeooeoeeeeeeeeeee e 87

Performance = Alarm = Alarm event l0g.........ccccoovovoveiieioeeeeee 88
Performance = Alarm = Sensor configuration...............ccocooeoieeeecce . 90
Performance = Alarm = Alarm threshold configuration............................ 93
Performance = Monitoring = Performance graph.........ccccccocooevieeien. 94
Performance = Monitoring = Performance 0g...........ccccoooooiieeee. 96
Performance = Ethernet = Ethernet switch statistics...........c.cccocooeveven, 97
Performance - Ethernet - Actual throughput............ccocooooiiiiiie 102
Performance = Ethernet 2 QoS StatiStiCS .....ooovovoviiiiiiiceeceee . 103
Performance = Over The Air =2 Equalizer graph ...........cccooovooieece. 104
Performance = Over The Air 2 Constellation diagram ..............ccccococo..... 105
Performance = Over The Air 2 RX SPeCIrUM ........c.covoveviiiieieeeeeee. 108
Performance - Over The Air > Modem performance............c.ccccccococo...... 109

) 21 (=1 1 £ TSRS 110
System 2> FW = Firmware upgrade ..........c.ooovovoeeoeoeeeeeeeeeeeeeeeee, 110
System = Configuration = IP configuration.............ccococoeveeoeieeceeee, 112
System = Configuration = SNMP configuration..............cccccoeeeveveieennn, 114
System - Configuration = Configuration file ..., 117
System = Configuration = User configuration ..............ccccocoooeveveoieennnn, 119
System - Configuration = System configuration..............cccccoovoveenn, 121
System = Configuration = SyStem ServiCes .........cccocoeeeeceeeeceeeee, 124
System = Configuration = SySIOg.........ccoviviviiieeeeeeeeeeeeeeee, 127
System - Diagnostic = Loopback configuration...............cccccoovoveenn, 129
System - Diagnostic = Download troubleshooting file............................ 131
System = Tools = License management ..........ccoooovovoeoeeeceeeeeeeeee, 132
System = ToolS = CONSOIE ..., 134
System = About = ADOUL SYSTEM ..o 135
System = About = COPYIIGNT ..o 136
System = ADOUt = INVENTOIY ..o 136
Chapter 4 : COMMAND LINE INTERFACE ...........ccoveiiiiiiieeee e, 138
Connecting to serial RS232 interface ........cccccooveviiiiiieeieee e 139
ConNNECtING 10 SSH ... ..o 140
Connecting to Telnet........oo i 141
Chapter 5 : FUNCTIONAL DESCRIPTION .......coooeiiiiiieeie e 143
Built-in Ethernet SWItCh ..........oooiiiiiii e 143
Description of SAF produced PoE injectors............cccccooveviieiiicciicciec 144
Universal programmable PoE injector (P/N I0ATPI43) ....coooovvovvieiei 144
Gigabit Ethernet High power programmable PoE injector (P/N DXATPIO3)
................................................................................................................................ 146
Integra radio power connection redundancy..........c.ccccceioieiiienireiee e 148
ACMB (Adaptive Coding and Modulation and Bandwidth) ....................... 149
ATPC (Automatic Transmit Power Control)............cccoceviiieieieiieecene, 155
AES - Advanced Encryption Standard.............cccooiiiiiiiiii e 156
Link State Propagation and Backup...........cccccooiiiiiiiiiiii e 158
Link state propagation ..o 158
Backup lINK ... 159
INVErSE BACKUD . ..., 161
Link state propagation AAvanCed.............ccccooviiiocioieeeeeeeeeeeee 161

B8 SAF Tehnika JSC 4



Adaptive @QUANIZET ..........cocueeeieeeee e 162

FTP dir€CIONY ... 162
Firmware upgrade management with SNMP................cccocoiiiiiiiiiceee, 163
RADIUS authentication .............cocoueiiiriiiie e 165
Configuration of the RADIUS server authentication................ccccccocoeen.n. 165
Assigning administrator rights to a RADIUS USer ..........ccooovoveveeciieece, 166
Chapter 6 : APPLICATION EXAMPLES .........coooiiieeeeeeee e, 167
T4+0 CONfIQUIAtION......coiiiiie e 167
East/West (repeater) configuration.............cccoceeviiiiieniii e 167
2+0 aggregation configuration..............cccoeoeiieiiiii e 168
2+0 aggregation without power protection configuration.......................... 169

2+0 aggregation with power protection configuration.....................c........ 170

2+0 external aggregation configuration .............ccccooveveeeieioceeeeeeee 170
Dual-band configuration ...............cccoii i 171
Chapter 7 : TOOLS .. ..o 172
Link Layer DiSCOVErY tOO] ........ccveieiiiieicee e 172
MIB fHES....eeee et 177
Chapter 8 : INTERFACES..........ooooieeee e 178
TSR o Yo ] o AP PUPUPPRPRN 178
2-Wir€ DC POWET POIt......eiiiiiiececeieee et 179

] ol o To ] £ S PUSOURR 179
] = 3 0T o AP PSP ST PPPRPTRRN 180
RSSILED .. .. et a e 180
RSSI/QUAIO POIT... .ottt 182
Grounding CONNECTION .......coiuiiiiiiie e 184
Chapter 9 : Appendix A: Technical specifications............c...cccooveeiiiceennnne 185
ABBREVIATIONS ... 191
(010 17 Y O 1 PP PPPPPP 193

B8 SAF Tehnika JSC 5
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Chapter 1 : OVERVIEW

Labeling

The label contains the following information - see a sample below:

Product model name

| SAF Integra-E-80|
Tx: 71031.25 - 75968.75 MHz
Rx: 81031.25 - 85968.75 MHz @ Product

model/number

(P/N:D8OR1UO1L]
sartenikans |S/N- 33103071 00385] P66

S5 I C €

Riga, LV-1005
Serial number

Tel. +371 67046840
Made in LATVIA, EU

Figure 1-1 Integra-E label and label placement on the FODU

Product model name
\

| SAF Integra-E2-80

Tx: 71031.25 - 75968.75 MHz
Rx: 81031.25 - 85968.75 MHz @

P/N:D80R2U01L

Product
/N:3309602 00395 P87 model/number

[N € €

Serial number

SAF Tehnika AS
24a Ganibu dambis
Riga, LV-1005

Tel +371 67046840
Made in LATVIA, EU

Figure 1-2 Integra-E2/E3 label and label placement on the FODU

Product model name (“SAF Integra-E-80"). The FODU model name example is shown in
Figure 1-1 and Figure 1-2.

Product Number / Model Number (P/N or M/N) (D8ORTUOTL): product/model number
contains various information about the unit. Please find the translation below.

P/N or M/N translation:
"D80R" designates Integra-E/E2/E3 E-band product.
“0" Integra-E initial Hardware revision:

e "1"Integra-E Mark 1.5.

e "2"Integra-E2 Mark 2.
e "3"Integra-E3 Mark 3 (AES encryption supported).

“U" designates Integra-E/E2/E3 with full capacity license':

"K" - 5 Gbps Licence.
“L" - 2.5 Gbps Licence.

“01" designates the version number of the radio.
“L" designates low side radio;
“H" - high side radio.

' Contact SAF representatives for detailed license information.
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Minimal tunable frequency Maximal tunable frequency Minimal tunable frequency Maximal tunable frequency
for 62.5MHz bandwidth is for 62.5MHz bandwidth is for 62.5MHz bandwidth is for 62.5MHz bandwidth is
71.03125GHz 75.96875GHz 81.03125GHz 85.96875GHz

‘ Tunable range for 62.5MHz bandwidth ‘ ‘ Tunable range for 62.5MHz bandwidth f

TE band lower diapason  E band lower diapasonT E band higher diapason  E band higher diapasonT
start frequency 71GHz  end frequency 76GHz start frequency 81GHz  end frequency 86GHz

Figure 1-3 The central frequency range for 62.5MHz channel (high side Integra-E)
An example above in Figure 1-3 shows the tunable central frequency range for 62.5 MHz

channel bandwidth. Full Tx/Rx frequency range can be found on Product Label, see Figure
1-1 and Figure 1-2.

Serial Number (3933002 00003): the serial number uniquely identifies the unit.

Microwave Radiation

. Occupational
exposure

. General public
exposure

Figure 1-4 Microwave radiation exposure diagram

In April 1998, ICNIRP (International Commission on Non-lonizing Radiation Protection)
published its ‘Guidelines
(https://www.icnirp.org/cms/upload/publications/ICNIRPemfgdl.pdf), for limiting exposure
to time-varying electric magnetic and electromagnetic fields (up to 300GHz)". The guidelines
(Tables 6 and 7) specify the "Reference levels on power density for occupational exposure
and general public exposure to time-varying electric and magnetic fields (unperturbed RMS
values) between 2 and 300 GHz.

Table 1-1 ICNIRP Reference levels within the frequency range 80 GHz

Frequency 80GHz

Antenna Exposqre_ Equivalen_t plane wave power
characterlstlc.:s density Seq (W/m2)
VHLP200-80-SAF2 OCCUF"";'J’;?C'; ;g;z ?8
e R—— &
VHLP1-80A-SAF2 OCC”pa;:’;?c'; Z:im ?8
D — T m—— .
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Note: For pulsed signals, it is suggested that the peak equivalent plane wave power
density, as averaged over the pulse width, does not exceed 1000 times the Seq exposure
levels given in the table.

Note: Within the frequency range 10 — 300 GHz the basic restrictions are identical to the
reference levels.

Remarks on the definition of basic restrictions:

1. Power densities are to be averaged over any 20 cm? of exposed area and any 68/f1.05
minute period (where f is in GHz) to compensate for progressively shorter penetration
depth as the frequency increases.

2. Spatial maximum power densities, averaged over 1 cm? should not exceed 20 times
the values above.

Compared to the ICNIRP restrictions, FCC CFR 47 specifies the Maximum Permissible
Exposure (MPE) levels for the occupational/controlled environment and general
public/uncontrolled environment, as shown in Table 1-2 FCC MPE limits within the
frequency range 1.5-100 GHz

Frequency 80GHz
Exposure Equivalent plane wave power
GALITE characteristics density Seq (W/ft2)
Occupational: 4.95ft 4.66
VHLP200-80-SAF2 Public:  11.06ft 0.93
Occupational: 6.69ft 4.66
VHLP1-80-SAF2 Public:  14.90ft 0.93
Occupational: 9.42ft 4.66
VHLPT-80A-SAF2 Public: 21.03ft 0.93
i - 14.90ft

VHLP2-80-SAF2 Occupat|on.al. 4.66
Public: 33.27ft 0.93

Quite a few other documents specify or refer to exposure limits comparable to those given
above, e.g.:

- 1999/519/EC: Council Recommendation of July 12, 1999, on the limitation of exposure of
the general public to electromagnetic fields (0 Hz to 300 GHz);

- WHO: Environmental Health Criteria 137: "Electromagnetic Fields (300 Hz to 300 GHz);
- ANSI/IEEE C95.1, 1999:

IEEE Standard for Safety Levels with Respect to Human Exposure to Radio Frequency
Electromagnetic Fields, 3 kHz to 300 GHz;

- BRD, Bundesimmissionsschutzgesetz, 26. BImSchV Verordnung iiber elektromagnetische
Felder;

- Bundesamt fiir Umwelt, Wald und Landwirtschaft (BUWAL), Bern/Schweiz
Schriftenreihe Umwelt Nr. 164, Luft, Mai 1992

"Messung nichtionisierender elektromagnetischer Strahlung, 1. Teil: Frequenzbereich 100
kHz bis 300 GHz;

- DIN VDE 0848-2, Entwurf, Oktober 1991:

“Sicherheit in elektrischen, magnetischen und elektromagnetischen Feldern, ‘Teil 2: Schutz
von Personen im Frequenzbereich von 30 kHz bis 300 GHz;

- ENV 50166-2, January 1995 (withdrew in December 1999 by CENELEC) "Human Exposure
to Electromagnetic Fields (10 kHz - 300 GHz).
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Chapter 2 : INSTALLATION

Package contents

Table 2-1 Package contents

Products and accessories Qty
1. D80ROxxxx Integra-E/E2/E3 80 GHz 1
2. XSPR_2148 RJ45 CAT5 connector 4P 1
3. DOALKO0O03 Locking key for Integra-E/E2/E3 1
4. XSPR_184 2-pin RIA pluggable terminal block 1

& If any further assistance is required please contact techsupport@saftehnika.com

Additional information on the web on SAF Integra-
E/E2/E3 configuration and installation

You can find fast references for installation and adjustment in our blog
https://blog.saftehnika.com/en/tags/10-gbps-capacity/ and our Youtube channel
“"SAFTehnika". There you can find video instructions on how to set up Integra-E/E2/E3 link
and perform a very basic "bench test" in the office with paper packs.

Please visit our page https://www.saftehnika.com/ for the latest firmware and manual
versions, you need to have an account for full access.

Integra-E/E2/E3 FODU: attaching to the antenna

& The antenna must be assembled according to the instructions from the antenna
manufacturer, supplied with the antenna.

Figure 2-1 Tools for antenna attachment

Tools required for FODU mounting: Level (not supplied, optional), DOALK003 Locking key for
Integra-E/E2/E3 (supplied), see Figure 2-1.

B8 SAF Tehnika JSC 9
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Setting link polarization

We strongly recommend checking polarization before transporting equipment to the site.
In case you need to change polarization, it is much easier to do it on the ground than on

the tower.
& Make sure the polarization change procedure is performed with caution, avoiding
contamination by foreign bodies.

FODU always must be installed with handle up and cables outlet down.

The antenna (SAF2) mounting flange for Integra-E/E2/E3 is shown in Figure 2-2 below. Note
that only the Integra-E/E2/E3 flange orientation determines the resulting polarization, while
the antenna flange is circular and accepts both polarizations.

(1

Figure 2-2 SAF2 flange

To determine the polarization, look at FODU before installation. Polarization is shown by the
engraved arrow on the FODU flange. Please see Figure 2-3, which depicts the horizontal
polarization set.

"

)<

SEARL AR

Figure 2-3 FODU with horizontal polarization

To change the polarization, it is required to use securing clamp P/N DOS80FIX01_ADG_01
please see Figure 2-4. For availability, please contact the SAF sales representative.

B8 SAF Tehnika JSC 10



INTEGRA-E/E2/E3 User Manual

INSTALLATION

TEM PartNo Rev. Description QTy.
1 | DOKBOFIX01.001 |DDG_01 Plate with rubber cushion 1
2 M5x45 Hexagon flat point socket screw A2 DIN 913 2
3 Mut M5 Coupling nut DIN 6334 Steel Zinc plated 2
4 Mut wrench & 3=8 mm 1
5 Allen key 2.5 Hex 2.5 mm DINS11 1
6 Allen key 4 Hex 4mm DIN 911 1

B8 SAF Tehnika JSC
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For polarization change instructions please refer to the picture below, see Figure 2-5.

FODU handle |

Screw in FODU flange clamp screws with
1 supplied Locking key up to lock position. 2
Do not tighten.

Unscrew 4 screws with 4mm Allen key 4
(6) holding FODU flange.

3 Take out flange by tilting up part opposite 4 Turn flange by 90° to change
to the FODU handle. polarization.

Using allen key (5), screw in two hexagon Place DOK80OFIX01.001 plate with rubber
5 flat point socket screws (2). Do not 6 cushion (1) - rubber cushion down - and
tighten. screw on coupling nuts (3).

B8 SAF Tehnika JSC 12
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A\

using allen key (5), tighten coupling nuts Screw in equally and gradually two
(3) gradually and equally using nut wrench 8 unscrewed bolts (step 2) using allen key
(4) with force not exceeding 5Nm/ 3.69 ft- (6) with force not exceeding 4Nm/2.95
Ib. ft-1b.

Remove plate with rubber cushion (1), hexagon flat point socket screws (2), and coupling nuts
(3) and screw in equally and gradually remaining two unscrewed bolts (step 2) using allen key
(6) with force not exceeding 4Nm/2.95 ft-Ib.

Figure 2-5 Polarization change procedure
We strongly recommend putting a permanent mark of polarization on FODU back cover for

easy recognition later on. You can use supplied Integra Tx polarization sticker
DOKGEEO01.024.

B8 SAF Tehnika JSC 13
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Before attaching FODU to the antenna flange, peel off the protective sticker, see Figure 2-6.

‘\f——-* : il

Figure 2-6 Peel off the sticker before installation

Find antenna adjustment recommendations in the link below: Antenna Alignment

Whitepaper. Note that 80GHz antennas have a very narrow beamwidth, hence sweeping
must be done very slowly and carefully. Before alignment switch off ATPC, ACM and
variable Tx power. After achieving the calculated Rx level, configure ACM, ATPC and
variable Tx power according to the link requirements.

=

If any further assistance is required, please contact techsupport@saftehnika.com

=
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Attaching FODU to the antenna

Please follow the steps described in the Figure 2-7 below:

Remove the protective sticker from the
FODU diplexer flange. Check also
SAF2 flange on the antenna for a
sticker. If it is not a permanent one,
remove it too.

Use the locking key. Screw in clamp tensioner

-I bolts but don't tighten. Loosen two upper bolts 2
on side of the handle by 2 turns, and two bolts
on the bottom side by 4 turns.

Hang Integra-E/E2/E3 on upper
tensioners on SAF2 flange. Push lower
part until lower clamps touch the
flange. Make sure that all 4 clamps are
in the proper position and the FODU
diplexer presses to SAF2 flange.

Make sure that O-ring is in place. Holding
Integra-E/E2/E3 by handle attach it to SAF2
flange by hanging on upper tensioners.

SAF Tehnika JSC 15
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5 Tighten all four clamp bolts with 3Nm/2.2-foot 6 Assembled Integra-E/E2/E3  view.
Ibs force. Cables must always be at the bottom
of the Integra-E/E2/E3.

Figure 2-7 Attaching Integra-E/E2/E3 to the antenna
Grounding connection
Always provide a good connection from FODU grounding screw to tower/mast/building

grounding circuit. For further details see Chapter Grounding connection.

For further information on surge protection and grounding of Integra FODU please refer to
Lightning Protection Guide.

Connecting FO interface using a fiber conduit kit

Unscrew the cap of the SFP port (LAN2 or
-l Fiber conduit kit. 2 LAN3) that will be used and install an SFP
module.

B8 SAF Tehnika JSC 16
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to FODU

Push FO cable with LC connector through
the conduit. Use protective covers for the
LC connector optics.

3 Disassemble conduit kit and put its parts in
the correct sequence on the cable.

Remove protective covers from the LC Tighten parts on both ends of the conduit

connector and connect the connector to 6 to weatherproof assembly. Do not break
SFP module. the cable.

Assembled view of the Integra-E/E2/E3

7 Fasten another end of fiber conduit to the 8 with optical cable conduit. Cables must

pole using included tie-wrap. always be at the bottom of the Integra-
E/E2/E3.

Figure 2-8 optical cable conduit assembly

& If any further assistance is required, please contact techsupport@saftehnika.com

B8 SAF Tehnika JSC 17
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Chapter 3 : WEB GUI

Initial configuration

Powering Integra-E/E2/E3 FODU and connecting to PC

There are three options for powering the Integra-E/E2/E3 FODU as shown in Figure 3-1.

Option #1: an Ethernet cable from SAF Tehnika I0ATPI43 PoE injector connected to the RJ-
45 port (LANT) of Integra-E/E2/E3 FODU.

The combined length of the Ethernet cable from CPE to PoE injector (“DATA" port on PoE
injector) and from Integra-E/E2/E3 to PoE injector (“DATA+PWR" port on PoE injector)
should not exceed 100m. It is recommended to use good quality outdoor rated STP/FTP Cat
5e or better Ethernet cable from a reputable manufacturer (for details see Chapter RJ-45

port).

& Use 5-10A rated type B circuit breaker in the chain between the power supply and the
PoE injector for isolating each radio powered by the same PSU in case of a surge.

When powered, the RSSI LED will light up a solid green color for approx. 20s. Afterward, RSSI
LED will go out for approx. 35s and eventually start blinking indicating the current Rx level.
Please refer to Chapter RSSI LED for further details on blinking patterns and corresponding
Rx levels.

For details on SAF Tehnika PoE injectors, their connection scheme, settings, specifications,
and more see: Description of SAF produced PoE injectors .

Option #2: a 2-wire DC power supply connected to the 2-wire DC power port of Integra-
E/E2/E3 FODU using the supplied 2-pin pluggable terminal block (P/N XSPR_184). All three
LAN ports are available for user traffic. Integra-E/E2/E3 can be powered using 36..57V DC,
with power consumption up to 50W. See Table 8-3 for suitable cable diameter and length.

For cable lengths, mechanical and electrical specifications for power cable and connector
see Chapter 2-wire DC power port.

Option #3: use both DC and PoE power interfaces simultaneously for power line and power
supply redundancy.

For uninterrupted and hitless power supply failover operation on the Integra radio, there is
only 1 possible power connection configuration: SAF Tehnika DXATPIO3 PoE injector is used
as the main power source (note that it should be used only in PoE 120W mode), but DC
power supply as the standby power source. For more details and best connection practices
of hitless redundancy for Integra radio see: Integra radio power connection redundancy.

B8 SAF Tehnika JSC 18
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Connecting Integra radio power supply

The example below shows Integra-E/E2 power supply options.

Blygma |

To tower
grounding
point

| point

To common
__grounding

Gigabit
Ethernet ||PC11..57V

supply

To tower
grounding
point
To 48VDC Data FO
positive/floating cable to
ground power CPE

2

To tower
grounding point

To 48VDC
positive/floating
ground power
supply

Gigabit
Ethernet

Power to FODU
| |through ETH cable

To common
grounding
point

3

Data FO
cable to CPE

A\

B8 SAF Tehnika JSC

Figure 3-1 Power connection to FODU

WEB GUI

For Ethernet cables longer than 30 meters it is recommended to make grounding
points each 20...30 meters.
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System requirements

To access the Integra-E/E2/E3 Web GUI you will need a PC with the following Web browser:

e Google Chrome;
e Mozilla Firefox;
e Internet Explorer 8 (or above)

Ethernet management connection configuration

Before proceeding with the initial link setup in the Web GUI, you must set the IPv4 settings of
your LAN adapter to 192.168.205.0/24 subnet. The IP address should differ from the default
low/high side IP addresses (192.168.205.10/192.168.205.11).

Internet Protocol Version 4 (TCP/IPvd) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@ Uge the following IP address:

IP address: 192 . 168 . 205 . 1
Subnet mask: 255,255 .255. 0
Default gateway:

Obtain DMNS server address automatically
(@) Use the following DNS server addresses:

Preferred DMS server:

Alternate DNS server;

[ validate settings upon exit

[ OK ][ Cancel ]

Figure 3-2 LAN adapter setup

After applying these settings you are ready to connect to the Web GUI or establish an
SSH/Telnet connection, please check Chapter 4: COMMAND LINE INTERFACE for details on
how to connect to other CLI interfaces (serial, SSH, Telnet).
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Accessing Web GUI

1) Launch your browser and in the address field enter Integra-E/E2/E3 FODU IP
address. Default IP addresses are as follows:
e 192.168.205.10 for low side Integra-E/E2/E3 FODU (P/N D80R#***xL)
e 192.168.205.11 for high side Integra-E/E2/E3 FODU (P/N D80R****H)

€« C f [4192.168.205.10

Figure 3-3 Browser's address field

& For secure connection use https:// prefix.

2) Press "Enter” key.
3) The login screen will appear:

Username

Password

Remember password Log in

Switch to secure connection (HTTPS)

Figure 3-4 Login screen

4) Enter the username and password. Default credentials are as follows:
e Username: admin
e Password: changeme

5) Select “Remember password" if you want the browser to remember entered
login credentials.

6) Press "Login" button.

“Switch to secure connection (HTTPS)" indicates that HTTP protocol is being used. Press
& the link and you will be redirected to a secure HTTPS URL.

A self-signed OpenSSL certificate is being used.
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Main page

After login you will be automatically redirected to the Main page of Web GUI:

Integra-E2

Int-E2 Low 192168100120 330860200793 24d22:33:28
t ®  ® u B
Main Over The Air Networking Performance System

Main MODIFY

System 3 Local Remote

License remaining time Unlimited Unlimited 4
Radio Local Remote LocouT

Radio side Low High

Txmute Disabled Disabled ST T

Tx power 2dBm 2dBm

ATPC Disabled Disabled Local (] Remote
Duplex shift 10000 MHz 10000 MHz R level

Tx frequency 72500 MHz 82500 MHz -21dBm -21 dBm
Rx frequency 82500 MHz 72500 MHz MSE

Rx level -21 dém -21 dém -304dB -297d8
Modem Local Remote Tx modulation
Bandwidth 2000 MHz 2000 MHz E40AM 40AM
Minimum modulation / 286.0 Mbps BPSK|4 ACMB BPSK|4 ACMB Edit

Maximum modulation / 9999.5 Mbps 1280AM ACMB 1280AM ACMB

ACMB engine Enabled Enabled

Acquire status Locked Locked

MSE -30.4d8 -207d8

FEC locked Yes Yes

FEC load -99.9d8 -56.0d8

Current Rx modulation 640AM 640AM

Current Tx modulation 640AM 640AM

Current Rx Ethernet capacity 8570.8 Mbps 8570.8 Mbps

Current Tx Ethernet capacity 8570.8 Mbps 8570.8 Mbps

Ethernet

Port LANT (RJ-45) LAN2 (5FP+) LAN3 ( 5FP+)

State Enabled Enabled Enabled

Status 1000 Mbps Down Down

Figure 3-5 Main page
Web GUI is divided into 5 sections:

1) Top panel - shows information about the Integra-E/E2/E3 FODU you are
connected to including:
e Model name. Please refer to Labeling for more info.
e System name
e [P address
Serial number
Uptime
Firmware version
User name
Menu panel - allows navigating between 5 configuration sections:

2)
e Main page
e Over The Air (Radio/modem configuration)
e Networking (Ethernet configuration)
e Performance
e System

Main Web GUI window - contents will change according to the menu panel
selection. By default, the main page (“Main") is shown.

MODIFY / SAVE / LOGOUT - allows modifying parameters in the main window. If
none can be modified, MODIFY button appears inactive. After modification SAVE
button becomes active and indicates the number of unsaved changes as well as
their type (when moving the cursor over the button). LOGOUT button will logout
from the current session.

3)

4)

If you do not save the configuration after modification, it will be lost after FODU restart

A
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WEB GUI

System summary - shows one to four (default value — three) selected parameters of
the local and remote systems.

Values appear in red color in case of exceeding alarm threshold values (Performance =
Alarm = Alarm threshold configuration) or in case of a warning (e.g., if loopback is active).

Values appear in
& last 15 seconds.

Values with

in case alarm threshold values were exceeded during the

are modified by enabled automation (e.g., ATPC, LSP, or Backup-link
configuration and status). Move the mouse over the sign for further details.

The two square indicators show the number of active alarms on local and remote radios.
The indicator is colored green if no alarms ("0") are present, and it is colored red if alarms
are present. By pressing on the local alarm count the Performance - Alarm - Alarm status

section is opened.

System summary

Local a Remote

Rx level
-13 dBm -18 dBm

MSE
-30.1 dB -30.2 dB

Tx modulation
T1280AM 1280AM

Edit |

Figure 3-6 System summary

By pressing “Edit button” you can change displayed parameter count and parameters by

choosing from the dropdown box.

B8 SAF Tehnika JSC
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Modifying basic system parameters

WEB GUI

To proceed with the initial configuration, press the MODIFY button and the entry fields will
appear for adjustable values:

Main
System Local Remote
License remaining time 18 days 11:13:23 18days 11:15:19
Radio Local Remote
Radio side Low High
Tx mute Disabled Disabled
Txpower (0. 15 dBm for 1280AM) 1 dBm 12dBm
ATPC Disabled Disabled
Duplex shift 10000 MHz 10000 MHz
T frequency ( 72000.00 .. 75000.00 MHz ) 2 MHz 82000 MHz
R frequency 82000 MHz 72000 MHz
R level -40 dBm -38 dBm
Modem Local Remote
1000 MHz A
1000 MHz LDPC
1000 MHz Variable Tx power
Bandwidth ;gi m: LDPC Variable Tx power
2000 MHz LOPC
2000 MHz Vanable Tx power
2000 MHz LDPC Variable Tx power w
Fixed: 1280AM / 100000 Mbps
BPSK|4 ~
BPSK|2
Modem profile BPSK
(0 ACME range 40AM
(® Fixed ;m
640AM
v
ACMB engine Disabled Disabled
Acquire status Locked Locked
MSE -31.2d8 -32.6d8
FEC locked Yes Yes
FEC load 47848 54468
Current Rx modulation 2560AM 2560AM
Current Tx modulation 2560AM 2560AM
Current Rx Ethemnet capacity 5730.8 Mbpa §730.8 Mbps
Current Tx Ethernet capacity 5730.8 Mbps 57308 Mbps
Ethernet
Port LANT (RJ-45) LAN2 (SFP+) LAN3 ( 5FP+)
State # Enable Enable A # Enable
Statug Down Down Down
6 Rollback on [J Execute configuration | Execute for both |
Figure 3-7 Main page Integra-E/E2/E3 — modify mode
1) Tx power - the available range depends on the radio model, modem profile and

2)
3)
4)

5)

selected modulation. The actual range will be indicated in brackets. If a Variable Tx
power bandwidth profile was selected, the available range is the maximum Tx power
at 4QAM modulation when ACMB downshift occurs. See: Appendix A: Technical
specifications for further details.
Tx frequency - the available range depends on the frequency band, subband, radio
side and channel bandwidth selected. The actual range will be indicated in brackets.
Tx frequency range indicates the range of central frequencies for the configured
channel bandwidth.
The default frequency range (indicated on the label, see Labeling) is defined for
62.5MHz channel bandwidth.
Bandwidth - allows choosing between available channel bandwidth options along
with the indication of Tx power mode - fixed or variable — in case ACMB profile is
chosen. The options must match on both ends of one link. Bandwidths, marked with
LDPC, are available for all the Integra-E2/-E3 radios and the Integra-E radios only if
the modem has a firmware version starting with “110".
The Integra-E/E2/E3 modem firmware version can be checked in CLI using the
command “modem" based on the first value of “Firmware version" parameter:
>modem

Site A> Firmware Version =100.7.131 - Chip revision 0x00
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6)

7)
8)

/M

where “100" designates no availability of LDPC modem profiles.

or

Site A> Firmware Version =110.5.5 - Chip revision 0x04

where "110" designates the availability of LDPC modem profiles.
Modem profile - allows choosing between "ACMB range" and “Fixed” modem
profiles.
If "ACMB range" is selected, specify minimum and maximum ACMB modulation.
If “Fixed" is selected, specify fixed modulation from the list.
ACMB stands for Adaptive Coding and Modulation and Bandwidth and enables the
adaptive modulation change according to MSE value. If the modulation order
reaches BPSK, ACMB will reduce bandwidth two-fold (/2) or four-fold (/4).
Please refer to Chapter ACMB (Adaptive Coding and Modulation and Bandwidth) for
further details.
State - allows enabling/disabling each of three available LAN ports.
Execute - by pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

Rollback triggers when configuration changes are applied interrupt management
connectivity. For this reason, rollback will not work if the remote side of the link is not
reachable.

Pressing ,Execute for both" applies changes made to the corresponding section
both for local and remote side Integra-E/E2/E3 FODUs.

Parameters on Main page

Main

System Local Remote

License remaining time lI Unlimited Unlimited

Radio Local Remote

Radio side 2 Low High

Tx mute 3 Disabled Disabled

Tx power 4 4dem 4dBm

ATPC 5 Disabled Disabled

Duplex shift 6 10000 MHz 10000 MHz

Tx frequency 7 73500 MHz 83500 MHz

Rx frequency 8 e3s00MHz 73500 MHz

R level g -1sdem -19dem

Modem Local Remote

Bandwidth 10 =zo00mHz 2000 MHz

Minimum modulation / 9999.5 Mbps 17 1280am 1280AM

Maximum modulation / 9999.5 Mbps 12 1280am 12804M

ACMB engine 13 oisabled Disabled

Acquire status 14 ‘ocked Locked

MSE 15 =o01d8 -30.2d8

FEC locked 16 Y= Yes

FEC load 17 s57zde -41.9d8

Cument Rx modulation 18 1aam 1280AM

Cument Tx modulation 19 1280am 1280AM

Current Rx Ethernet capacity 20 9999.5 Mbps 9999 5 Mbps

Current Tx Ethernet capacity 21 9999.5 Mbps. 9999.5 Mbps
Ethernet

Port 22 LANT(RJ-45) LANZ ( SFP+) LAN3 (SFP+)
State 23 Enabled Enabled Enabled
Status 24 1000 Mbps Down Dawn

1)

AN

2)
3)

4)

Figure 3-8 Main page

License remaining time — shows the amount of time (in seconds) remaining for
active time-limited license; in case of unlimited time license, "Unlimited” is shown.

When the license expires, the link capacity will drop to 2 Mbps, and you will see a warning.

Radio side — shows the radio side of the local and remote Integra-E/E2/E3.

Tx mute — Tx shows if the transmitter is currently muted (“Enabled") or active
(“Disabled").

TX power — shows current transmitter power in dBm.
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5) ATPC — shows if ATPC is enabled or disabled.

6) Duplex shift — shows the margin between the transmitting and receiving
frequencies.

7) Tx frequency — shows the transmitting frequency.

8) Rx frequency — shows the receiving frequency.

9) Rx level — shows the current level of the received signal. It must not differ
significantly from the previously calculated value.

10) Bandwidth — shows the width of currently utilized bandwidth in MHz along with
additional modem profile features. “Variable Tx power" stands for ACM profile with
increased Tx power when modulations are downshifted. “LDPC" stands for LDPC
modem profiles (only available for modem firmware starting with “110.xx.xx").

11) Minimum modulation — minimum modulation for given modem profile / bitrate for
minimum modulation.

12) Maximum modulation — maximum modulation for given modem profile / bitrate for
maximum modulation.

13) ACMB engine — shows the status of ACMB engine.

14) Acquire status - indicates the acquired status of the modem. During normal
operation, “Locked" will be shown.

15) MSE - shows Mean squared error value lower value means better signal quality.

16) FEC locked — shows whether Forward Error Correction algorithm is working and the
number of corrected errors is significantly higher compared to uncorrected errors.

17) FEC load — shows the load of Forward Error Correction.

18) Current Rx modulation — current received signal modulation.

19) Current Tx modulation — current transmitted signal modulation.

20) Current Rx Ethernet capacity — ingress capacity of the WAN port, depends on current
Rx modulation and bandwidth.

21) Current Tx Ethernet capacity — egress capacity of the WAN port, depends on current
Tx modulation and bandwidth.

22) Port — Name and interface type of the Ethernet port, RJ-45 or SFP/SFP+.

23) State — Ethernet port state — Enabled or Disabled. An exclamation mark designates
the restricted state of the port. Move the mouse pointer over the icon to see the
explanation.

24) Status — Ethernet port status, up or down (if the port is enabled).

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

radio [status]

Use to show radio status.

radio power <Tx power>

Use to set Tx power in dBm.

radio frequency <frequency>

Use to set Tx frequency in kHz.

modem allowed show <profile
name>

Use to check modem profile parameters.

modem configuration set
<bandwidth> <min_mod>
<max_mod>

Use to set modem configuration — bandwidth, minimum
and maximum modulation.

modem configuration set
factory

Use to reset modem settings to factory defaults -
bandwidth and modulation will be reset to a minimum.

radio factory

Use to reset radio settings to factory defaults — Tx power
will be disabled and frequencies set to factory defaults.

network port show info

Use to show the status of all ports.

network port show config

Use to show the configuration of all ports.

network port set <port> admin-
state {enable|disable}

Use to enable or disable a particular port.

B8 SAF Tehnika JSC
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Over The Air

Over The Air > Radio - Configuration

The Radio configuration page allows to define the main radio and modem parameters such
as Tx power (Tx mute) and bandwidth/modulation, as well as to enable ATPC and ACMB
functionality. It also allows to configure RSSI LED indicator.

ﬂ tﬁ) ul ﬁ-

Main Over The Air Networking Performance System

Over The Air / Rad Radio

Tx frequency (8200000

Tx mute [ >= 10 sec ] Disabled

RSS! Audio Disabled

Figure 3-9 Accessing Radio configuration page

Status mode

Over The Air / Radio configuration

Tx power ( 2.. 16 dBm for 4QAM ACMB downshift ) 1 A -2 dBm

Tx frequency ( 72000.00 .. 75000.00 MHz ) 2 73500 MHz
Txmute [ »= 10 sec ] 3 Disabled

RSSI Audio 4 Disabled

RSSILED 5 Enabled

RSS! LED mode 6 1

ATPC 7 Enabled

ATPC update period (1 .. S sec) 8 1 sec

Tx power correction 9 -3dB

Rx (remote) level range (-75..-15 dBm) 10 -35dBm -25dBm
Difference between Rx min and Rx max must be at least: 3 dBm

Bandwidth 171 2000 MHz Variable Tx power
Minimum modulation / 286.0 Mbps 12 BPSKi4 ACMB
Maximum modulation / 9999.5 Mbps 13 1280aMACMB

Figure 3-10 Radio configuration - status mode
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Press £~ MODIFY pytton.

Modify mode

Tx mute == 10 sec]

RSSI Audio

RSSILED

RSSI LED mode

ATPC

ATPC update period ( 1.. 5 sec)

Tx power correction

Bandwidth

Over The Air / Radio configuration
Tx power (0 .12 dBm for 10240AM )

Tx frequency (7150000 .. 75500.00 MHz )

Rx (remote) level range (-75..-15 dBm)

Difference between Rx min and Rx max must be at least: 3 dBm

0[ss |dem [-2s dem

1000 MHz -
1000 MHz LDPC
1000 MHz Variable Tx power
11 1000 MHz LDPC Variable Tx power
2000 MHz
2000 MHz LDPC
2000 MHz Variable Tx power
2000 MHz LDPC Variable Tx power -

12 winimum : 1280AM / 99995 Mbps 13 Maximum : 1280AM / 9998.5 Mbps

BPSK|4 . BPSK4

Madem profe epsKi2 Eroxi
@ ACMB range 40AM 40AM
Sy > .
pov_____________Ji§ .
14 Rellback on ) _Execute configuration | Execute for bath |
Figure 3-11 Radio configuration - modify mode

1) Tx power — Indicates current Tx (transmit) power value (status mode); allows
specifying Tx power value (modify mode). The usable range is indicated in
the brackets. The £k sign could indicate that momentary Tx power value on
output was adjusted by ATPC. Move the mouse over the sign for further
details.

2) Tx frequency — Indicates current configured Tx (transmit) frequency (status
mode); allows specifying Tx frequency (modify mode). Available center Tx
frequencies for chosen bandwidth are shown in the brackets.

3) Tx mute [ >=10 sec ] — Indicates whether Tx mute is enabled or disabled

4)

5)

6)

7)

8)

(status mode); allows muting the transmitter to the limited time interval in
seconds (modify mode). The minimum value is 10 seconds. Note that the
transmitter will be muted only if a valid value in seconds is entered. If
enabled, the data link is interrupted.

RSSI Audio — Indicates whether RSSI audio is enabled or disabled (status
mode); allows disabling or enabling RSSI audio (modify mode). RSSI audio is
available using the 3.5mm jack beside the USB port. By default, RSSI Audio is
disabled. Please refer to Chapter RSSI/audio port for further details.

RSSI LED - Indicates whether the RSSI LED is enabled or disabled (status
mode); allows disabling or enabling RSSI LED operation (modify mode). By
default, the RSSI LED is enabled. Please refer to Chapter RSSI LED for further
details.

RSSI LED mode — Indicates which RSSI LED mode is active (status mode);
allows selecting RSSI LED operation mode (modify mode). By default, Mode 1
is enabled. Please refer to Chapter RSSI LED for further details.

ATPC - Indicates whether ATPC (Automatic Transmit Power Control) is
enabled (status mode); allows enabling/disabling ATPC (modify mode). By
default, this feature is disabled. Please refer to Chapter ATPC (Automatic
Transmit Power Control) for further details.

ATPC update period — Indicates the ATPC update period (status mode);
allows defining the period in seconds with which ATPC parameters are being
updated (modify mode). By default, the update period is 5 seconds. The range
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is 1..5 seconds. The field is modifiable only when ATPC is enabled. Please
refer to Chapter ATPC (Automatic Transmit Power Control) for further details.

9) Tx power correction - displays the amount of transmitter power in decibels
ATPC has currently corrected.

10) Rx (remote) level range (-75..-15dBm) — Indicates minimum and maximum
Rx level of the remote side Integra-E/E2/E3 for ATPC operation (status
mode); allows defining the minimum and maximum Rx level of the remote
side Integra-E/E2/E3 (modify mode). At least a 3dB difference between min
and max values should be specified. ATPC Tx power correction will be
performed only in case of exceeding configured thresholds. Values should be
defined between -75 and -15 dBm, recommended range is -35...-25. The field
is modifiable only when ATPC is enabled. Please refer to Chapter ATPC
(Automatic Transmit Power Control) for further details.

& The minimum Rx level threshold should be set at least 10dB above the sensitivity
threshold to avoid ACMB/ATPC switching loops.

11) Bandwidth - Indicates currently configured available channel bandwidth
(status mode); allows choosing between available profiles according to the
ETSI standard of channel bandwidth (modify mode). Please refer to Chapter
ACMB (Adaptive Coding and Modulation and Bandwidth) for the explanation
of fixed/variable Tx power modes. The options must match on both ends of
one link. Bandwidths, marked with LDPC, are available for all the Integra-E2/-
E3 radios and the Integra-E radios only if the modem has firmware version
“110.xx.xx". The Integra-E/E2/E3 modem firmware version can be checked in
CLI using command "modem" based on the first value of "Firmware version”

parameter:
>modem
Site A> Firmware Version =100.7.131 - Chip revision 0x00
where “100" designates the unavailability of LDPC modem profiles;
or
Site A> Firmware Version =110.5.5 - Chip revision 0x04

where “110" designates the availability of LDPC modem profiles.

12) Minimum modulation— currently configured minimum modulation (status
mode); allows defining the minimum modulation for ACMB (modify mode).
Selection is not available in case "Fixed" modulation is chosen. Please refer
to Chapter ACMB (Adaptive Coding and Modulation and Bandwidth) for the
explanation of fixed/variable Tx power modes.

13) Maximum modulation - currently configured maximum modulation (status
mode); allows defining the maximum modulation for ACMB (modify mode).
Selection is not available in case "Fixed" modulation is chosen. Please refer
to Chapter ACMB (Adaptive Coding and Modulation and Bandwidth) for the
explanation of fixed/variable Tx power modes.

14) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side of Integra-E/E2/E3. If ,Rollback on" is
selected, the configuration will be reverted in case erroneous configuration
changes are applied.

Pressing ,Execute for both" applies changes made to the corresponding section both
for local and remote side Integra-E/E2/E3 FODUs.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

radio [status] Use to show radio status.
radio power <Tx power> Use to set Tx power in dBm.
radio frequency <frequency> Use to set Tx frequency in kHz.
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radio tx-mute {<time>|disable}

Use to mute the transmitter at a specific time in seconds
or unmute. If you mute Tx, the link synchronization will be
lost for a given time.

radio rssi-led {disable | enable }

Use to enable or disable RSSI LED operation

radio rssi-led enable mode
{11213}

Use to enable or disable the RSSI LED's operation.
Example: “radio rssi-led Enable Mode 2" enables LED on
FODU in mode 2.

Please refer to Chapter RSSI LED for further details.

rssi-audio {enable|disable}

Use to enable or disable rssi-audio.
Please refer to Chapter RSSI/audio port for further details.

radio atpc state {enable|disable}

Use to enable/disable ATPC.

radio atpc status

Use to check ATPC status.

radio atpc delay <1..5>

Use to define ATPC update period.

radio atpc rx_level <-75..-43>
<-72..-40>

Use to define ATPC remote Rx level min and max
thresholds.

modem configuration set
<bandwidth> <min_mod>
<max_mod>

Use to set modem configuration — bandwidth, minimum
and maximum modulation.

modem configuration set
factory

Use to reset modem settings to factory defaults -
bandwidth and modulation will be reset to a minimum.

modem loopback [{none | digital
<time>}]

Use to check, disable, or enable modem loopback for n
seconds.

modem allowed show <profile
name>

Use to check modem profile parameters.

radio factory

Use to reset radio settings to factory defaults — Tx power
will be disabled and frequencies set to factory defaults.

radio upgrade <firmware>

Use to upgrade the radio firmware version. The firmware
file must be located in the FTP directory.

radio version

Use to check the radio software version.

Over The Air & Security > AES encryption

Enabling AES encryption provides payload data encryption over the air using Advanced

Encryption Standard (AES).

For more details see
FUNCTIONAL DESCRIPTION.

AES - Advanced Encryption Standard section in Chapter 5:

License remaining time

# A @ nl o
Main Over The Air Networking Performance System
Main Radio Security
System Configuration AES encryption

Radio
Radio side

Remote
High

Local

Low

Figure 3-12 Accessing AES encryption configuration page
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& AES encryption is available only in Integra-E3 model.

Status mode

Over The Air / AES encryption
AES IS ENABLED 1

AES 256 bit key (64 hexadecimal characters)
£733Ted6fTaf42d2df0599a8c0cTc5496f90640d208c0a375abale] fiddfda?g 2

Figure 3-13 AES encryption page in Status mode

Press +~ MODIEY hytton.

Modify mode

Over The Air / AES encryption

Enable 1

AES 256 bit key (64 hexadecimal characters)
| Generate random key ||587838efa46e67cd6b62adf0e69¢55c753498611097a58637h14831eb19bb04e | 2

3 Rollback on [J Execute configuration

Figure 3-14 AES encryption page in Modify mode

1) Allows enabling/disabling AES encryption function.

2) AES 256 bit key (64 hexadecimal characters) — Indicates AES key used and allows to
set or generate a random key. The key should be exactly 64 hexadecimal characters
long. A dialog window will not allow more than 64 characters.

3) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E3. If ,Rollback on" is selected, the configuration
will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

aes counters Use to show AES counters.

aes key <64hexkey> Use to set AES 256-bit key (64 hex characters).
aes random_key Use to generate random AES key.

aes state {enable | disable} Use to set AES state.

aes status Use to show AES state, key and statistics.
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Activation of AES for Integra-E3 FODU
1) Upload and activate license key enabling AES functionality:

Skip this step if the AES license is already uploaded.

a) Go to “System—>Tools>License management” on the

remote side of the link.

(tg1)
ﬂ ié, nl {3}
Main Over The Air Networking Performance System
Main FW Tools
License remaining time|  Configuration Console
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rx level Loopback configuration
| Modem Download troubleshooting file

Figure 3-15 Accessing Licence management page

b) Press - MODIFY hytton.
System / License management
Available licenses
License License remaining time Versio
MDCQBRAL lic Unlimited 2 =
c d e
No file chosen F\Ie:

Figure 3-16 License management page in Modify mode

c) Locate *.lic license file on your hard disk drive.

d) Upload selected *.lic license file.

e) Select the uploaded *.lic license file from the list and press
“Activate”.

f) Repeat a)-e) for the local side of the link.

B8 SAF Tehnika JSC

2) Apply AES 256-bit key:
a) Go to "Over The Air>Security=>AES encryption” on the remote side of the link.

(%)
# N ® nl o3
Main Over The Air Networking Performance System
Main Radio Security
System Configuration AES encryption
License remaining time
Radio Local Remote
Radio side Low High

Figure 3-17 Accessing AES encryption page
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b) Press ~ MBDIFY hytton.

Over The Air / AES encryption

Enable

AES 256 bit key (64 hexadecimal characters)
[ Generate random key H58?838efa46e6?cd6b623df0969e55¢?5349861 1097a58637b14831eb19bb04e

Rollback on () Execute configuration |
Figure 3-18 AES encryption page in Modify mode

c) Select the “Enable” checkbox.

d) Enter a 64-symbol key consisting of hexadecimal values (0-9, A-F) or press
“Generate random key" button.

e) Select and copy the generated key.

f) Press "Execute configuration” button.

g) Repeat steps a)-e) for the local side of the link using the same copied AES key.

B8 SAF Tehnika JSC 33



INTEGRA-E/E2/E3 User Manual WEB GUI

Networking

Networking - Ethernet > VLAN

A V% @ nl 0

Main Over The Air Networking Performance System
Networking / Syn¢  Ethernet Qos
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN2 Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping
MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SyncE
|IEEE-1588 v2 (PTP)

Figure 3-19 Accessing VLAN configuration page

The VLAN configuration page provides the configuration of port-based Ethernet Virtual Local
Area Networks (VLANSs), allowing up to 4094 different VLAN IDs. It is possible to set VLAN
IDs as tagged or untagged members on each LAN port.

To add a VLAN tag to untagged packets on ingress direction, “Default VLAN" (2) should be
specified. By default, the “Default VLAN" value on all ports is VLAN ID 1.

Status mode

Networking / VLAN

VLANmode ] Default VLAN
Disabled Port LANT LAN2 LAN3 WAN
Default VLANID D 100 200 300 100
VLAN priority 0 1] 0 0
VLAN configuration
4 name 5""‘}"1”__%;?’"9*) B VLN rates AN LaN2 LAN3 WAN MNG
MNG 100 None u D 7 D T ®
TRAFFICT 200 None D T ) T
TRAFFIC2 300 None D D T T
Figure 3-20 VLAN - status mode
¥ MODIFY
Press * button.
Modify mode
Networking / VLAN
VLAN mode 1 Default VLAN
Enable O Port LaNT LANZ LAN3 WAN
Disable O DefautvLAND 2 ] [ 1 ]
Gt @ VLAN pricrity ov [ov] [ov] [ov]
Qina settings 3
MNG C-Tag: Disable
IonerVLANID: [T ]
Etype: |oxggas ~
VLAN configuration
4 name 5‘“(""9‘(3’9?)”9‘) 6 vLAN rates LANT LANZ LANZ WAN we 9
L 117 [Neney] [1v] [r~] [~ (v 8 &2
1 Fro m = . o e
0 o] o] ) o %
10 foiisackon [ _Execute configuration

Figure 3-21 VLAN — modify mode
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1) VLAN mode - Indicates VLAN operational mode. The default is "Disable" —
802.1Q disabled. Change to “Enable" to enable 802.1Q VLAN support. Change to
"QinQ" to enable 802.1ad QinQ (Double Tagging) VLAN support.

As soon as you enable VLAN operational mode, connectivity with untagged traffic will
be lost.

2) Default VLAN - Indicates Default VLAN IDs on LAN and WAN ports (status
mode); allows specifying the default VLAN ID on each of LAN and WAN ports
(modify mode). Specified VLAN ID will be added to untagged ingress packets.
VLAN ID will be removed according to the tagged/untagged configuration, of
that particular port. Allows configuring VLAN priority 0...7.

3) QinQ settings — this panel becomes visible only when QinQ VLAN mode is
selected, allowing to configure QinQ settings, TPID (Etype) selection between
0x88a8, 0x9100 and 0X9200.

Note that only the "outer” VLAN ID will be accepted by the MNG port, see 8) MNG
below.

4) Name - Indicates configured (if assigned) VLAN ID or VLAN ID range names
(status mode); allows entering a name for each entry, i.e. individual VLAN ID or
VLAN ID range (modify mode).

5) VID (1 .. 4094) — Indicates configured VLAN IDs and VLAN ID ranges (status
mode); allows entering individual VLAN IDs or VLAN ID ranges, e.g. “100-300",
“500" (modify mode).

6) VLAN rates — Indicates configured VLAN rate (status mode); allows to select a
defined VLAN rate (modify mode). Please refer to the Chapter
Ethernet >Networking 2VLAN rates for further details.

7) T/U/D - Indicates whether VLAN ID entries are configured in U - untagged
(access) mode, T - tagged (trunk) mode, or D - disabled (status mode); allows
changing VLAN mode on LAN and WAN ports (modify mode). Changing from T
to U will change the previous untagged VLAN ID on the same port to T (trunk)
mode and will highlight this change in yellow color. Note that only a single U
(untagged) VLAN ID can be configured on each available port. Also, U (untagged)
mode is not available on WAN port.

8) MNG - indicates management VLAN ID (status mode); allows specifying which
individual VLAN ID will be used for management access (modify mode). The
management port is an access port on the Integra-E/E2/E3 switch for the
Integra-E/E2/E3 management CPU.

9) Add - press "Add" to add a VLAN, press red cross (X) to delete VLAN entry.

10) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side of Integra-E/E2/E3. If ,Rollback on" is
selected, the configuration will be reverted in case erroneous configuration
changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network vlan set mng <1..4094> Use to set Management (MNG) VLAN ID.

Use to set VLAN operation mode. “disable” — packets
network vlan set mode {disable ingress/egress unmodified; "enable” - packets are
| enable | ging} handled according to VLAN configuration; “ging” — QinQ

functionality will be enabled.

network vlan set mode ginq
inner_mng {<1 — 4095> |
disable}

Use to set VLAN QinQ C-Tag for management traffic
("disable” if unused).

network vlan set mode ginq tpid

{0x88a8 | 0x9100 | 0x9200} Use to set VLAN QinQ Ethernet Type ID in hex.
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network vlan set vid <1...4094>
add {tagged|untagged}
{LANT|LAN2|LAN3|WAN}

WEB GUI

Use to add VLAN ID as a tagged (trunk) or untagged
(access) type on a specified port.

network vlan set vid <1...4094>
delete {LANT|LAN2|LAN3|WAN}

Use to delete VLAN ID on a specified port.

network vlan set vid <1...4094>
name <name>

Use to name a VLAN ID. The same name can be applied
for multiple VLAN IDs.

network vlan set default vid
<1..4094>

Use to set default VLAN ID for untagged packets.

network vlan show summary

Use to show the general VLAN configuration summary.

network vlan show default

Use to show the configuration of untagged packets.

network vlan show mng

Use to show Management (MNG) VLAN ID.

network vlan show mode

Use to show current VLAN operational mode and custom
EtherType ID.

network vlan show vids

Use to show currently configured VLAN IDs on all ports.

Networking - Ethernet > VLAN rates

Rate limit
MAC address table

Spanning Tree
Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (PTP)

Link State Propagation and Backup

Aggregation/protection configuration

£ A @ ul 04
Main Over The Air Networking Performance System
Networking / Synt Ethernet QoS
Status VLAN General QoS configuration
LAN? Port status and configuration DiffServ mapping

MPLS EXP mapping

Figure 3-22 Accessing VLAN rates page

The VLAN rates page allows configuring rates for selected VLANSs.

Status mode

Networking / VLAN rates

VLAN rate configuration

Name 1
test

CIR (Mbps) 2. cBs (k) 3
1000 25000

Figure 3-23 VLAN rates — status mode

Press & MODIEY btton.
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Modify mode

Networking / VLAN rates

VLAN rate configuration

Name | CIR (Mbps) 2 CBS (kB) 3

0. 10000720 (2. 25000 o008 ] 4 2u)

test 1000 25000 x
5Rullhack on [J Execute configuration ]

Figure 3-24 VLAN rates — modify mode

1) Name - Indicates whether the egress rate is enabled or disabled on a particular
VLAN (status mode); allows enabling/disabling egress rate on a particular VLAN
(modify mode).

2) CIR (Mbps) — Indicates configured rate CIR (Committed Information Rate) on a
particular VLAN rate item in Mbps (status mode); allows setting rate CIR on a
particular VLAN rate item in Mbps (modify mode).

3) CBS (kB) — Indicates configured rate CBS (Committed Burst Size) on a particular
VLAN rate item in kB (status mode); allows setting rate CBS on a particular VLAN
rate item in kB (modify mode).

4) Add / Delete — Press "Add" to add entered VLAN rate or press red cross (x) to delete
this entry.

5) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network vlan show rates Use to show created rate profiles.

network vlan set rate
{add|delete} <name> cir
<1000...1000000kbps> cbs
<32..671kB>

Use to create new or delete existing rate configuration
profiles. Please refer to Chapter Networking = Ethernet
= VLAN to apply the created rate profile to a VLAN ID.

Networking - Ethernet - Port status and configuration

8 | /\‘ @ ul 03

Main Over The Air Networking Performance System
Networking / Syn¢ Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN2 Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering

Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-25 Accessing Port status and configuration page

Shows the status of Ethernet switch ports, allows enabling and disabling the ports,
modifying link speed, and see SFP information if available, see (5). Please ask your SAF
representative or contact us on info@saftehnika.com about compatible SFP/SFP+ modules.
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Status mode

WEB GUI

Networking / Port status and configuration

1 LANI (RJ-45)
State 2 Enabled
Link status 3 1000 Mbps
Link speed 4 Auto
-] SFP module specification 5
Type
Extended type
Connector

SONET Compliance
Gigabit Eth Compliance
Fibre Link Length

Fibre Ch Transmitter Tehnology
Fibre Ch Tranmission Media
Fibre Ch Speed
Encoding

BitRate

Length(Sum) - km
Length(9um)
Length(50um)
Length(62.5um)
Length{Cooper)
Vendor name

Vendor OUI

Vendor PN

Vendor rev
‘Wavelength

BR max

BR min

Vendor SN

Date

T

Supply U

TxBias |

Tx Power

Rux Power

LAN2 (SFP+)
Enabled
10000 Mbps
106

SFP

4

Lc

Mone

Mone

Unknown

Single Mode (SM)
Unknown
Unknown/Specific
10300 MBits/s
20

200

0

0

0

OEM

0x00 0x0B 0x40
SFP+-LH

B

1310 nm

a

%
0%
6C8170914033

2017/09/14

56C

3265 mV

23 mA (if SFF-B472, divide by 2)
625 LW {-2.04 dBm)

339 LW {-4.70 dBm)

LAN3 (SFP+)
Disabled
Down

10G

Figure 3-26 Port status and configuration — status mode

Press MODIFY hutton.

Modify mode

Networking / Port status and configuration

] LANI (RJ-45)
State 2 Enable
Link status 3 1000 Mops
Link speed 4
-] SFP module specification 5
Type
Extended type
Connector

SONET Compliance
Gigabit Eth Compliance
Fibre Link Length

Fibre Ch Transmitter Tehnology
Fibre Ch Tranmission Media
Fibre Ch Speed
Encoding

BitRate

Length(9um) - km
Length{Sum)
Length{50um)
Length(62.5um)
Length{Cooper)
Vendor name

Vendor OUI

Vendor PN

Vendor rev

‘Wavelength

BR max

BR min

Vendor SN

Date

T

Supply U

TxBias |

Tx Power

Rx Power

LAN2 (SFP4)
Enable
10000 Mbps

SFP
I

Lc
None

None

Unknown
Single Mode (SM)
Unknown
Unknown/Specific
10300 MBits/s
20

200

0

a

0

OEM

0x00 0x0B 0x40
SFP+-LH

B

1310 nm

0%

0%
6CB170314033
2017/09/14
56C

3265 mV

23 mA (if SFF-8472, divide by 2)

525 Ul (-2.04 dBm)
339 U (~4.70 dBm)

LAN3 (SFP+)

(] Enable
Down

Figure 3-27 Port status and configuration — modify mode
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1)
2)

3)

4)

5)

6)

Port — Indicates available switch ports.

State — Indicates operation status of each LAN port (status mode); allows
enabling/disabling each LAN port (modify mode).

Link status — Indicates whether a link with the appropriate port is established as
well as its link speed.

Link speed — Indicates whether link speed is configured to automatic speed
setting or manual (status mode); allows changing link speed to the manual
setting (modify mode). SFP ports (LAN2/LAN3) should be set to manual 1G, 2G5
or 10G setting.

SFP module specification — shows SFP module specification by pressing “+"
sign if a particular SFP module is supported.

By pressing ,Execute configuration", changes made to the corresponding
section apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected,
the configuration will be reverted in case erroneous configuration changes are
applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network port show info Use to show the status of all ports.

network port show config Use to show the configuration of all ports.

network port set <port> admin-
state {enable|disable}

Use to enable or disable a particular port.

network port set LAN1 speed Use to change speed and duplex setting on LANT1 port.
{auto|100fdx|10fdx} The default value is "auto” (auto-negotiation).

network port set LAN{2|3} speed
{auto|10G|1G|2G5}

Use to change speed and duplex setting on LAN2 and
LAN3 port. The default value is "auto” (auto-
negotiation).

Networking - Ethernet - Rate limit

The rate limit page allows configuring ingress and egress rates on available Ethernet switch
ports. In case a license with an Ethernet rate limitation is applied, the Ethernet limitation will
be indicated as the egress rate of the WAN port.

i | A @ ul 0

Main QOver The Air Networking Performance System
Networking / Syn( Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN? Port status and configuration DiffServ mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-28 Accesing Rate limit page
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Status mode

Port
LANT
LANZ
LAN3
WAN

Port

LANT
LANZ
LAN3

Networking / Rate limit

Egress rate

state] cR2 css3
Disabled (1..1000Mbps) Unlimited (64 ..2056kB) Unlimited
Disabled (1 ..10000 Mbps) Unlimited (64 ..2056kB) Unlimited
Disabled (1 ...10000 Mbps) Unlimited (64..2056kB) Unlimited
Disabled (1..10000 Mbps) Unlimited (64..2056kB) Unlimited

Ingress rate

state ) crE ces G
Disabled (7...1000 Mbps) Unlimited (64..2056kB) Unlimited
Disabled (1 _.10000 Mbps) Unlimited (64 ... 2056 kB) Unlimited
Disabled (1 ..10000 Mbps) Unlimited (64 ..2056 kB) Unlimited

Figure 3-29 Rate limit — status mode

Press - MUUFY bhytton.
Modify mode
Networking / Rate limit
Egress rate
Port state]] cR2 cas 3
LAN1 [JEnable (1...1000 Mbps) Mbps (64 ..2056kB) kB
LAN2 I Enable (1...10000 Mbps ) Mbps (64..2056 kB) ke
LAN3 JEnable (1 ... 10000 Mbps ) Mbps (64..2056 kB) ke
VAN CJEnable (110000 Mbps ) Mbps (64 .. 2056 kB) kB
Ingress rate
Port stated) crE ces G
LAN1 [IEnable (1...1000 Mbps) Mbps (64 ..2056kB) kB
LAN2 [ Enable (110000 Mbps ) Mbps (642056 kB) kB
LAN3 I Enable (1...10000 Mbps ) Mbps (64..2056 kB) ke

7 Rollbackon () Execute configuration

1)

2)

3)

4)

5)

6)

7)

Figure 3-30 Rate limit — modify mode

Egress rate / Status — Indicates whether the egress rate is enabled or disabled
on a particular port (status mode); allows enabling/disabling egress rate on a
particular port (modify mode).

Egress rate / CIR — Indicates configured egress rate CIR (Committed Information
Rate) on a particular port in Mbps (status mode); allows setting egress rate CIR
on a particular port in Mbps (modify mode). The default setting is “1000".

Egress rate / CBS — Indicates configured egress rate CBS (Committed Burst
Size) on a particular port in kB (status mode); allows setting egress rate CBS on
a particular port in kB (modify mode). The default setting is “2000".

Ingress rate / Status — Indicates whether the ingress rate is enabled or disabled
on a particular port (status mode); allows enabling/disabling ingress rate on a
particular port (modify mode).

Ingress rate / CIR - Indicates configured ingress rate CIR (Committed
Information Rate) on a particular port in Mbps (status mode); allows setting
ingress rate CIR on a particular port in Mbps (modify mode). The default setting
is “1000".

Ingress rate / CBS — Indicates configured ingress rate CBS (Committed Burst
Size) on a particular port in kB (status mode); allows setting ingress rate CBS on
a particular port in kB (modify mode). The default setting is “2000".

By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected,
the configuration will be reverted in case erroneous configuration changes are
applied.
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WEB GUI

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network port show egress-rate
<port>

Use to show egress rate limit settings and status of a
particular port.

network port show ingress-rate
<port>

Use to show ingress rate limit settings and status of a
particular port.

network port set LAN1 egress-
rate cir <96...1000000kbps> cbs
<64...2056kB>

Use to set Committed Information Rate (CIR) and
Committed Burst Size (CBS) setting for egress rate limit
on LANT port.

network port set <LAN2|LAN3>
egress-rate cir
<96...10000000kbps> cbs
<64...2056kB>

Use to set Committed Information Rate (CIR) and
Committed Burst Size (CBS) setting for egress rate limit
on LAN2 or LAN3 port.

network port set LAN1 ingress-
rate cir <96...1000000> cbs
<64..2056>

Use to set Committed Information Rate (CIR) and
Committed Burst Size (CBS) setting for ingress rate limit
on LANT port.

network port set <LAN2|LAN3>
ingress-rate cir <96..10000000>
cbs <64...2056>

Use to set Committed Information Rate (CIR) and
Committed Burst Size (CBS) setting for ingress rate limit
on LAN2 or LAN3 port.

network port set <port> egress-
rate state {enable|disable}

Use to enable or disable egress rate limiting on a
particular port.

network port set <port> ingress-
rate state {enable|disable}

Use to enable or disable ingress rate limiting on a
particular port.

In case the configured egress rate on WAN interface is below link capacity, a warning
indication will be visible on the Main page. In the example shown below the rate limit is set
7000Mbps while the total link capacity is 9999.5Mbps.

Modem Local Remote
2000 MHz
1280AM
1280AM
Disabled

Locked

2000 MHz.
1280AM
1280AM
Disabled

Bandwidth

Minimum medulation / 9999.5 Mbps
Maximum modulation / 9999.5 Mbps
ACMB engine

Acquire status Locked

MSE -30.1 dB -30.1dB
FEC locked Yes Yes

FEC load -42.3dB -57.0dB
128QAM 1280AM
1280AM
9999 5 Mbps
9999 5 Mbps

Current Rx modulation

i 12
CLrerRuineddaty WAN port egress rate configured to 7000 Mbps due to user
Current Rx Ethernet capacity 9 .

A\ 9999.5 Mbps

Current Tx Ethernet capacity

Figure 3-31 Rate limit warning on Main page
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Networking - Ethernet &> MAC address table

The MAC address table displays the forwarding table of MAC addresses learned by the
switch (Dynamic) and manually entered (Static).

B A‘ @ ul 0

Main Over The Air Networking Performance System
Networking / Syn{ Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN? Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SynckE
IEEE-1588 v2 (PTP)

Figure 3-32 Accessing MAC address table page

Status mode

Networking / MAC address table

MAC address table

Page 1/1 Address 1 - 20 From 20

Port VLAN Type Address
WAN 1 Dynamic fc:aa:14:60:d3:46
WAN 1 Dynamic 50:e5:49:3a:3F:16
WAN 1 Dynamic 00:50:c2:d3:61:eb
WAN 1 Dynamic 00:22:3f:f8:F3:a2
WAN 1 Dynamic 00:1f:d0:24:7e:af
WAN 1 Dynamic 00:17:a4:02:5:40
WAN 1 Dynamic 00:0c:42:ec:f2:39
WAN 1 Dynamic 00:0c:29:d3:3c:c0
WAN 1 Dynamic 00:0c:29:a2:db:17 2
WAN 1 Dynamic 00:0a:19:cc:98:3¢c
WAN 1 Dynamic 00:04:236:81:67:31
MNG 1 Dynamic 00:04:26:81:67:2e
WAN 1 Dynamic 00:04:a6:81:5F:3a
WAN 1 Dynamic 00:04:a6:81:53:05
WAN 1 Dynamic 00:04:26:81:53:04
WAN 1 Dynamic 00:04:a6:81:2d:87
WAN 1 Dynamic 00:04:26:81:19:49
WAN 1 Dynamic 00:04:a6:80:c7:f8
WAN 1 Dynamic 00:04:26:80:¢7:F7
WAN 1 Dynamic 00:01:6d:c0:1e:64

Figure 3-33 MAC address table - status mode
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Press + MODIFEY huytton.

Modify mode

Networking / MAC address table

Dynamic MAC address

Port LANT LANZ LAN3Z WAN MNG
[ctesra] 1

MAC address table

Page 1/1 Address 1 - 20 From 20

Port VLAN Type Address Action
WAN 1 Dynamic feraa:id:60:d3:46
WAN 1 Dynamic 50:e5:49:32:3F:16
WAN 1 Dynamic 00:50:c2:d3:61:eb
WAN 1 Dynamic 00:22:3F:F8:F31a2
WAN 1 Dynamic 00:1F:d0:24:7eaf
WAN 1 Dynamic 00:17:a4:02:F5:40
WAN 1 Dynamic 00:0c:42:ec:f2:39
WAN 1 Dynamic 00:0c:29:d3:3c:c0
WAN 1 Dynamic 00:0c:29:a2:db:17

WAN 1 Dynamic 00:0a:19:cc:98:3c 2
WAN 1 Dynamic 00:04:26:81:67:31

MNG 1 Dynamic 00:04:26:81:67:2e
WAN 1 Dynamic 00:04:a6:81:5F:3a
WAN 1 Dynamic 00:04:26:81:53:05

WAN 1 Dynamic 00:04:26:81:53:04
WAN 1 Dynamic 00:04:a6:81:2d:87
WAN 1 Dynamic 00:04:26:81:159:49
WAN 1 Dynamic 00:04:a6:80:c7:f8
WAN 1 Dynamic 00:04:a6:80:c7:f7

WAN 1 Dynamic 00:01:6d:c0:1e:64

Figure 3-34 MAC address table - modify mode

1) Use to clear the dynamic MAC address table on a particular port (“Clear") or all ports
simultaneously (“Clear all").

2) Shows list of MAC address entries (status mode); allows clearing specific MAC
address entry (modify mode).

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network mac table clear all All — Clear all records from the MAC address table.

network mac table clear port

Use to clear MAC table entries for a specific port.
<port>

network mac table info Show information about MAC address table.

network mac table show Show content of the MAC address table.
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Networking = Ethernet - Link State Propagation and Backup

WEB GUI

Link State Propagation (LSP) and Backup page provides functionality described in Chapter
Link State Propagation and Backup.

Networking / Syn

Status
Port
LANZ

i ‘B ®

nl {31'

Main Over The Air Networking Performance System
Ethernet QoS
VLAN General QoS configuration
VLAN rates 802.1p mapping
Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping
MAC address table

Link State Propagation and Backup

Aggregation/protection configuration
Spanning Tree

Packet Filtering

Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-35 Accessing Link State Propagation and Backup page

Link State Propagation and Backup status window in LSP Enabled state

Status
LSP and Backup trigger
Status of LSP ports
Acquire status
Remote Acquire status
Current Rx Ethemnet capacity

Current Tx Ethernet capacity

Networking / Link State Propagation and Backup

Enable/Disable LSP or Backup link

State LSP Enabled
User configuration

Mode Rx/Tx capacity

LSP ports LAN2, LAN3

Min required capacity (0 - for SyncLoss) 0 Mbps

SyncLoss keepalive timeout 3 sec

Startup timeout 60 sec

LAN auto recovery* 0sec

<LAN port will recover after synchronization reestablishment, if 0 sec. has been set!

Off

Up

Locked
Locked

9999 5 Mbps
9999.5 Mbps

Figure 3-36 LSP — status mode

The example above shows that “Link State Propagation” is enabled, but port status change

is not triggered.
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Press & MODIEY htton.

Link State Propagation and Backup modify window for LSP Enabled state
configuration

Networking / Link State Propagation and Backup
Enable/Disable LSP or Backup link
State Enable LSP v 1
User configuration
Mode @ Rx/Tx capacity O Rx capacity O 1x capacity 2
O Lan
LSP ports LAN2 3
LAN3
Min required capacity (0 - for SynclLoss) (0 .. 10000) Mbps 400 Mbps 4
SyncLoss keepalive timeout (0 .. 10) sec 3 sec 5
Startup timeout (0 .. 3600) sec 10 sec O
LAN auto recoveryx (0 .. 600) sec 0 sec [
*LAN port will recover after synchronization reestablishment, if 0 sec. has been set!
8 Rollback on (J  Execute configuration

Figure 3-37 LSP — modify mode

1) State:
Disable — LSP and backup Disabled (default state).
Enable LSP — LSP enabled.
Enable Backup-link — Backup-link enabled.
Enable Inverse Backup — Inverse backup state enabled.
LSP Advanced — Advanced LSP state enabled.

& MAC address table is cleared when the LSP is activated or deactivated.

2) Mode - specify a parameter for LSP triggering - Rx or Tx or Rx/Tx capacity.
3) LSP ports — select port(s) for LSP triggering.

& LSP blocks LAN port and hence management may not be accessible when LSP is active.

4) Min. required capacity — used to specify minimal link Ethernet (Tx, Rx, Tx, or Rx)
capacity threshold exceeding which LSP is triggered and configured LSP (LAN) port
is blocked. The default value is “0", meaning that LSP is triggered only in case of
synchronization loss.

5) SyncLoss keepalive timeout — LAN port shutdown delay after capacity has dropped
below “Min. required capacity” or in case of synchronization loss and after
exceeding "Min. required capacity” or synchronization recovery events.

6) Startup timeout — LSP activity delay after management CPU start-up and
configuration script execution. During this period capacity drops or synchronization
events are ignored.

7) LAN auto recovery — capacity drop below “Min. required capacity” and
synchronization loss timeout after which port is enabled even if link capacity is still
below the configured threshold or synchronization is still lost, otherwise, timeout is
ignored. If the parameter is set to "0", the port will not be enabled until the actual link
capacity exceeds configured "Min. required capacity” value or link synchronization is
recovered (if “Min. required capacity” is 0).

8) By pressing ,Execute configuration", changes made to the corresponding section
apply only to the local side Integra. If ,Rollback on" is selected, the configuration will
be reverted in case erroneous configuration changes are applied.
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For indications during LSP activation, please see the figures below:

Status

LSP and Backup trigger 9 Off
Status of LSP ports 10 Up
Acquire status 11 Locked
Remote Acquire status 12 Locked
Current Rx Ethernet capacity 13 524.794 Mbps
Current Tx Ethernet capacity 14 524.794 Mbps

Figure 3-38 LSP trigger off, normal operation

Status
LSP and Backup trigger 9 On
Status of LSP ports 10 Down
Acquire status 11 Locked
Remote Acquire status 12 Locked
Current Rx Ethernet capacity 13 250.772 Mbps
Current Tx Ethemet capacity 14 208.838 Mbps

Figure 3-39 LSP active, LSP port/ports down

Status
LSP and Backup trigger 9 On
Status of LSP ports 10 Down
Acquire status 11 Locked
Remote Acquire status 12 Locked
Current Rx Ethernet capacity 13 250.772 Mbps
Current Tx Ethernet capacity 14 208.838 Mbps

Figure 3-40 LSP trigger is on, LSP port/ports are up after the timeout "LAN auto recovery”
ended

9) LSP and Backup trigger — LSP and backup trigger status:
On - LSP is triggered and active.
Off — LSP is inactive.
10) Status of LSP ports:
Up - ports in normal operational mode.
Down — LSP triggered, and LAN port is blocked.
11) Acquire status — local modem status.
12) Remote Acquire status — remote modem status.
13) Current Rx Ethernet capacity — Current ingress Ethernet capacity on Integra-E WAN
port.
14) Current Tx Ethernet capacity — Current egress Ethernet capacity on Integra WAN port.

CLI commands for LSP state (Chapter 4: COMMAND LINE INTERFACE)

network Isp Show LSP/backup status

network Isp status Show LSP/backup status

network Isp state < advanced |
backup | backup_inverse |
disable | enable >

Changing LSP state: disable, enable LSP, enable Backup,
enable Inverse Backup, enable LSP Advanced

network Isp set auto_recovery <0

- 600> Set auto recovery timeout in seconds
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network Isp set capacity <O - Set minimal required WAN capacity, “0" for sync loss,
10000000> kbps

network Isp set keep_alive <0 -

10> Set "keep alive" timeout

network Isp set mode <rx> or

Select minimal required capacity direction
<rx_tx> or <tx>

network Isp set port <add> or
<remove> ports {LANT, LAN2, SelectLSP ports, add or remove LANT, LAN2 or LAN3
LAN3}

network Isp set start_up <O0-

3600 Set start up timeout, seconds

Link State Propagation and Backup modify window for Enable Backup-link state
configuration

Networking / Link State Propagation and Backup
Enable/Disable LSP or Backup link
1
User configuration
Mode ® Rx/Tx capacity O Rx capacity O 1% capacity 2
O Lan
Backup-link port O LANZ 3
® LAN3
Min required capacity (0 - for SyncLoss) (0.. 10000) Mbps ) Mbps 4
SyncLoss keepalive timeout (0 .. 10) sec 3 sec 5
Startup timeout (0 .. 3600) sec 60 sec 6
LAN auto recovery (0 .. 600) sec 0 sec 7
*LAN port will recover after synchronization reestablishment, if 0 sec. has been set!
8 Rolibackon (J_Execute configuration |

Figure 3-41 Backup-link — modify mode

1) State:
Disable — LSP and Backup-link disabled (default state).
Enable LSP — LSP enabled.
Enable Backup-link — Backup-link enabled.
Enable Inverse Backup — Inverse Backup state enabled.
LSP Advanced — Advanced LSP state enabled.

& WAN port is disabled while Backup-link is triggered and active.

& MAC address table is cleared when the Backup-link is activated or deactivated.

2) Mode - specify a parameter for LSP triggering - Rx or Tx or Rx/Tx capacity.

3) Backup-link port — select a port for Backup-link.

4) Min. required capacity — used to specify minimal link Ethernet (Tx, Rx, Tx or Rx)
capacity threshold exceeding which Backup-link is triggered and configured
Backup-link (LAN) port is opened. The default value is "0", meaning that Backup-link
is triggered only in case of synchronization loss.

5) SyncLoss keepalive timeout — Backup-link activation delay after capacity has
dropped below "Min. required capacity” or in case of synchronization loss and after
exceeding "Min. required capacity” or synchronization recovery events.

6) Startup timeout — Backup-link activity delay after management CPU start-up and
configuration script execution. During this period capacity drops or synchronization
events are ignored.

7) LAN auto recovery — after a defined time Backup-link is disabled and WAN enabled
even if the link capacity is still below the configured threshold or synchronization is
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still lost, otherwise, timeout is ignored. If the parameter is set to “0", the WAN port
will not be enabled until capacity is exceeded, or link synchronization is recovered.

8) By pressing ,Execute configuration", changes made to the corresponding section
apply only to the local side Integra. If ,Rollback on" is selected, the configuration will
be reverted in case erroneous configuration changes are applied.

For indication when Backup-link is active, please see the figures below.

Status

LSP and Backup trigger 9 off

Backup port link status 10 Inactive WAN Status 11 Forwarding
|Acquire status 12 Locked

Remote Acquire status 13 Locked

Current Rx Ethemet capacity 14 524.794 Mbps

Current Tx Ethernet capacity 15 524.794 Mbps

Figure 3-42 Backup-link trigger off

Status

LSP and Backup trigger 9 On

Backup port link status 10 WAN Status 11
|Acquire status 12 Locked

Remote Acquire status 13 Locked

Current Rx Ethemet capacity 14 230.728 Mbps

Current Tx Ethernet capacity 15 208 838 Mbps

Figure 3-43 Backup-link active

Status

LSP and Backup trigger 9

Backup port link status 10 Inactive WAN Status 11 Forwarding
|Acquire status 12 Locked

Remote Acquire status 13 Locked

(Current Rx Ethermnet capacity 14 230.728 Mbps

Current Tx Ethernet capacity 15 208.838 Mbps

Figure 3-44 Backup link status after the timeout "LAN auto recovery" ended

9) LSP and Backup trigger — LSP and backup trigger status:
On — Backup-link is triggered and active.
Off — Backup-link is inactive.

10) Backup port link status:
Link Down — Backup-link is not active, Backup-link configured port is down.
Active — Backup-link is triggered and active, Backup-link configured port is
up and WAN port is in Discarding state.

11) WAN Status — WAN link status:
Forwarding — WAN port is active, data transmission established through the
WAN.
Discarding — WAN port is not active, data switched to backup-link port.

WAN port will be kept in a Forwarding state if the Backup-link configured port cannot be
activated (link is down).

12) Acquire status — local modem status.

13) Remote Acquire status — remote modem status.

14) Current Rx Ethernet capacity — Current ingress Ethernet capacity on Integra WAN port.
15) Current Tx Ethernet capacity — Current egress Ethernet capacity on Integra WAN port.

CLI commands for Backup-link state (Chapter 4: COMMAND LINE INTERFACE)

network Isp Show LSP/backup status

network Isp status Show LSP/backup status

network Isp state < advanced |
backup | backup_inverse |
disable | enable >

Changing LSP state: disable, enable LSP, enable Backup,
enable Inverse Backup, enable LSP Advanced
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network Isp set auto_recovery <0

- 600> Set auto recovery timeout in seconds

network Isp set backup_port

<LANT> or <LAN2> or <LAN3> Select backup link port

network Isp set capacity <O - Set minimal required WAN capacity, “0" for sync loss,
10000000> kbps

network Isp set keep_alive <0 -

10> Set "keep alive" timeout

network Isp set mode <rx> or

Select minimal required capacity direction
<rx_tx> or <tx>

network Isp set start_up <O0-

3600 Set start up timeout, seconds

Link State Propagation and Backup modify window for Enable Inverse Backup state
configuration

Networking / Link State Propagation and Backup
Enable/Disable LSP or Backup link

State 7 [Enable inverse Backup v

User configuration
O am
Backup-link port 2 O Lanz
® Lan3

3 Rollback en [ Execute configuration |

Figure 3-45 Enabling Inverse Backup

1) State:
Disable — LSP and Backup-link disabled (default state).
Enable LSP — LSP enabled.
Enable Backup-link — Backup-link enabled.
Enable Inverse Backup — Inverse Backup state enabled.
LSP Advanced — Advanced LSP state enabled.

& WAN port is disabled until Inverse Backup is triggered and active.

& MAC address table is cleared when the Inverse Backup is activated or deactivated.

2) Backup-link port — select a port for Backup-link.

3) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra. If ,Rollback on" is selected, the configuration will
be reverted in case erroneous configuration changes are applied.

For indication when Inverse Backup is active, please see the figures below.

Status
Backup port link status 4 Active 8 WAN Status Discarding
Condition trigger (Local) 5 off Q  condition trigger (Remote) off
Backup port status (Local) 6 Up 1 0 Backup port status (Remote) Up
Acquire status ¥é Locked 71  Remote Acquire status Locked

Figure 3-46 Condition trigger is off
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Status

Backup port link status 4 Link Down 8 WAN Status

condition trigger (Local) 5 on 9 Condition trigger (Remote) on
Backup port status (Local) 6 Down 70  Backup port status (Remote) Up
Acquire status T Locked 71 remote Acquire status Locked

Figure 3-47 Condition trigger is on, Local backup port is down, Backup link is active

Status

Backup port link status 4 8 WANStatus

Condition trigger (Local) 5 on Q  Condition trigger (Remote) on
Backup port status (Local) 6 w 10  Backup port status (Remote) Down
Acquire status 7 Locked '| '| Remote Acquire status Locked

Figure 3-48 Condition trigger is on, Remote backup port is down, Backup link is active

4) Backup port link status:
Link Down — Main data link is not active, Backup-link configured port is
down.
Inactive — Main data link is not active, Backup-link configured port is up.
Active — Backup-link is not triggered and not active, Backup-link configured
port is up and WAN port is in Discarding state.
5) Condition trigger (Local):

On — Backup-link triggered and active.
Off — Backup-link is inactive.
6) Backup port status (Local):

Up - Backup-link is not active, Backup-link configured port is up on local
side.

Down — Backup-link is triggered and active, Backup-link configured port is
down and WAN port is in Forwarding state on local side.

7) Acquire status — local modem status.
8) WAN Status — WAN link status:

Forwarding — WAN port is active, data transmission established through the
WAN.

Discarding — WAN port is not active, data switched to backup-link port.

WAN port will be kept in a Forwarding state if the Backup-link configured port cannot be
activated (link is down).

9) Condition trigger (Remote):
On - Backup-link triggered and active.
Off — Backup-link is inactive.

10) Backup port status (Remote):

Up — Backup-link is not active, Backup-link configured port is up on remote
side.

Down — Backup-link is triggered and active, Backup-link configured port is
down and WAN port is in Forwarding state on remote side.

11) Remote Acquire status — remote modem status.

CLI commands for Inverse Backup state (Chapter 4: COMMAND LINE INTERFACE)

network Isp Show LSP/backup status

network Isp status Show LSP/backup status

network Isp state < advanced |
backup | backup_inverse |
disable | enable >

Changing LSP state: disable, enable LSP, enable Backup,
enable Inverse Backup, enable LSP Advanced

network Isp set backup_port

<LANT> or <LAN2> or <LAN3> Select backup link port
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Link State Propagation and Backup modify window for LSP Advanced Enabled state
configuration

Networking / Link State Propagation and Backup

Enable/Disable LSP or Backup link

state 1

User configuration

Startup timeout (0 .. 3600) sec 2 [60  Jsec

Port LAN1 LAN2 LAN3

LSP Enabled 3 Enable O Enable O Enable
4
WAN Trigger mode 5 /W /W‘ /W‘
Capacity range (0 .. 10000) Mbps 6 0 - [5000 mbps 0 - [10000 mbps 0 - [10000 mbps
Timeout on Activation (0..1800) sec T 60 sec 3 sec 3 sec
Timeout on Deactivation (0 .. 1800) sec 8 5 sec 0 sec 0 sec

9 Rollback on ) Execute configuration

Figure 3-49 Enabling LSP Advanced
1) State:
Disable — LSP and backup Disabled (default state).
Enable LSP — LSP enabled.
Enable Backup-link — backup link enabled.
Enable Inverse Backup — inverse backup state enabled.
LSP Advanced — advanced LSP state enabled.

& MAC address table is cleared when the LSP Advanced is activated or deactivated.

2) Startup timeout — LSP activity delay after management CPU start-up and

configuration script execution. During this period capacity drops or synchronization
events are ignored.

3) LSP Enabled — select port(s) for LSP triggering.
& LSP blocks LAN port and hence management may not be accessible when LSP is active.

4) Capacity mode — specify a parameter for LSP triggering - Rx or Tx or Rx/Tx capacity.

5) WAN Trigger mode:

Normal — trigger is active when the Ethernet (Tx, Rx, Tx, or Rx) capacity of
the link is out of the configured capacity range (Capacity < min or Capacity >
max).

Inverse — trigger is active when the Ethernet (Tx, Rx, Tx, or Rx) capacity of
the link is within the configured capacity range (Capacity > min and Capacity
< max).

6) Capacity range — used to specify the Ethernet (Tx, Rx, Tx, or Rx) capacity range of
the link threshold, which is used to trigger the LSP and block the configured LSP
(LAN) port. The value “0" means that LSP Advanced is triggered only in case of
synchronization loss.

7) Timeout on Activation — LAN port shutdown delay after the WAN Trigger activation.

8) Timeout on Deactivation — LAN port recovery delay after the WAN Trigger
deactivation.

9) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra. If ,Rollback on" is selected, the configuration will
be reverted in case erroneous configuration changes are applied.
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For indications during LSP Advanced activation, please see the figures below.

Status
WAN State
| Acquire status 10 Locked 11 Remote Acquire status Locked
Current Rx Ethernet capacity 12 174,378 Mbps 13 curent Tx Ethemet capacity 174.378 Mbps
Per port states
[Port LANT LANZ LAN3
[Conditien trigger state 1 4 On off Off
[LSP port state 1 5 Daown Up Up
Figure 3-50 Condition trigger is On for LAN1 port and Off for LAN2 and LAN3 ports
Status
WAN State
| Acquire status 1 o SyncLoss 1 1 Remote Acquire status SyncLoss
Current Rx Ethernet capacity '| 2 0 Mbps '| 3 Current Tx Ethernet capacity 0 Mbps
Per port states
pa LAy 55 seconds left till part shutdown LANZ LANS
Condition trigger state 1 4 on on On
LSP port state 1 5 Q Up Up Up
Figure 3-51 LSP Advanced status in case of SyncLoss
Status
WAN State
Acquire status 1 0 Locked 1 1 Remote Acquire status Locked
Current Rx Ethernet capacity 1 2 174.378 Mbps 'l 3 Current Tx Ethernet capacity 174.378 Mbps
Per port states
Part LANT 8 seconds ill port shutdown LANZ LANS
Condition trigger state 1 4 on off off
LSP port state '| 5 «Up Up Up
Figure 3-52 Timeout on Activation indication
Status
WAN State
Acquire status 10 Locked 171  Remote Acquire status Locked
Current Rx Ethernet capacity 12 174.378 Mbps 13  current Tx Ethemet capacity 174.378 Mbps
Per port states
ot Lot 45 seconds left till port restare T e
Condition trigger state 14 off off off
LSP port state 15 %ann Up up

Figure 3-53 Timeout on Deactivation indication

10) Acquire status — local modem status.
11) Remote Acquire status — remote modem status.
12) Current Rx Ethernet capacity — Current ingress Ethernet capacity on Integra WAN
port.
13) Current Tx Ethernet capacity — Current egress Ethernet capacity on Integra WAN
port.
14) Condition trigger state:
On - LSP is triggered and active.
Off — LSP is inactive.
15) LSP port state:
Up - ports in normal operational mode.
Down — LSP triggered, and LAN port is blocked.

The £ sign will indicate that the Timeout on Activation or Timeout on Deactivation
has taken the effect.

CLI commands for LSP Advanced state (Chapter 4: COMMAND LINE INTERFACE)

network Isp Show LSP/backup status

network Isp status Show LSP/backup status

network Isp state < advanced |
backup | backup_inverse |
disable | enable >

Changing LSP state: disable, enable LSP, enable Backup,
enable Inverse Backup, enable LSP Advanced

network Isp set advanced <port> Enable or disable LSP Advanced on LAN1-3
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state <enable | disable>

WEB GUI

network Isp set advanced <port>
mode <rx> or <rx_tx> or <tx>

Select required capacity direction on LAN1-3

network Isp set advanced <port>
wan_trigger <normal> or
<inverse>

Select WAN Trigger mode: Normal or Inverse on LAN1 -
3

network Isp set advanced <port>
capacity_min <0 - 10000000>

Set minimal required WAN capacity on LAN1-3, “0" for
sync loss, kbps

network Isp set advanced <port>
capacity_max <0 - 10000000>

Set maximal required WAN capacity on LAN1-3, “0" for
sync loss, kbps

network Isp set advanced <port>
activation_tout <0 - 1800>

Set WAN Trigger activation timeout on LAN1-3, seconds

network Isp set advanced <port>
deactivation_tout <0 - 1800>

Set WAN Trigger deactivation timeout on LAN1-3,
seconds

network Isp set start_up <O0-
3600>

Set start up timeout, seconds

Networking > Ethernet > Aggregation/protection configuration

Link aggregation/protection in 2+0 mode allows utilizing up to 10Gbps Ethernet Layer 2 and
3 throughput (128QAM @ 2000 MHz) by using an independent frequency pair for each link.
Integra-E/E2/E3 aggregation/protection requires two Integra-E/E2/E3 links — primary and
secondary. The aggregation/protection setup consists of four radios: 2 x primary and 2 x
secondary. Where the primary device is responsible for actual traffic aggregation and the
secondary device is responsible for passing aggregated traffic via a secondary link.

Devices on the local side are named: Local Primary and Local Secondary. Thereby remote
devices are named: Remote Primary and Remote Secondary.

If you select a specific device, then there is a relative naming:
Local — unit you are referencing to.
Alternate — local neighbour unit (over LAN).

Remote — remote neighbour unit (over WAN).
Remote alternate — a neighbour unit of a remote neighbour device.
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Local Primary Remote Primary
(Local) (Remote)

LAN1/LAN3Z i iLANfIJLAN 3

/LAN2 LANZ2

Local Secondary Remote Secondary
(Alternate) (Remote Alternate)
LANZ
LAN2 l LAN1/LAN3 LAN1/LAN3

il <« Clientswitch —

Figure 3-54 Aggregation setup schematic and naming

Please refer to 2+0 aggregation configuration for more installation schematics.

Primary device balances traffic among two links. The aggregation engine is based on a
hashing algorithm, which load balances traffic between primary and secondary links. A hash
key mechanism to load balance frames is based on Layer 2 and Layer 3 fields:

e Layer 2 hash calculation is based on the following Ethernet frame L2 fields: SRC
MAC, DST MAC, and VLAN.

e Layer 3 hash calculation is based on the following Ethernet frame L3 and L4 fields:
IPv4, IPv6, MPLS, TCP/UDP. Traffic distribution between two links is based upon a
combination of source and destination IPv4 addresses, source and destination
IPv6 addresses, IPv6 flow labels, MPLS labels and/or payload, and source and
destination TCP/UDP ports of network packets.

Secondary device isolates the following ports into two separate domains:

e Aggregated traffic domain — aggregation port LAN2 and WAN.
e Management traffic domain — LANT, LAN3, MNG.

If power protection is enabled, in case of Local Primary device failure (Local Primary is down
and does not aggregate traffic), the Local Secondary starts passing traffic by its own (only if
setup with external switch is used). Two domains look like the following:

e Isolated domain — LAN2.
e User traffic and management domain — LANT, LAN3, MNG, WAN.

The states in the Primary and Secondary devices are managed by Aggregation FSM (Finite
State Machine). Radios exchange aggregation/protection status information of each device
in the setup via SAF Mailbox Protocol (SMP). To avoid traffic aggregation via broken path
(either primary or secondary), FSM in each device in the given setup monitors the state of
neighbours, Ethernet links, and wireless links. In case one of the devices is down, one of the
Ethernet links is down or one of the wireless links runs into Synchronization Loss, the
primary devices will detect failure and will not aggregate traffic via the broken path. For,
example, primary link runs into Synchronization Loss, then primary units will distribute
traffic only via a secondary path (transmit over a secondary device via LAN2).
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General configuration guide

1) Do not interconnect Integra-E/E2/E3 with each other and do not plug
Integra-E/E2/E3 into switches before you have finished the configuration of each
node.

2)  Choose one link (low/high side radio) which will operate as the “Primary".
The second link will operate as the "Secondary".

3)  Configure radio/modem parameters for each link. Channel bandwidths must
be the same (e.g. 500MHz) for both links. All other parameters can differ but keep
in mind that the frequencies must differ.

4) Both links should be polarized according to ACAP (Adjacent Channel
Alternate-Polarized) principle. In case the co-polarized channels are used, it is
recommended to introduce a guard band equal to %2 BW (e.g., 500MHz in the case
of 2000MHz channels). CCDP (Co-Channel Dual-Polarization) operation on the
same frequency channel and opposite polarizations is not allowed.

5)  Configure different IP addresses for all 4 Integra-E/E2/E3 radios.

6) The remote IP address for all units must be entered manually. To do that,
remove the selection in the "Auto” checkbox and afterwards enter the appropriate
remote IP address in the menu "IP configuration” (please refer to Chapter System
- Configuration 2 IP configuration).

7)  Proceed with aggregation/protection configuration.

The setup should be designed so that the capacity of the Primary link doesn't exceed the
& capacity of the Secondary link most of the time. Otherwise, packet loss will occur on the
Secondary link.

On both sides “Primary” and "Secondary” managements must be interconnected via an
external switch or directly on LANT or LAN3 ports (in addition to LAN2 interconnection) for

& aggregation/protection to work. This connection is used to interchange 2+0
aggregation/protection statuses for proper operation. Please refer to 2+0 aggregation
configuration for more installation schematics.

E/E2/E3 is connected and on the Integra-E/E2/E3 in the Spanning Tree section (please

i Spanning Tree should be disabled on external equipment in the ports to which Integra-
refer to Chapter Networking = Ethernet = Spanning Tree).
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Configuration in GUI

A N ® ul &

Main Over The Air Networking Performance System
Networking / Link  Ethernet QoS
Enable/Disable LSPo| VLAN General QoS configuration
State VLAN rates 802.1p mapping
Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table
Link State Propagation and Backup

Aggregation/protection configuration

Spanning Tree
Packet Filtering
Synchronization

Synck
IEEE-1588 v2 (PTF)

Figure 3-55 Accessing Aggregation/protection configuration page

Status mode

Networking / Aggregation/protection configuration

Aggregation/protection configuration Traffic path

Transmitting 4] None

Aggregation T Disabled Receiving 42 None
Alarms

Configured role 2 Disable

None 43

Figure 3-56 Aggregation/protection — status mode

Press £/ MODIFY puton,

Modify mode
Networking / Aggregation/protection configuration
Aggregation/protection configuration Traffic path
Transmitting 41 None
Aggregation 7 Dpisabled Receiving 42 None
Alarms

Configured role 2 None 43
44 Rollbackon [ Execute configuration

Figure 3-57 Aggregation/protection — modify mode
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Primary status mode after enabling aggregation

WEB GUI

Aggregation
Configured role
Mode

Hashing algorithm
Power protection
Current state

FSM state
Instance ID
Ethernet traffic port

Index

Configured role
Current state

FSM state

Ethernet traffic port
Ethernet alternate port
Power protection
Ethernet MAC address
IP address

IP mask

ME ID

LANT
LAN2
LAN3
WAN

Timeout last

Last outage duration
Timecut max
Outage count

Neighour data updates

SMP Rx No Errors

SMP Rx Error|EtherType]
SMP Rx Error[Preamble]
SMP Rx Error{instance ID]
SMP Rx Error[CRC]

SMP Rx Error[Packet Size]
SMP Rx Error[Other reason]
SMP Tx Sent

SMP Tx Dropped

Aggregation/protection configuration

1 Enabled

2 Primary

3 0

4 Layer2

5 Disabled

6 Primary OK.
7 Primary Active
81

O Lan3

30

Neigbour data update discards 31

32
33
34
35
36
37
38
39
40

Networking / Aggregation/protection configuration

Transmitting 4]

Receiving

None

4154

Primary
Primary 0K
Primary Active
LAN3

LANZ

Disabled
00:04:a6:81:78:cb
192.168.205.10
255.255.255.0
B

Down
up
up
up

10
2022
1642

42

43

Neighbour Status Data

59780

Secondary
Secondary 0K
Secondary Active
LAN3

LANZ

Disabled
00:04:a6:81:7d:c6
192.168.205.20
256 2552550

4

Daown
Up
up
up

Protocol message counters

Traffic path

Via Primary and Secondary links

Both

Alarms

1040

Primary
Primary 0K
Primary Active
LAN3

LANZ

Disabled
00:04:a6:81:78:ca
192.168.205.11
255 255 2550
7

Down
Up
Up
Up

n
1008
1002

50727
Secondary
Secondary OK
Secondary Active
LAN3

LANZ

Disabled
00:04:a6:81:7d-c7
192.168.205.21
255.255.255.0

4

Down
Up
Up
Up

2
1049
1005

45
0
1411241

Figure 3-58 Primary aggregation/protection after enabling aggregation — status mode
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Press & MODIEY htton.

Primary modify mode after enabling aggregation

Networking / Aggregation/protection configuration
Aggregation/protection configuration
Traffic path

Aggregation 7 Enabled
Configured role 2 Primary v Transmitting 4] Via Primary and Secondary links
Mode 3
Hashing algorithm 4 S 42 mi
Power protection 5
Current state 6 Primary OK
FSM state 7 Primary Active Alams
Instance ID (1 65535) 8 43
Ethernet traffic port 9 L Hene

Neighbour Status Data 1 0
Index 11 13225 3320 10109 59801
Configured role '| 2 Primary Secondary Primary Secondary
Current state '| 3 Primary OK Secondary OK Primary OK Secondary OK
FSM state 'l 4 Primary Active Secondary Active Primary Active Secondary Active
Ethemet traffic port 15 LANZ LAN3 LAN3 LAN3
Ethernet alternate port 16 LANZ LANZ LANZ LANZ
Power pratection 1 7 Disabled Disabled Disabled Disabled
Ethernet MAC address 1 8 00:04:36:81:78ch 00:04:36:81:7d:c6 00:04:a6:81:78:ca 00:04:36:81:7dcT
IP address 1 9 192.168.205.10 192.168.205.20 192.168.205.11 192.168.205.21
IP mask 20 255.255.265.0 255.255.255.0 255.255.265.0 255.255.255.0
MBID 21 7 4 7 4
LANT 22 Down Down Down Down
LAN2 23 up Up up up
LAN3 24 Up Up Up up
WAN 25 up Up Up up
Timeout last 26 6 17 7 7
Last outage duration 27 2022 0 1008 1049
Timeout max 28 1642 52 1002 1005
Outage count 29 1 ] 1 1

Protocol message counters
Neigbour data updates 30 45
Neigbour data update discards 3 1 0
SMP Rx No Errors 32 1437224
SMP Rx Error[EtherType] 33 0
SMP Rx Error[Preamble] 34 0
SMP Rx Error{Instance ID] 35 0
SMP Rx Errer[CRC] 36 0
SMP Rx Error[Packet Size] 37 0
SMP Rx Error[Other reason] 38 0
SMP Tx Sent 39 978836
SMP Tx Dropped 40 0
44 roliback on [J_Execute configuration |

Figure 3-59 Primary aggregation/protection after enabling aggregation — modify mode
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Secondary status mode after enabling aggregation

WEB GUI

Aggregation
Configured role
Mode

Hashing algorithm
Power protection
Current state

FSM state
Instance ID
Ethernet traffic port

Index

Configured role
Current state

FSM state

Ethernet traffic port
Ethernet alternate port
Power protection
Ethernet MAC address
IP address

IP mask

MBID

LANT
LANZ
LAN3
WAN

Timeout last

Last outage duration
Timeout max
Qutage count

Neighour data updates

SMP Rx No Errors

SMP Rx Error|EtherType]
SMP Rx Error[Preamble]
SMP Rx Error[instance ID]
SMP Rx Error[CRC]

SMP Rx Error[Packet Size]
SMP Rx Error[Other reason]
SMP Tx Sent

SMP Tx Dropped

Aggregation/protection configuration

] Enabled

2 Secondary

3 20

4 Layer 2

5 Dpisabled

6 Secondary 0K
7 secondary Active
81

O Lanz

N el el el et el el d el
COVRNOUIARWN=—

Neigbour data update discards 31

Networking / Aggregation/protection configuration

Transmitting 47

Receiving

None

805

Secondary
Secondary 0K
Secondary Active
LAN3

LANZ

Disabled
00:04:a6:81:7d:c6
192.168.205.20
255.255.255.0

4

Down
up
up
up

45
20

42

43

Neighbour Status Data

10710

Primary
Primary OK
Primary Active
LAN3

LANZ

Disabled
00:04:a6:81:78:cb
192.168 205.10
2552552550
7

Down
up
up
Up

14
2051
611828
3

Protocol message counters

Traffic path

From Alternate port to Radio

Radio port

Alarms

57285
Secondary
Secondary OK
Secondary Active
LANZ

LANZ

Disabled
00:04:36:81:7d:c7
192.168.205.21
255 2552550

4

Down
Up
Up
Up

n
1031
182370
1

7593

Primary
Primary OK
Primary Active
LANZ

LANZ

Disabled
00:04:a6:81:78-ca
192.168.205.11
256.255.255.0
7

Down
Up
Up
Up

15
1029
611828
2

80
0
1485886

o o o o o

1051734
0

Figure 3-60 Secondary aggregation/protection after enabling aggregation — status mode
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Press & MODIEY htton.

Secondary modify mode after enabling aggregation

Networking / Aggregation/protection configuration
Aggregation/protection configuration
Traffic path
Aggregation 7 Enabled
Configured role 2
Transmittin From Alternate port to Radio
o 3 = 41 ’
Hashing algorithm 4 Layer 2 hashing v .
Receiving Radio port
Power protection 5 42
Current state 6 Secondary OK
Alarms
FSM state 7 Secondary Active
Instance ID (1 .. 65535] 1
aesss 8 e 43
Ethernet traffic port 9
Neighbour Status Data 1 0 Reset Counters
Index 11 8148 18050 64629 14933
Configured role '| 2 Secondary Primary Secondary Primary
Current state '| 3 Secondary 0K Primary 0K Secondary 0K Primary OK
FSM state 1 4 Secondary Active Primary Active Secondary Active Primary Active
Ethernet traffic port 1 5 LAN3 LAN3 LAN3 LANZ
Ethemet alternate port 16 LANZ LANZ LANZ LANZ
Power protection 1 7 Disabled Disabled Disabled Disabled
Ethernet MAC address 1 8 00:04:26:81:7d.c6 00:04:26:81:78:cb 00:04:26:81.7d:c7 00:04:26:81:78:ca
IP address 1 9 192.168.205.20 192.168.205.10 192.168.205.21 192168 20511
IP mask 20 255.255.255.0 255.255.2550 255.255.255.0 255.255.255.0
MBID 21 4 7 4 7
LANI 22 Down Down Down Down
LANZ 23 Up up Up up
LAN3 24 up up up up
WAN 25 Up up Up up
Timeout last 26 ] 12 9 14
Last outage duration 27 45 2051 1031 1029
Timeout max 28 20 611828 182370 611828
Outage count 29 0 3 1 2
Protocol message counters

Neighour data updates 30 80
Neighour data update discards 31 0
SMP Rx No Errors 32 1509131
SMP Rx Error{EtherType] 33 0
SMP Rx Error[Preamble] 34 0
SMP Rx Error{Instance 1D] 35 (]
SMP Ry Error{CRC] 36 0
SMP Rx Error[Packet Size] 37 0
SMP Rx Error{Other reason] 38 0
SMP Tx Sent 39 1067284
SMP Tx Dropped 40 0

44 Rollback on (] Execute configuration

Figure 3-61 Secondary aggregation/protection after enabling aggregation — modify mode

Aggregation/protection configuration

1)
2)

3)
4)

5)

6)

7)

8)

Aggregation — indicates whether aggregation is enabled or disabled.

Configurated role — indicates the configured role (status mode); allows specifying

aggregation role (modify mode).

Mode - "2+0" for 2+0 aggregation.

Hashing algorithm — indicates the configured hashing algorithm (status mode); allows

specifying hashing algorithm (modify mode).

Power protection — indicates whether power protection is enabled or disabled (status

mode); allows enabling or disabling power protection (modify mode).

Current state — indicates current state. It may differ from the configured role, in case

the alternate device is or was not available and reconfiguration to 1+0 configuration

took place.

FSM state — indicates the current Finite State Machine's state.

5 states are possible — Primary Active, Secondary Active, Secondary Protect, Broken
Primary, Broken Secondary.

Instance ID (1..65535) — indicates configured instance ID (status mode); allows

entering instance ID (modify mode).
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& Instance ID should be the same on all 4 devices in a single link

& Instance ID should differ for other 2+0 links in the network.

9) Ethernet traffic port - indicates which LAN port is configured as the
traffic/management port (status mode); allows setting LAN1 or LAN3 port as the
traffic/management port (modify mode).

The aggregated link capacity is limited to the speed of the Ethernet traffic port (i.e.,
& 10Gbps if LAN3 port is used, or 1Gbps if LAN1 is used) or to the actual capacity of the
Primary link.

Neighbour Status Data

The status of all four units is shown. Local — the unit you are currently connected to;
Alternate — unit interconnected with the local unit; Remote — unit on the remote side of the
link synchronized to the local unit; Remote alternate — unit interconnected with the remote
unit.

The section is visible when aggregation is enabled.
If no data is available "N/D" will be displayed in red color.

10) Clear Counters — allows resetting neighbour refresh time data and message protocol
counters. The button is available only in modify mode.

11) Index — aggregation data identifier. Value sequentially increments to 65535 and resets
to 0.

12) Configured role — indicated configured role.

13) Current state — indicates current state. It may differ from the configured role, the
alternate device is or was not available and reconfiguration to 1+0 configuration took

place.
14) FSM state — indicates the current Finite State Machine's state.
15) Ethernet traffic port - indicates which LAN port is configured as the

traffic/management port.

16) Ethernet alternate port — indicates which LAN port is used as the aggregation port (will
always be a LAN2 port).

17) Power protection — indicates whether power protection is enabled or disabled.

18) Ethernet MAC address — shows the MAC address of a specific Integra-E/E2/E3.

19) IP address — shows the IP address of a specific Integra-E/E2/E3.

20) IP mask — shows the IP address mask of a specific Integra-E/E2/E3.

21) MB ID - indicates the main PCB ID of a specific Integra-E/E2/E3.

22) LANT - indicates link status of LANT port — up or down.

23) LAN2 - indicates link status of LAN2 port — up or down.

24) LAN3 - indicates link status of LAN3 port — up or down.

25) WAN - indicates link status of WAN port — up or down.

26) Timeout last — indicates the most recent refresh time of protection data in
milliseconds.

27) Last outage duration — indicates the duration of the last outage in milliseconds.

28) Timeout max — indicates the maximum refresh time of protection data in milliseconds.

29) Outage count — indicates the number of outages.

Protocol message counters

30) Neighbour data updates — indicates the number of neighbour data updates.

31) Neighbour data update discards— indicates the number of neighbour data update
discards.

32) SMP Rx No Errors — indicates the number of received SMP packets with an
aggregation payload without errors.

33) SMP Rx Error [EtherType] — indicates the number of SMP packets dropped due to an
error with EtherType.

34) SMP Rx Error [Preamble] — indicates the number of SMP packets dropped due to an
error with Preamble.
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35) SMP Rx Error [Instance ID] — indicates the number of SMP packets dropped due to an

error with Instance ID.

36) SMP Rx Error [CRC] — indicates the number of SMP packets dropped due to an error

with CRC.

37) SMP Rx Error [Packet Size] — indicates the number of SMP packets dropped due to an

error with packet size.

38) SMP Rx Error [Other reason] — indicates the number of SMP packets dropped due to an

error with another reason.

39) SMP Tx Sent — indicates the number of sent SMP packets to neighbours.
40) SMP Tx Dropped — indicates the number of dropped SMP packets to be transmitted.

Traffic path

41) Transmitting — indicates whether Primary, Secondary, or both are transmitting traffic.
42) Receiving — indicates whether WAN, LAN2, or both are receiving traffic.

Alarms

43) Indicates which alarms are active. If none, “None" is shown.

Aggregation port link is down — the link status of the aggregation port (LAN2) of the local

device is down.

A

Traffic port link is down — the incorrect Ethernet traffic port was selected.

Power Protection configuration asymmetry — Power protection is not enabled/disabled on
all radios in the aggregation topology.

44) By pressing ,Execute configuration", changes made to the corresponding section apply
only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the configuration
will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network aggr status

Use to show full aggregation/protection statistics.

network aggr status neighbour_info

Use to show information on all device statuses in
this setup.

network aggr status info

Use to show aggregation alarms and protocol
statistics.

network aggr status reset_stats

Use to reset the aggregation statistics.

network aggr role disable

Use to disable aggregation functionality.

network aggr role primary

Use to specify 2+0 aggregation role to Primary.

network aggr role secondary

Use to specify 2+0 aggregation role to Secondary.

network aggr mode 2+0

Use to enable the 2+0 aggregation mode.

network aggr mode 2+0 mprot enable

Use to enable Power protection in 2+0 mode.

network aggr mode 2+0 mprot disable

Use to disable Power protection in 2+0 mode.

network aggr hash layer-2

Use to set Layer 2 hashing for aggregation.

network aggr hash layer-3

Use to set Layer 3 hashing for aggregation.

network aggr instance-id <id>

Use to specify a unique instance ID for the current
setup of 4 radios.

network aggr traffic_port <port>

Use to specify the traffic port — LANT or LAN3.
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Networking = Ethernet = Spanning Tree

WEB GUI

The Spanning Tree page provides the configuration of Rapid Spanning Tree Protocol (RSTP)
and Multiple Spanning Tree Protocol (MSTP).

Networking / Syn

Status
Port
LAN2

s § A

@ ul

0

Main Over The Air Networking Performance System
Ethernet QoS
VLAN General QoS configuration
VLAN rates 802.1p mapping

Port status and configuration

Rate limit

MAC address table

Link State Propagation and Backup

Aggregation/protection configuration

DiffServ mapping
MPLS EXP mapping

Spanning Tree

Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-62 Accessing Spanning Tree page

Rapid Spanning Tree Protocol (RSTP)

Status mode

Networking / Spanning Tree

Bridge configuration

Bridge cenfiguration Root information
Bridge ID 71 32768.00.04.A6.81.77.78 Root ID 7 0.00.04.A6.81.77.69
Hello time (1 .. 100 sec) 2 2sec Hello time 8 2
Max age (6 .. 40 sec) 3 20sec Max age 9 20
Forward delay (4 .. 30 sec) 4 15sec Forward delay 10 15
Mode 5 RSTP Root port 11 wan
RSTP operation 6 Enabled Root path cost 12 13605
13 Port status and configuration
Port RSTP state Port state Role Priority Path cost Edge P2P
LANT Enabled Forwarding Designated 128 20000 No Yes
LANZ Enabled Forwarding Disabled 128 14183 Yes Yes
LAN3 Enabled Forwarding Disabled 128 14183 Yes Yes
WAN Enabled Forwarding Root 128 13605 No Yes
Protocol statistics

LAN1 LAN2 LAN3 WAN
RxMsTPBPOUs 14 0 0 0 169115
RxRSTPBPOUs 15 165804 0 0 351516
RxConf.BPDUs 16 0 0 0 0
Rx TCN BPDUs 17 0 0 0 0
Bad MSTPBPDUs 18 0 0 0 0
BadRSTPBPDUs 19 0 0 0 0
Bad Conf. BPDUs 20 0 0 0 0
Bad TCN BPDUs 21 0 0 0 0
Tx MSTP BPDUs 22 296 0 0 168864
TXRSTPBPDUs 23 351579 0 0 398
TxConf. BPDUs 24 0 0 0 0
Tk TGN BPDUSs 25 0 0 0 0
Fwd Transitions 26 72 0 0 80
Time Since Top Chg 27 15:43:41 15:43:41 15:43:41 15:43:41
Top Change Count 28 98 98 98 98

Figure 3-63 Spanning Tree status page
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Press + MOBIFY pytton.
Modify mode
Networking / Spanning Tree
Bridge configuration
Bridge configuration Root information
Bridge ID 1 [32768 v |o004A681.77.78 Roat 1D 7 0.00.04.A6.8177.69
Hello time (1 .. 100 sec) 2 |z sec Hello time 8 2
Max age (6 . 40 sec) 3 |20 sec Max age 9 20
Forward delay (4 .. 30 sec) 4 |15 sec Forward delay 10 15
Mode 5 [rsTP v Root part 11 WAN
RSTP operation 6 Enable Root path cost 12 13605
13 Port status and configuration
Port RSTP state Port state Role Priority Path cost Edge P2P
LANT Forwarding Designated Auta No Yes
LANZ Forwarding Disabled Autc Yes Yes
LANZ Forwarding Disabled Auto Yes Yes
WAN Forwarding Root 128 Auto No Yes
Protocol statistics
LANT LAN2 LAN3 WAN
Rx MSTP BPDUs 14 0 0 [] 169115
Rx RSTP BPDUS 15 165804 0 0 351907
Rx Conf. BPDUs 16 0 0 ] 0
Rx TCN BPDUS 17 0 0 0 0
Bad MSTP BPDUs 18 0 1] o 0
Bad RSTP BPDUs 19 4] a 1] 4]
Bad Conf. BPDUs 20 0 0 0 1]
Bad TCN BPDUs 21 0 1] [} 0
Tx MSTP BPDUs 22 296 0 ] 168864
Tx RSTP BPDUs 23 351970 0 o 398
Tx Conf. BPDUs 24 0 ] o 0
Tx TCN BPDUs 25 o] 0 o o]
Fwd Transitions 26 T2 0 o 80
Time Since Top Chg 27 15:56:42 15:56:42 15:56:42 15:56:42
Top Change Count 28 ag a8 98 a8
29 Rollback on (] _Execute configuration ]
Figure 3-64 Spanning Tree configuration page
1) Bridge ID - Indicates the configured value of Bridge ID (status mode); allows

specifying the value of Bridge ID (modify mode). This parameter and MAC address
determines whether a given Bridge is Root Bridge. The advantage is given to the
combination of Priority and Address, which is numerically smaller.

2) Hello Time (1 — 100 sec) — Indicates configured time gap between which the
BPDU packets are being sent (status mode); allows specifying the value of Hello
Time in seconds (modify mode).

3) Max Age (6 — 40 sec) — Indicates configured time, during which the received
BPDU packets' information is stored for a separate port (status mode); allows
specifying the value of Max Age in seconds (modify mode).

4) Forward Delay (4 — 30 sec) — Indicates configured period that determines
the time a separate port stays in Listening and Learning conditions (status mode);
allows specifying the value of Forward Delay in seconds (modify mode).

5) Mode - Indicates chosen mode of STP configuration; allows to change the
mode to RSTP or MSTP.
6) RSTP operation — Indicates configured status of RSTP (status mode); allows

enable or disable RSTP operation (modify mode).
Root information — displays the data only when RSTP is enabled:

7) Root ID - Indicates the Bridge ID of the current Root bridge.
8) Hello Time - Indicates the current hello time.

9) Max Age — Indicates the current max-age time.

10) Forward Delay — Indicates the current forward delay.

11) Root Port — Indicates elected root port is being shown.
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12) Root Path Cost — Indicates the path cost from the current bridge to the root
bridge.
13) Port status and configuration — STP parameters of every port:

- RSTP state — Indicates RSTP state of the particular port (status
mode); allows enable or disable RSTP operation for the particular port
(modify mode).

- Port state — Indicates port condition. Can be one of the following: Disabled,
Blocking, Listening, Learning, or Forwarding.

- Role - the role of the particular port. Can be one of the following: Root,
Designated, Alternate, Backup, or Disabled.

- Priority — Indicates Port Priority (status mode); allows specifying
Port Priority (modify mode). A combination of Priority, Port number and Path
Cost determines whether the port will be selected as the root port or will be
blocked on the occasion of the loop, etc.

- Path cost — Indicates Path cost of the particular port (status mode); allows
specifying Path cost for the particular port by setting Path cost value or by
selecting the Auto mode (modify mode). This parameter setting depends on
the capacity of a separate port.

- Edge - displays that this particular port is Edge port.

- Point-to-point — displays whether there is a point-to-point connection from
the particular port or not.

14) Rx MSTP BPDUs - Indicates how many MSTP BPDUs packets were
received.

15) Rx RSTP BPDUs - Indicates how many RSTP BPDUs packets were received.
16) RX Conf BPDUs - Indicates how many STP BPDUs packets were received.

17) RX TCN BPDUs - Indicates how many topology change notification BPDUs
packets were received.

18) Bad MSTP BPDUs - Indicates how many bad MSTP BPDUs packets were

received.
19) Bad RSTP BPDUs - Indicates how many bad RSTP BPDUs packets were
received.
20) Bad Conf BPDUs - Indicates how many bad STP BPDUs packets were
received.

21) Bad TCN BPDUs - Indicates how many bad topology change notifications
BPDUs packets were received.

22) Tx MSTP BPDUs - Indicates how many MSTP BPDUs packets were sent.
23) Tx RSTP BPDUs - Indicates how many RSTP BPDUs packets were sent.
24) Tx Conf BPDUs — Indicates how many STP BPDUs packets were sent.

25) Tx TCN BPDUs - Indicates how many topology change notification BPDUs
packets were sent.

26) Fwd Transitions — Indicates how many times port has been changed to
forward status.

27) Time Since Top Chg - Indicates how much time has passed since the last
topology change.

28) Top Change Count - Indicates how many times the topology has changed.

29) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.
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Multiple Spanning Tree Protocol (MSTP)

Status mode

WEB GUI

Bridge configuration
Bridge ID

Hello time (1 .. 100 sec)
Max age (6 .. 40 sec)
Forward delay (4 . 30 sec)
Mode

RSTP eperation

Port
LANT
LAN2
LAN3
WAN

RSTP state
Enabled
Enabled
Enabled
Enabled

Networking / Spanning Tree

32768.00.04 A6B1.7778
2 sec

20 sec.

15 sec

MSTP

Enabled

N EWN=

Port state
Forwarding
Forwarding
Forwarding
Forwarding

www

Bridge configuration
Root information
Root ID
Hello time
Max age
Forward delay
Root port
Root path cost

13 Port status and configuration

Role
Designated
Disabled
Disabled
Root

Priority
128
128
128
128

MSTP Config

14
15
16

Regien
Revision 333

Digest

Instance ID

1 17

Rx MSTP BPDUs
Rx RSTP BPDUs
Rx Conf. BPDUs
Rx TCN BPDUs:
Bad MSTP BPDUs
Bad RSTP BPDUs
Bad Conf. BPDUs
Bad TGN BPDUs
Tx MSTP BPDUs
Tx RSTP BPDUs
Tx Conf BPDUs
Tx TCN BPDUs
Fwd Transitions
Time Since Top Chg
Top Change Count

Bridge ID
Regicnal Root Port
Reg. Root Path Cost

Port
LANT
LANZ
LAN3
WAN

Rx BPDUs

Bad BPDUs

Tx BPDUs

Fwd Transitions
Time Since Top Chg

Top Change Count

0x8D0D3583ABF2DBFGF4CD1141BTTF53D7

VLAN
10-19 18

LAN1

22

o o o oo

00:29:11
14

Bridge configuration
32768.00.04.A6.81.77.78 23
24
25
13

Port state

Forwarding

Forwarding

Forwarding

Forwarding

LAN1

1972

44
00:29:40
9

21 Protocol statistics

LANZ

o o2 oo o0 oo

26

ra

0

0

23
00:29:11
14

22 Instance 1
Bridge configuration
Root information
32768.00.04.A6.81.77.78
N/A
o
Port status and configuration
Role
Designated
Disabled
Disabled
Master
‘26 Protocol statistics
LAN2
0
0
1
1
00:29:40
9

Path cost
20000
14183
14183
13140

7 0000446817769
8

2
9 n
10 15
11 wan
12 13140
LAN3
0
0
0
0
0
0
0
0
28
2
0
0
24
00:29:11
14
Priority Path cost
128 20000
128 14183
128 14183
128 13140
LAN3
0
0
2
2
00:29:40
9

WAN

1922

o o o o oo

157

6

0

0

66
00:23:11
14

WAN

0

0

89

43
00:29:40
9
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Press + MODIFEY huytton.

Modify mode

WEB GUI

Networking / Spanning Tree

Bridge configuration

Bridge configuration
Bridge 1D

Hello time (1 .. 100 sec)
Max age (6 .. 40 sec)
Forward delay (4 . 30 sec)
Mode

RSTP operation

RSTP state

Port
LANT
LAN2
LANZ
WAN

Region
Revision

Digest

Instance 1D| 1

Instance ID
1

Rx MSTP BPDUs
Rx RSTP BPDUs
Rx Conf. BPDUs
[Rx TCN BPDUs
Bad MSTP BPDUs
[Bad RSTP BPDUs
Bad Conf. BPDUs
Bad TCN BPDUs
Tx MSTP BPDUs
Tx RSTP BPDUs
Tx Conf BPDUs
Tx TCN BPDUs
Fwd Transitions
Time Since Top Chg
Top Change Count

Bridge ID
Regional Root Port
Reg. Root Path Cost

Port
LANT
LANZ
LANZ
[WAN

Rx BPDUs

[Bad BPDUs

[Tx BPDUs

Fwd Transitions
Time Since Top Chg
[Top Change Count

32768 » |D0.04.A6.81.77.78

2 sec

20 sec

sec

U AR WN=

Root information
Root ID

Hello time

Max age
Forward delay
Root port

7

8

9
10
11
12

Root path cost

13 Portstatus and configuration

Port state Role

Forwarding Designated
Disabled
Disabled

Root

Forwarding
Forwarding

Forwarding

WWw
333
0x8D0D3583ABF2D8F6FACD1141BTTF53DT

ww[ ] 18
VLAN
10-19

21

LAN1

18

o o o o o

00:08:32
12

Path cost

Priority

0.00.04.46.81.77.69
2

20

15

WAN

13140

20000

8 ruto Mo

14183

@ ruto

14183

8 ruto

13140

@ ruto Mo

MSTP Config

Protocol statistics

23
00:08:32
12

22 Instance 1

Bridge configuration
32768 v 0004 A68177.78 23

24

Bridge configuration
Root information
32768.00.04.A6.81.77.78
N/A

24
00:08:32
12

o o o o o o

149

66
00:08:32
12

25 0
13 Port status and configuration
Port state Role
Forwarding Designated
Forwarding Disabled
Forwarding Disabled
Master

26 Protocol statistics

Forwarding

LAN1 LANZ

0 o

0 0

439 1

44 1
00:11:59 00:11:59
7 7

Path cost
20000
14183
14183
13140

Priority
128
128
128
128

Bauto
Bauto
Bauto
B auto

LAN3 WAN

0 0

0 0

2 81

2 43
00:11:59 00:11:59
7 7

27 Rolibackon ] _Execute configuration |

1)

Figure 3-66 MSTP configuration page

Bridge ID - Indicates the configured value of Bridge ID (status mode); allows
specifying the value of Bridge ID (modify mode). This parameter and MAC address
determine whether a given Bridge is Root Bridge. The advantage is given to the
combination of Priority and Address, which is numerically smaller.

B8 SAF Tehnika JSC

67




INTEGRA-E/E2/E3 User Manual WEB GUI

2) Hello Time (1 — 100 sec) — Indicates configured time gap between which the
BPDU packets are being sent (status mode); allows specifying the value of Hello
Time in seconds (modify mode).

3) Max Age (6 — 40 sec) — Indicates configured period, during which the
received BPDU packets' information is stored for a separate port (status mode);
allows specifying the value of Max Age in seconds (modify mode).

4) Forward Delay (4 — 30 sec) — Indicates configured period that determines
the time a separate port stays in Listening and Learning conditions (status mode);
allows specifying the value of Forward Delay in seconds (modify mode).

5) Mode - Indicates chosen mode of STP configuration (status mode); allows
to change the mode to RSTP or MSTP (modify mode).
6) RSTP operation — Indicates configured status of RSTP (status mode); allows

enable or disable RSTP operation (modify mode).
Root information — displays the data only when RSTP is enabled:

7) Root ID - Indicates the Bridge ID of the current Root bridge.
8) Hello Time - Indicates the current hello time.

9) Max Age — Indicates the current max-age.

10)  Forward Delay — Indicates the current forward delay.

11)  Root Port — Indicates elected root port is being shown.

12)  Root Path Cost — Indicates the path cost from the current bridge to the root
bridge.
13)  Port status and configuration — STP parameters of every port:

- RSTP state — Indicates RSTP state of the particular port (status
mode); allows enable or disable RSTP operation for the particular port
(modify mode).

- Port state — Indicates port condition. Can be one of the following: Disabled,
Blocking, Listening, Learning, or Forwarding.

- Role - the role of the particular port. Can be one of the following: Root,
Designated, Alternate, Backup, or Disabled.

- Priority — Indicates Port Priority (status mode); allows specifying
Port Priority (modify mode). A combination of Priority, Port number and Path
Cost determines whether the port will be selected as the root port or will be
blocked on the occasion of the loop, etc.

- Path cost — Indicates Path cost of the particular port (status mode); allows
specifying Path cost for the particular port by setting Path cost value or by
selecting the Auto mode (modify mode). This parameter setting depends on
the capacity of a separate port.

- Edge - displays that this particular port is Edge port.

- Point-to-point — displays whether there is a point-to-point connection from
the particular port or not.

14)  Region - Indicates MSTP region that defines a logical domain where
multiple spanning-tree instances can be administered (status mode); Allows user-
defined name for the region (modify mode).

15)  Revision — Indicates the current revision of configuration of MSTP (status
mode); Allows configuring numbered values to keep track of configuration changes
(modify mode).

16) Digest — Indicates digest of the VLANs-to-instance mapping table.

17)  Instance (1-6) — Indicates Instance ID and VLAN mapping for each instance
(status mode); allows to configure up to six instances and VLAN mapping for each
instance (modify mode).
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18)  VLAN (Range: 1 - 4094) - Indicates configured VLAN IDs and/or VLAN ID
ranges (status mode); allows entering individual VLAN IDs or VLAN ID ranges, e.g.,
“10-19",“20-29", “30-39", etc. (modify mode);

19)  Add - Press "Add" to add entered individual VLAN ID or VLAN ID range.

20) Remove - Removes configured VLAN IDs and/or VLAN ID ranges.

21)  Protocol statistics - Shows combined STP statistics.

- Rx MSTP BPDUs - Indicates how many MSTP BPDUs packets were
received.

- Rx RSTP BPDUs - Indicates how many RSTP BPDUs packets were
received.

- RX Conf BPDUs - Indicates how many STP BPDUs packets were received.

- RX TCN BPDUs - Indicates how many topology change notification BPDUs
packets were received,

- Bad MSTP BPDUs - Indicates how many bad MSTP BPDUs packets were

received.

- Bad RSTP BPDUs - Indicates how many bad RSTP BPDUs packets were
received.

- Bad Conf BPDUs - Indicates how many bad STP BPDUs packets were
received.

- Bad TCN BPDUs - Indicates how many bad topology change notifications
BPDUs packets were received;

- Tx MSTP BPDUs - Indicates how many MSTP BPDUs packets were sent.

- TxRSTP BPDUs - Indicates how many RSTP BPDUs packets were sent.

- Tx Conf BPDUs - Indicates how many STP BPDUs packets were sent.

- Tx TCN BPDUs - Indicates how many topology change notification BPDUs
packets were sent;

- Fwd Transitions — Indicates how many times port has been changed to
forward status.

- Time Since Top Chg - Indicates how much time has passed since the last
topology change.

- Top Change Count — Indicates how many times the topology has changed.

22) Instance ID — Indicates each MSTP instances parameters.

23) Bridge ID - Indicates the configured value of MSTP instance Bridge ID
(status mode); allows specifying the value of each MSTP instance Bridge ID (modify
mode). This parameter and MAC address determines whether a given Bridge is Root
Bridge. The advantage is given to the combination of Priority and Address, which is
numerically smaller.

24)  Regional Root Port — Indicates elected root port for configured MSTP region.

25)  Reg. Root Path Cost — Indicates root path cost of the configured MSTP
region.

26) Protocol statistics — Shows each MSTP instance statistics.

- Rx MSTP BPDUs - Indicates how many MSTP BPDUs packets were
received.

- Bad MSTP BPDUs - Indicates how many bad MSTP BPDUs packets were
received.

- Tx MSTP BPDUs - Indicates how many MSTP BPDUs packets were sent.

- Fwd Transitions — Indicates how many times port has been changed to
forward status.

- Time Since Top Chg — Indicates how much time has passed since the last
topology change.

- Top Change Count — Indicates how many times the topology has changed.

27) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.
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CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network stp bridgelD {0 | 4096 |
8192112288 ]16384| 20480 |
24576 28672]32768 | 36864 |
40960 | 45056 | 49152 | 53248 |
57344 | 61440}

Use to set the value of Bridge ID.

network stp forwardDelay <4..30>

Use to set the time in seconds that determines how long
a separate port stays in Listening and Learning
conditions.

network stp helloTime <1..100>

Use to set the value of the time gap in seconds between
which the BPDU packets are being sent.

network stp log {enable | disable}

Use to enable or disable STP log.

network stp maxAge <6..40>

Use to set the time in seconds, during which the
received BPDU packets' information is stored for a
separate port.

network stp mode {mstp | rstp}

Use to change the mode to RSTP or MSTP.

network stp mstp_bridge_id
<instance ID {1..6}> {0 | 4096 |
8192112288 16384| 20480 |
24576 | 28672 | 32768 | 36864 |
40960 | 45056 | 4915253248 |
57344 61440}

Use to set the value of each MSTP instance Bridge ID.

network stp mstp_path_cost
{LANT | LAN2 | LAN3 | WAN}
<instance ID {1..6}> {<1 -
200000000> | auto}

Use to set MSTP path cost for the particular port and
instance by setting the value or by selecting the Auto
mode.

network stp path_cost {LAN1 |
LAN2 | LAN3 | WAN} {<1 -
200000000> | auto}

Use to set RSTP path cost for the particular port by
setting the value or by selecting the Auto mode.

network stp region

Use to set MSTP region. Allows user-defined name for
the region.

network stp revision

Use to set MSTP revision. Allows to configure user-
defined numbered values to keep track of configuration
changes.

network stp state {enable |
disable}

Use to enable or disable RSTP operation.

network stp status

Use to show STP status.

network stp vlan map <instance
ID {1..6}> <vlan range {1..4096}>

Use to map VLAN or VLAN range to MSTP instances.
First, you must provide the instance ID and then VLAN
or VLAN range you want to map with this instance.

network stp vlan status

Use to show MSTP VLAN mapping.

network stp vlan unmap
<instance ID {1..6}> <vlan range
{1..4096}>

Use to unmap VLAN or VLAN range from MSTP
instances. First, you must provide the instance ID and
then VLAN or VLAN range you want to unmap from this
instance.
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Networking - Ethernet = Packet Filtering

The Packet Filtering page provides the configuration of Layer 2 Control Protocol (L2CP) for
ingress and egress traffic on each radio port.

A g ® ul Fos

Main Over The Air Networking Performance System
Networking / Spal  Ethernet QoS
VLAN General QoS configuration
Bridge configuration VLAN rates 802.1p mapping
Bridge ID Port status and configuration DiffServ mapping
Hello time (1. 100 sec) Rate limit MPLS EXP mapping
Max age (6 .. 40 sec) MAC address table

Link State Propagation and Backup
Aggregation/protection configuration

Forward delay (4 .. 30 se

Made ’

RSTP operation Spanmn Tr
Synchronization

Port RSTP s| gyncE

LANT Enabled |EEE-1588 v2 (PTP)

LANZ Enabled

Figure 3-67 Accessing Packet Filtering page

Status mode

Networking / Packet Filtering

Packet filter works as a per port ingress and egress Firewall for various Ethernet control protocols. Frames are filtered based on DST MAC address ranges:
01-80-C2-00-00-00 through 01-80-C2-00-00-0F: Bridge Reserved Addresses (STP, RSTP, LLDP, DAM, LACF, ...)

01-80-C2-00-00-20 through 01-80-C2-00-00-2F: MRP Reserved Addresses (MMRP, MVRP, MSRP, ...)

01-00-0C-CC-CC-CC througn 01-00-0C-CC-CC-CD: Cisco Multicast range (PVST, RPVST, CDP, VTP, UDLD, ...)

01-00-0C-CD-CD-CD: Cisco STP Uplink Fast

01-00-0C-CD-CD-CE: Cisco Inter VLAN Bridging

01-00-0C-00-00-00: Gisco Inter-Switch Link (ISL)

Packet filtering configuration

LANT LAN2 LAN3 WAN
L2CP Ingress filter '| Disable Enable Disable Disable
L2CP Egress filter 2 Disable Enable Disable Disable

Figure 3-68 Packet Filtering — status mode

Press £/ MODIFY putton,

Modify mode

Networking / Packet Filtering
Packet filter works as a per port ingress and egress Firewall for various Ethernet control protocols. Frames are filtered based on DST MAC address ranges:

1}

-80-C2-00-00-00 through 01-80-C2-00-00-0F: Bridge Reserved Addresses (STP RSTP LLDF, OAM, LACP ..
01-80-C2-00-00-20 through 01-80-C2-00-00-2F: MRP Reserved Addresses (MMRP, MVRP, MSRP, ...)
01-00-0C-CC-CC-CC througn 01-00-0C-CC-CC-CD: Cisco Multicast range (PVST, RPVST, CDP, VTR, UDLD, ._)
01-00-0C-CD-CD-CD: Cisco STP Uplink Fast

01-00-0C-CD-CD-CE: Cisco Inter VLAN Bridging

01-00-0C-00-00-00: Cisco Inter-Switch Link (ISL)

Packet filtering configuration

LANT LANZ LAN3 WAN
L2CP Ingress filter 1 [ Enable Enahle [ Enable ([ Enable
L2CP Egress filter 2 [ Enable Enable [ Enable [ Enable

3 Rellback on ] Execute configuration

Figure 3-69 Packet Filtering — modify mode

B8 SAF Tehnika JSC 71




INTEGRA-E/E2/E3 User Manual WEB GUI

1) L2CP Ingress filter — indicates whether L2CP packet filtering is enabled or disabled

for ingress traffic on each port (status mode); allows enabling or disablinglz|
L2CP packet filtering for ingress traffic on each port (modify mode).
2) L2CP Egress filter — indicates whether L2CP packet filtering is enabled or disabled

for egress traffic on each port (status mode); allows enabling or disablinglz|
L2CP packet filtering for egress traffic on each port (modify mode).

3) By pressing ,Execute configuration", changes made to the corresponding section
apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network filter I2cp_egress add  Use to enable L2CP packet filtering for egress traffic on

<port> the selected port.
network filter I2cp_egress Use to disable L2CP packet filtering for egress traffic on
remove <port> the selected port.
network filter I2cp_ingress add Use to enable L2CP packet filtering for ingress traffic on
<port> the selected port.
network filter I2cp_ingress Use to disable L2CP packet filtering for ingress traffic on
remove <port> the selected port.

Networking = Synchronization > SyncE

Synchronous Ethernet (SyncE) allows synchronizing the Ethernet switch clock of Integra-
E/E2/E3 to an external source clock by specifying an ingress port.

Incorrect SyncE configuration may result in the loss of connectivity.

Auto-negotiation will not function properly when the clock source ports on both Integra-

& E/E2/E3 FODUs are pointing at each other (e.g., WAN-WAN in a link or LAN-LAN in a back-
to-back connection). SyncE will work properly on LAN2 and LAN3 ports only when
compatible SFP modules are used on these ports.

[{ )
# 3 @ ul 03
Main Over The Air Networking Performance System
Networking / Spal Ethernet QoS
VLAN General QoS configuration
Bridge configuration VLAN rates 802.1p mapping
Bridge ID Port status and configuration DiffServ mapping Al
Hello time (1 .. 100 sec) Rate limit MPLS EXP mapping Al
Max age (6 . 40 sec) MAC address table Al
Forward delay (4 . 30 se Link State Propagation and Backup Al
Mode Aggregation/protection configuration A
RSTP operation Spanning Tree A
Packet Filtering
Synchronization
Gl =l
LAN Enabled \epe1588 v2 (PTR)
LANZ Enabled

Figure 3-70 Accessing SyncE page
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Status mode

Networking / SyncE
Status

port | State Status 3

LANT Enabled Loss of Lock & Holdover

Figure 3-71 SyncE — status mode

Press -~ MODIFY pution,

Modify mode
Networking / SyncE
Status
Port 'I State 2 Status 3
LANT Enabled Loss of Lock & Holdover

Source port configuration 4

® AN O LaNz O Lanz O wan

5 Disabls | Enabls |

Figure 3-72 SyncE — modify mode

1) Port - Indicates SyncE source port (if enabled);

2) State - Indicates if SyncE is enabled. The default state is disabled.
3) Status - Indicates “"Locked" if SyncE is operating normally.

4) Source port configuration - Allows specifying SyncE source port.
5) Disable/Enable - Allows enabling or disabling SyncE operation.

SyncE configuration examples

Source port configuration Source port configuration
Robust
LW ® WAN

clock OR
source

Source port configuration Source port configuration
® | AN2 ® WaAN

Figure 3-73 Integra-E/E2/E3 link with an external clock source
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Robust
clock
source

N

— Y

Source port configuration
® AN

Source port configuration
& wWanN

OR
(p E :q
E S

Source port configuration
® LANZ

Source port configuration
& WAN

Figure 3-74 Integra-E/E2/E3 back-to-back interconnection with an external clock source

Master

=
E

Source port configuration
= WaAN

SyncE disabled

Figure 3-75 Integra-E/E2/E3 as a master clock source

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network sync status

Use to show SyncE status and configuration.

network sync enable
{LANT|LAN2|LAN3|WAN}

Use to enable SyncE. Port with the SyncE signal ingress
must be specified.

network sync disable

Use to disable SyncE on all ports.

network port show info

'SyncE_Act' and 'SyncE_Prio’ field nonzero values indicate
synchronous Ethernet activity.

network sync option {1/2}

Allow switching between two options for synchronous
equipment clocks. The "Option 1", applies to synchronous
equipment designed to interwork with networks optimized
for the 2048 kbit/s hierarchy. These networks allow the
worst-case synchronization reference chain as specified
in Figure 8-5 of [ITU-T G.803]. The "Option 2" applies to
synchronous equipment designed to interwork with
networks optimized for the 1544 kbit/s hierarchy.
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Networking = Synchronization - IEEE-1588 v2 (PTP)

A

IEEE-1588 v2 (PTP) transparency mode compatibility between both sides of the link can be
checked in CLI using command “modem” based on the first value of “Firmware version”
parameter, for example:

>modem

Site A> Firmware Version =100.7.131 - Chip revision 0x00

IEEE-1588 v2 (PTP) transparency mode compatibility will be valid if the first number value is
the same on both sides of the link, i.e. it should be “100.xx.xx" or “110.xx.xx" on both sides of
the link.

IEEE-1588 v2 (PTP) transparency mode will not operate if the first value differs, i.e. one side
of the link has “100.xx.xx" value, but the remote side — “110.xx.xx".

A A @ ul 0

Main Over The Air Networking Performance System
Networking / Synt  Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN2 Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering

Synchronization

SyncE

|EEE-1588 v2 (PTP)

Figure 3-76 Accessing IEEE1588 configuration

Status mode

Port

State

Networking / IEEE-1588 v2 (PTP)

IEEE-1588 v2 (PTP) configuration

RTC configured role 71 Disabled
PTP transparent port configuration
5 LNz LAN3 WAN
6 Disabled Disabled Disabled

1)

5)
6)

Figure 3-77 IEEE-1588 v2 (PTP) status mode

RTC configured role - Dropdown box for choosing between Disabled/Master/Slave
roles.

Port - Ports with IEEE-1588 v2 (PTP) transparency.

State - IEEE-1588 v2 (PTP) transparency status on ports.

By default, IEEE1588 transparency is disabled, please refer to Figure 3-77.
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Press & MODIEY htton.

IEEE-1588 v2 (PTP) Master role configuration
Configure E-band radio as "Master" on the link side where the source clock is incoming.

Networking / IEEE-1588 v2 (PTP)
IEEE-1588 v2 (PTP) configuration

RTC configured role 7 [Master v

IEEE-1588 v2 (PTP) status
RTC Task Enabled 2 Yes
RTC Side 3 Master

PTP transparent port configuration
PTP transparent ports 4 Enable
Port 5 wwe LAN3 WAN

State 6 Enabled Enabled Enabled

7 Execute configuration

Figure 3-78 IEEE-1588 v2 (PTP) Master role configuration

1) RTC configured role - Dropdown box for choosing between Disabled/Master/Slave
roles. Choose Master for master role configuration.

2) RTC Task Enabled - RTC task status.

3) RTC Side - RTC side designation.

4) PTP transparent ports - Enabling/disabling PTP transparency on all ports
simultaneously.

5) Port — Port name with IEE-1588 transparency.

6) State - IEEE-1588 v2 (PTP) transparency status on ports.

7) By pressing ,Execute configuration”, changes made to the corresponding section
apply to the local side Integra-E/E2/E3.

IEEE-1588 v2 (PTP) Slave role configuration

Configure E-band radio as “Slave" on the link side where the source clock is received over
the radio link.

Networking / IEEE-1588 v2 (PTP)
|EEE-1588 v2 (PTP) configuration
RTC configured role 1 |Slave W
IEEE-1588 v2 (PTP) status
RTC Task Enabled 2 ves
RTC Side 3 Sslave
RTC Lock 4 Unlocked
Link Latency 5 ons
Last Offset Correction 6 100ns
RTC Status 7 Unlocked
PPF Status 8 Unlocked
PTP transparent port configuration
PTP transparent ports 9 Enable
Port LAN2 10 Lans WAN
State Enabled 77 Enabled Enabled
12 Execute configuration

Figure 3-79 IEEE-1588 v2 (PTP) Slave role configuration

1) RTC configured role - Dropdown box for choosing between Disabled/Master/Slave
roles. Chose Slave for slave role configuration.

2) RTC Task Enabled - RTC task status.

3) RTC Side - RTC side designation.

4) RTC Lock - RTC lock status.

5) Link Latency - Link Latency value in nanoseconds.

6) Last Offset Correction - last offset correction value in nanoseconds.

7) RTC Status — RTC lock status.

8) PPF Status - PPF lock status.

9) PTP transparent ports - Enabling/disabling PTP transparency on all ports
simultaneously.

10) Port — Port name with IEE-1588 transparency.

11) State - IEEE-1588 transparency staus on ports.
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12) By pressing ,Execute configuration”, changes made to the corresponding section
apply to the local side Integra-E/E2/E3.

& When configured correctly, "RTC Lock" status for the Slave device should be “Locked".

& It is recommended to configure QoS for PTP packets to ensure PTP packets will pass
through the link during excessive traffic loads.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

modem 1588v2 Use to show PTP status and configuration.
modem 1588v2 disable Use to disable PTP transparency.

modem 1588v2 master Use to set RTC mode master.

modem 1588v2 slave Use to set RTC mode slave.

Networking - QoS - General QoS configuration

The General QoS configuration page allows defining QoS queueing rules.

A 'y @ ul 10

Main Over The Air Networking Performance System
Networking / Syn¢  Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN2 Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-80 Accessing General QoS configuration page
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Status mode

Networking / General QoS configuration

Egress queue configuration

Port LANT LAN2 LAN3 WAN
Egress 802.1p priority override '| Disabled Disabled Disabled Disabled
Ingress priority configuration
QoS type Port

LANT LANZ LAN3 WAN
Port based priority 2 Disabled Disabled Disabled Disabled
802.1p 3~ v v v
Diffserv 4 = x ® ®
MPLS EXP 5 = % x x

CosSQ configuration 6

LAN1 LAN2 LAN3 WAN

Scheduler: Enabled

CoSQ Mode @ spP RR WRR DWRR
CosQ Droplimit Bandwidth
0 Unlimited Unlimited
1 Unlimited Unlimited
2 Unlimited Unlimited
3 Unlimited Unlimited
4 Unlimited Unlimited
5 Unlimited Unlimited
6 Unlimited Unlimited
7 Unlimited Unlimited

Figure 3-81 General QoS configuration — status mode

Press + MODIFY hytton.

Modify mode

Networking / General QoS configuration

Egress queue configuration

Port LAN1 LAN2 LAN3 WAN
Egress B02.1p priority override T Oenabe I Enable [CJEnable I Enable
Ingress priority configuration
QoS type Port
LAN1 LAN2 LAN3 WAN
—— 2
£02.1p 3
DiffSery 4 0O 0 0 0
MPLS EXP 5 0O O O O

CoSQ configuration

m LANZ LAN3 WAN

Scheduler Enabled

€oSQ Mode @ ®sp ORR O WRR O DWRR

CoSQ Droplimit Bandwidth
o =0  [_JwO
: O [ JuwO
: T —
; i 1 I e
. i T —
: O [ JuwO
‘ R e—
7 i 1= I w—

7 FRollback on ) Execute configuration |

Figure 3-82 General QoS configuration — modify mode

1) Egress 802.1p priority override — Indicates whether egress 802.1p priority override
is enabled on the egress direction of a particular port (status mode); allows enabling
egress 802.1p priority override on available ports (modify mode).

2) Port based priority — Indicates whether port-based prioritization is enabled (status
mode); allows enabling or disabling port-based prioritization on available ports
(modify mode). If enabled, all packets on the egress of a port are put in a specified
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3)

4)

5)

6)

queue. 802.1p (PCP) and DiffServ (DSCP) values are ignored. Available values are

0..7 according to eight available priority queues from the lowest to the highest.

802.1p - Indicates whether the 802.1p prioritization is enabled (status mode);

allows enabling or disabling 802.1p prioritization on available ports (modify mode).

If enabled, configured mapping (Networking=QoS 2802.1p mapping) is taken into

account. 802.1p prioritization is enabled by default on all ports.

DiffServ — Indicates whether DiffServ prioritization is enabled (status mode); allows

enabling or disabling DiffServ prioritization on available ports (modify mode). If

enabled, DSCP value is taken into account according to configured mapping

(Networking QoS 2>DiffServ mapping).

MPLS EXP - Indicates whether MPLS EXP prioritization is enabled (status mode);

allows enabling or disabling MPLS EXP prioritization on available ports (modify

mode). If enabled, DSCP value is taken into account according to configured
mapping (Networking QoS > MPLS EXP mapping).

CoSQ Mode - Indicates selected scheduler type SP/RR/WRR/DWRR - Strict

Priority/Round Robin/Weighted Round Robin/Deficit Weighted Round Robin (status

mode); allows selecting scheduler type (modify mode). CoSQ configuration differs

for each selected scheduler type.

e SP — scheduler drains all packets queued in the highest priority queue before
continuing to service lower priority queues. Such an approach can be used for
latency-sensitive traffic.

e RR - scheduler drains all queues consecutively with the same ratio
(1:1:1:1:1:1:1:71). Such an approach allows utilizing droplimit buffers of all
available queues.

e WRR - scheduler drains all queues consecutively according to the specified
ratio (queue weights) specified in a number of frames. The default ratio is equal
for all queues (1:1:1:1:1:1:1:1). Such an approach allows minimizing stacking
delay for high priority traffic and at the same time retaining traffic flow at lower
priority queues.

e DWRR - scheduler drains all queues consecutively according to the specified
ratio (Weight) specified in kilobytes (kB). Compared to WRR excess bandwidth
used in the current pass is remembered and subtracted from the allocated
weight in the next pass and as a result statistically over time bandwidth used by
each queue will be closer to the configured value. The default ratio is
5:5:5:10:15:15:20:25 kB.

CoSQ configuration is explained for each scheduler type below.

7)

By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

CoSQ configuration — SP (Strict Priority) and RR (Round Robin)

1]
1
2
3
4
5
6
7

CosQ

CoSQ configuration

LAN1 LANZ LAN3 WAN 1

Scheduler: Enabled
CoSQ Mode

®@sp ORR O wrrR O DWRR

2 Droplimit 3 Bandwidth
E— —
TR w—
C Jwo om0
w0 e
[ JwO [ JunD

e e
w0 w0
- e

Figure 3-83 CoSQ configuration — SP & RR

1) LANT/LAN2/LAN3/WAN - Tabs allow selecting a particular port.
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2) Droplimit — Indicates droplimit buffer size assigned for each queue (status mode);
allows modifying droplimit buffer size for each queue (modify mode).

& Increasing buffer size increases data transmission latency.

3) Bandwidth - allows configuring bandwidth in kbps for each queue separately.

CoSQ configuration — WRR (Weighted Round Robin)

CoSQ configuration

Scheduler. Enabled

LAN1 LAN2 LAN3 WAN 1

CoSQ Mode Osp ORrr © WRR O pwrr
CoSQ 2 Droplimit 3 Weight 4 Bandwidth
l:l ke O frames l:l kbps O
1 l:l ks O frames l:l kbps @]
2 l:l (18] frames l:l kbps @]
4 l:l ks 0 frames l:l kbps @]
5 [ w0 [ ts|frames [ JwesO
7 l:l ks O frames l:l kbps w]

Figure 3-84 CoSQ configuration - WRR

1) LANT/LAN2/LAN3/WAN - Tabs allow selecting a particular port.
2) Droplimit — Indicates droplimit buffer size assigned for each queue (status mode);
allows modifying droplimit buffer size for each queue (modify mode).

& Increasing buffer size increases data transmission latency.
3) Weight - allows configuring weight in frames for each queue and port separately.

4) Bandwidth - allows configuring bandwidth in kbps for each queue and port
separately.

CoSQ configuration — DWRR (Deficit Weighted Round Robin)

CoSQ configuration

LAN2 | LANz | wan ]

Scheduler: Enabled

CoSQ Mode Osp ORrr O wRR @ DWRR

CoSQ 2 Droplimit 3 weignt 4 Bandwidth
[ Jeo I T —

1 [ I

2 (e e —

. — s —

‘ [ Jwo — [ JwmO

; e e [ JuwO

‘ JwD [ mpe [ JumO

g w0 [ mhe [ JwwO

Figure 3-85 CoSQ configuration - DWRR

1) LANT/LAN2/LAN3/WAN - Tabs allow selecting a particular port.
2) Droplimit — Indicates droplimit buffer size assigned for each queue (status mode);
allows modifying droplimit buffer size for each queue (modify mode).

& Increasing buffer size increases data transmission latency.
3) Weight - allows configuring weight in frames for each queue and port separately.

4) Bandwidth - allows configuring bandwidth in kbps for each queue and port
separately.
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CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network gos set <port> base
state {enable|disable}

Use to configure base port priority - ingress packets
processing.

network qos set <port> base
priority {0...7}

Use to set port-based priority for all ingress packets.

network qos set <port> cosq
override-priority
{enable|disable}

Use to enable/disable override priority tag with internal
priority in egress packet on a defined port.

network qos set <port> cosq
scheduler mode {dwrr|rr|sp|wrr}

Use to set scheduler packet service mode.

network qos set <port> cosq
scheduler weight {1...127}

Use to set weight for a queue in kB. Weight parameter will
become configurable only when the scheduler is set to
DWRR.

network qos set <port> cosq
bandwidth {1-
10000000]unlimited}

Use to set maximum bandwidth in kB allowed for a CoS
queue or reset to unlimited.

network qos set <port> cosq
droplimit {1-1564|unlimited}

Use to set droplimit (size) in kB of a CoS queue or reset to
unlimited.

network qos reset statistics
{LANT|LAN2|LAN3|WAN]all}

Use to reset QoS statistics on a particular port or all ports
simultaneously.

network qos reset config
{LANT|LAN2|LAN3|WAN]all}

Use to reset QoS configuration on a particular port or all
ports simultaneously.

network qos show config
{LANT|LAN2|LAN3|WAN]all}
ingress-map

Use to show QoS ingress priority mapping configuration.

network qos show config
{LANT|LAN2|LAN3|WAN]all}
egress-map

Use to show QoS egress priority mapping configuration.

network qos show info
{LANT|LAN2|LAN3|WAN]all}
ingress-cosq

Use to show the ingress priority mapping HW status.

network qos show info
{LANT|LAN2|LAN3|WAN]all}
egress-cosq

Use to show the egress priority mapping HW status.

network qos show statistics
{LANT|LAN2|LAN3|WAN]all}

Use to show QoS statistics.
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Networking = QoS - 802.1p mapping

WEB GUI

The 802.1p mapping page allows customizing the mapping of IEEE 802.1p priority tags and

available QoS queues.

%

ul ‘m'

SyncE

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering

Synchronization

IEEE-1588 v2 (PTP)

Main Over The Air Networking Performance System
Networking / Syn¢  Ethernet QoS
Status VLAN General QoS configuration
LAN?2 Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

Status mode

Figure 3-86 Accessing 802.1p mapping page

Networking / 802.1p mapping

Port LAN1 LAN2 LAN3 WAN
State 'I Enabled Enabled Enabled Enabled
IEEE 802.1p to internal queue
VLAN priority 2 LaN1 3 Lanz 4 Lan3 § wan B
0 Queue: 0 Queue: 0 Queue: 0 Queue: 0
1 Queue: 1 Queue: 1 Queue: 1 Queue: 1
2 Queue: 2 Queue: 2 Queue: 2 Queue: 2
3 Queue: 3 Queue: 3 Queue: 3 Queue: 3
4 Queue: 4 Queue: 4 Queue: 4 Queue: 4
5 Queue: 5 Queue: 5 Queue: § Queue: §
6 Queue: 6 Queue: 6 Queue: 6 Queue: 6
7 Queue: 7 Queue: 7 Queue: 7 Queue: 7
Figure 3-87 802.1p mapping — status mode

Press - MODIFY hytton.

Modify mode

Networking / 802.1p mapping
Port LAN1 LANZ LAN3 WAN
State 'I Enabled Enabled Enabled Enabled
|IEEE 802.1p to internal queue
VLAN priority 2 LA 3 Lan2 4 LNz B waN B
0 Queue: Queue: Queue: Queue:
1 Queue: Queue: Queue: Queue:
2 3 Queue:
3 2 uueue.
4 Queue: Queue: Queue: Queue:
5 Queue: Queue: Queue: Queue:
6 Queue: Queue:
7 Queue: Queue: Queue: Queue:

7 Rollback on (] Execute configuration

Figure 3-88 802.1p mapping — modify mode

1) State — indicates whether 802.1p mapping is enabled or disabled on each port.

2) VLAN priority — Indicates PCP (Priority Code Point) values 0 — 7.
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3)

4)

5)

6)

7)

LANT - Indicates to which egress queue packets will, according to 802.1p priority,
be put in if 802.1p QoS prioritization is enabled on LAN1 port (status mode); allows
modifying default mapping of priority values and queues (modify mode).

LAN2 - Indicates to which egress queue packets will, according to 802.1p priority,
be put in if 802.1p QoS prioritization is enabled on LAN2 port (status mode); allows
modifying default mapping of priority values and queues (modify mode).

LAN3 - Indicates to which egress queue packets will, according to 802.1p priority,
be put in if 802.1p QoS prioritization is enabled on LAN3 port (status mode); allows
modifying default mapping of priority values and queues (modify mode).

WAN - Indicates to which egress queue packets will, according to 802.1p priority, be
put in if 802.1p QoS prioritization is enabled on WAN port (status mode); allows
modifying default mapping of priority values and queues (modify mode).

By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network gos set <port> vlan

state {enable|disable}

Use to enable or disable ingress 802.1p mapping on a
particular port.

network gos set <port> vlan

pcp {0...7} priority {0...7}

Use to set VLAN (802.1p) priority mapping.

Networking = QoS - DiffServ mapping

The DiffServ mapping page allows customizing the mapping of DSCP priority tags and
available QoS queues.

% A‘ @ ul Fo3

Main Over The Air Networking Performance System
Networking / Syn( Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LANZ Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (FTP)

Figure 3-89 Accessing DiffServ mapping page
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Status mode

Networking / DiffServ mapping
Port LAN1 LAN2 LAN3 WAN
State 1 Disabled Disabled Disabled Disabled
LANT LAN2 LAN3 WAN 2
DscP Queue Dscp Queue DSCP Queue DscP Queue
0 0 1 0 2 0 3 0
4 0 5 0 6 0 7 0
8 1 9 1 10 1 1 1
12 1 13 1 14 1 15 1
16 2 17 2 18 2 19 2
20 2 n 2 2 2 23 2
24 3 25 3 3 26 3 27 3
28 3 29 3 30 3 Ell 3
32 4 33 4 34 4 35 4
36 4 37 4 38 4 39 4
40 5 Ll 5 42 5 43 5
44 5 45 5 46 5 47 5
48 6 49 6 50 6 51 6
52 6 53 6 54 6 55 6
56 7 57 7 58 7 59 7
60 7 61 7 62 T 63 7

Figure 3-90 DiffServ mapping — status mode

Press £/ MODIFY putton,

Modify mode

Networking / DiffServ mapping

Port LAN1 LANZ LAN3 WAN

State 1 Disabled Disabled Disabled Disabled

LAN1 LANZ LAN3 WAN 2
DscP Queue DscP Queue DscpP DSCP Queue
0 1 2 3
4 5 6 7
8 9 10 1
12 13 14 15
16 17 18 19
20 il 22 23
24 25 3 26 27
28 29 30 31
32 33 34 35
36 37 38 39
40 41 42 43
44 45 46 47
43 49 50 51
52 53 54 55
56 57 58 59
60 61 62 83
4 Rollback on (] Execute configuration

Figure 3-91 DiffServ mapping — modify mode

1) State — indicates whether DiffServ mapping is enabled or disabled on each port.

2) LANT/LAN2/LAN3/WAN - Tabs allow selecting a particular port.

3) The table shows the mapping between DSCP values and CoS queues (status mode);
allows modifying default mapping of DSCP priority values and queues (modify
mode).

4) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.
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CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network qos set <port> diffserv Use to enable or disable ingress DiffServ. mapping
state {enable|disable} (DSCP) on a particular port.

network qos set <port> diffserv

dscp {0...63} priority {0..7) Use to change default DiffServ priority (DSCP) mapping.

Networking = QoS > MPLS EXP mapping

The MPLS EXP mapping page allows customizing the mapping of MPLS EXP priority bits
and available QoS queues.

A ’A @ ul 0

Main Over The Air Networking Performance System
Networking / Syn{ Ethernet QoS
Status VLAN General QoS configuration
Port VLAN rates 802.1p mapping
LAN? Port status and configuration DiffServ mapping
Rate limit MPLS EXP mapping

MAC address table

Link State Propagation and Backup
Aggregation/protection configuration
Spanning Tree

Packet Filtering
Synchronization

SyncE
IEEE-1588 v2 (PTP)

Figure 3-92 Accessing MPLS EXP mapping page

Status mode

Networking / MPLS EXP mapping
Port LAN1 LANZ LAN3 WAN
State 'I Disabled Disabled Disabled Disabled
MPLS EXP mapping table
MPLS EXP value 2 LN 3 Lanz 4 Lanz § wan 6
0 Queue: 0 Queue: 0 Queue: 0 Queue: 0
1 Queue: 1 Queue: 1 Queue: 1 Queue: 1
2 Queue: 2 Queue: 2 Queue: 2 Queue: 2
3 Queue: 3 Queue: 3 Queue: 3 Queue: 3
4 Queue: 4 Queue: 4 Queue: 4 Queue: 4
5 Queue: 5 Queue: 5 Queue: 5 Queue: 5
6 Queue: 6 Queue: & Queue: 6 Queue: &
7 Queue: 7 Queue: 7 Queue: 7 Queue: 7

Figure 3-93 MPLS EXP mapping — status mode
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Press £ MODIFY htton.
Modify mode
Networking / MPLS EXP mapping
e ] — — —
MPLS EXP mapping table
MPLS EXP value 2 LaNT 3 Lanz 4 Lan3 § wan B
0 Queue: Queue: Queue Queue
1 Queue: Dueue- Queue Queue
2 Queue: Queue: Queue: Queue:
3 Dueue: Dueue: Queue: Queue:
4 Dueue: Dueue: Queue: Queue:
5 Queue. Oueue. Queue Queue:
6 Queue: Queue: Queue Queue
7 Queue: Queue: Queue Queue
7 Rollback on L] Execute configuration
Figure 3-94 MPLS EXP mapping — modify mode
1) State — indicates whether MPLS EXP mapping is enabled or disabled on each port.
2) MPLS EXP value — Indicates MPLS EXP values 0 — 7;
3) Queue - Indicates into which egress queue packets for LANT port with according
MPLS EXP value will be place (status mode); allows modifying default mapping of
MPLS EXP values for LANT port and queues (modify mode).
4) Queue - Indicates into which egress queue packets for LAN2 port with according
MPLS EXP value will be placed (status mode); allows modifying default mapping of
MPLS EXP values for LAN2 port and queues (modify mode).
5) Queue - Indicates into which egress queue packets for LAN3 port with according
MPLS EXP value will be placed (status mode); allows modifying default mapping of
MPLS EXP values for LAN3 port and queues (modify mode).
6) Queue - Indicates into which egress queue packets for WAN port with according
MPLS EXP value will be place (status mode); allows modifying default mapping of
MPLS EXP values for WAN port and queues (modify mode).
7) By pressing ,Execute configuration”, changes made to the corresponding section

apply only to the local side Integra-E/E2/E3. If ,Rollback on" is selected, the
configuration will be reverted in case erroneous configuration changes are applied.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network qos set <port>
mpls_exp state Use to set MPLS EXP state.
{enable|disable}

network qos set <port> Use to set MPLS EXP mapping. Ingress packets EXP
mpls_exp exp {0...7} value to internal priority value.
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Performance

Performance = Alarm = Alarm status

A D @ nl 04

Main Over The Air Networking Performance System
Main Alarm Ethernet
System Ethernet switch statistics
License remaining time|  Alarm eventlog Actual throughput
Radio Sensor configuration 005 statistics
Radio side Alarm thresheld configuration Over The Air
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency 3900 WL T3900 WINZ

Figure 3-95 Accessing Alarm status page

Alarm status page summarizes current alarms by showing the date and time the alarm
occurred and its name.

Performance / Alarm status

Date 'I Time 2 Alarm 3
2021-03-23 09:38:52 State of LANT port [No Link] [0x00000001 |
2021-03-23 09:38:52 State of LANZ port [No Link] [0x00000001 |
2021-03-23 09:38:52 State of LAN3 port [No Link] [0x00000001 ]

Figure 3-96 Alarm status

1) Date — shows the date when the alarm was initiated.
2) Time — shows the time when the alarm was initiated.
3) Alarm — shows the name of the alarm.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log sensor setlist Use to show alarms status.

B8 SAF Tehnika JSC 87



INTEGRA-E/E2/E3 User Manual WEB GUI

Performance > Alarm - Alarm event log

(tz1)
# A @ ul £t
Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  [Galkaaual Actual throughput
Radio Sensor configuration 005 statistics
. Alarm threshold configuration Over The Air
Radio side
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency S5U0 MFZ TS0UU WINE

Figure 3-97 Alarm status

Alarm event log shows 20 alarm entries per page and about 5000 alarm entries in total. By
default, the last page of log entries is shown. Full alarm log can be downloaded by pressing
on "Alarm event log file".

Alarm entries are mostly distributed in two groups — “Set” when the alarm appears and
“Reset” when the alarm disappears.

You also have fast access to alarm filtering, where it is possible to choose which alarm
groups you are willing to filter out of all log entries.

Status mode

Performance / Alarm event log
| Toggle period selection I Load the latest data

From date ( yyyy-mm-dd) | 2020-02-03 Time ( hhmm ) | 20:14 2 3
Till date ( yyyy-mm-dd) |2021-03-26 Time ( hhomm ) [12:10

Set period
No Date and Time Source Status Event
6131 2021-03-25 17:1357 netsys SyncE - Disabled
6132 2021-03-25 17:1357 netsys network config set done
6133 2021-03-25 17:13:58 configd[rpe] Cfg 1060 accepted from ‘netsys:web:admin’
6134 2021-03-25 17:15:26 web admin executed configuration
6135 2021-03-25 17-15:28 netsys 4 SyncE - Disabled
6136 2021-03-25 17:15:28 netsys network config set done
6137 2021-03-25 17-15:28 configd[rpc] Cfg'1061" accepted from 'netsys-web-admin'

6138 2021-03-25 17:15:29 netsys IDLE State of LSP/Backup port [Released] [0x00000000]

6139 2021-03-26 11:23:21 web admin executed configuration

6140 2021-03-26 11:23:23 netsys SyncE - Disabled

6141 2021-03-26 11:23:23 netsys network config set done

6142 2021-03-26 11-:23:24 configd[rpc] Cfg'1062" accepted from 'netsys-web-admin'

6143 2021-03-26 12:09:55 web admin executed configuration

6144 2021-03-26 12:09:57 netsys SyncE - Disabled

6145 2021-03-26 12:09:57 netsys network config set done

6146 2021-03-26 12:09:57 cenfigd[rpe] Cfg 1063 accepted from ‘netsys:web:admin’

6147 2021-03-26 12:10:00 web admin executed configuration

6148 2021-03-26 12:10:03 netsys SyncE - Disabled

6149 2021-03-26 12:10:03 netsys network config set done

6150 2021-03-26 12:10:03 configd[rpc] Cfg'1064" accepted from 'netsys:web:admin'

<< | Previous 20 5
Select page (1 - 308) Select 6 8 Filter:
|alarm event log file 7

Figure 3-98 Alarm event log — status mode
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Press button.
Modify mode
Performance / Alarm event log
Clear alarm event log 'I Toggle period selection ] Load the latest data ]
-
IFrom date ( yyyy-mm-dd) | 2020-02-03 Time ( hhmm ) | 20:14 2 3
[Till date (yyyy-mm-dd) [2021-03-26 Time (hhmm ) |12:10
\
Set period
No Date and Time Source Status Event
6131 2021-03-25 17:1357 netsys SyncE - Disabled
6132 2021-03-25 17:13:57 netsys network config set done
6133 2021-03-25 17:13:58 configd[rpe] Cfg 1060 accepted from 'netsys:web:admin’
6134 2021-03-25 17:15:26 web admin executed configuration
6135 2021-03-25 17:15:28 netsys 4 SyncE - Disabled
6136 2021-03-25 17:15:28 netsys network config set done
6137 2021-03-25 17:15:28 configd[rpc] Cfg'1061" accepted from 'netsys:web:admin'
6138 2021-03-25 17:15:29 netsys IDLE State of LSP/Backup port [Released] [0x00000000]
6139 2021-03-26 11:23:21 web admin executed configuration
6140 2021-03-26 11:23:23 netsys SyncE - Disabled
6141 2021-03-26 11:23:23 netsys network config set done
6142 2021-03-26 11-23:24 configd[rpc] Cfg 1062 accepted from 'netsys:web-admin'
6143 2021-03-26 12:09:55 web admin executed configuration
6144 2021-03-26 12:09:57 netsys SyncE - Disabled
6145 2021-03-26 12:09:57 netsys network config set dene
6146 2021-03-26 12:09:57 configd[rpe] Cfg 1063 accepted from 'netsys-web-admin'
6147 2021-03-26 12:10:00 web admin executed configuration
6148 2021-03-26 12:10:03 netsys SyncE - Disabled
6149 2021-03-26 12:10:03 netsys network config set done
6150 2021-03-26 12:10:03 configd[rpe] Cfg 1064 accepted from ‘netsys:web:admin’
<< | Previous 20 5
Select page (1 - 308) Select 6 8 Filter:
Alarm event log file 7

Figure 3-99 Alarm event log — modify mode

Load the latest data — refreshes alarm log and shows last 20 log entries.
List of alarm log entries — entry number, date and time, source node, status and

Navigation controls. "<<" navigates to start of alarm log, while ">>" — to the end;
“Previous 20" navigates to previous alarm log page showing 20 previous alarm
log entries (if available), while “Next 20" — to next alarm log page showing 20

Shows the number of the currently viewed alarm log page. You can enter the

Alarm event log file — press to filter alarms from a certain source node (e.g.,

1) Clear alarm log — deletes all alarm log entries.
2) Toggle period selection — opens/closes period selection controls.
3)
4)
event name.
5)
next alarm log entries (if available).
6)
specific page number to navigate to the required page.
7)
Radio).
8) Filter — press the link to download a full alarm log text file.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log event show last <#_of_entries>

Use to show a certain number of last alarm log
entries.

log event show time <starttime>
[<endtimes]

Use to show entries from a certain time point.
Following formats are supported:
YYYY-MM-DD/hh:mm:ss; MM-DD/hh:mm:ss;
MM-DD/hh:mm; hh:mm:ss; hh:mm

log event show sensor <sensor> [last
<#_of_entries>] [time <starttime>
[<endtime>]]

Use to show entries for a specific sensor.
Regarding subcommands "last" and “time" please
refer to commands above.

log event show module {modem| psu |
radio | system | alarm_only | iman}
[last <#_of_entries>] [time <starttime>
[<endtime]]

Use to show entries for a specific module.
Regarding subcommands "last" and "time" please
refer to commands above.

log event clear

Use to clear alarm log
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log event configure {enable|disable}

WEB GUI

Use to enable or disable event log filter.

log event configure dump <1..60>

Use to configure duration in minutes during which
filter is monitoring repetitions.

log event configure pattern <1..10>

Use to configure a number of log entry repetitions
to be monitored.

log event configure sn_hide_sev
<0..7>

Use to set alarm severity levels (up to and
including) to be excluded from logging; the levels
are; 0 — emergency, 1 — alert, 3 — error, 4 —
warning, 5 — notice, 6 — info, 7 — debug; the default
value is “4".

log event configure status

Use to display the current configuration of grouped
repetitive alarm-event log entries (filter).

log event show last <#_of_entries>

Use to show a certain number of last alarm log
entries.

Performance - Alarm - Sensor configuration

The section allows the specifying behavior of available sensor parameters.

& After the firmware upgrade, it is required to reset sensor configuration to default using “Set
all to default” button and reconfigure sensors as required.

& It is not recommended to add “License remaining time" sensor parameter to performance

(“perfd") type parameters.

ﬂ [ﬁ}

ul i

Tx frequency

Main Over The Air Networking Performance System

Main Alarm Ethernet

System Alarm status Ethernet switch statistics

License remaining time| Alarm eventlog Actual throughput

Radio QoS staistics

Radio side Alarm threshold configuration Over The Air

Tx mute Monitoring Equalizer graph

Tx power Performance graph Constellation diagram

ATPC Performance log Rx spectrum

Duplex shift Modem performance

Rx frequency

Figure 3-100 Accessing Sensor configuration page
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Status mode

Performance / Sensor configuration

1 Data destination Ungrouped sensor list (9) 2
Gmu[::::;xél;pnon State A::;m PMlog | SNMP | Syslag WAN egress rate limited v
LANT1 ingress throughput -
Alarm log
* | only Enabled| « x x 4 LAN1 egress throughput v
(alarm_only)
| | LAN2 ingress throughput v
¢+ ) PMlogonly o peg| v x x
(log_only) LANZ egress throughput -
Full
+ | monitoring Enabled < o - © LAN3 ingress throughput -
(default_all) LAN3 egress throughput v
Alarm log
Enabled| x - v Rx Capacity x
(alarm_snmp) -
- Tx Capacity x
“Alarm log and SNMP " sensor list (4)
P5U current v
License remaining time 3 v
License expired 0
Fan errors v
PM log and
* | SNMP Enabled| % - - x
(pm_snmp)
Service
L] sensors Ensbled| « v x x
(serv_sens)

Figure 3-101 Sensor configuration — status mode

Press MODIEY hytton.

Modify mode
Performance / Sensor configuration
1 Data destination Ung ,‘smsurlst(slz
y imi v
Gmuz::r:?ptmn State Al\:;m PMlog | SNMP | Syslog WAN egress rate limited [v]
LAN1 ingress throughput
Alarm log
-+ only (] O LANT egress throughput
(alarm_only) =i
v
l] PM log only O 5 5 LAN2 ingress throughput (v]
(log_only) LAN2 egress throughput
Full -
lj monitoring LAN3 ingress throughput
(default all) LAN3 egress throughput
Alarm log
— O R Capacity O
alarm_snm|
- " Tx Capacity O
“Alarm log and SNMP " sensor list (4)
PSU current
License remaining time 3
License expired
Fan errors
PMlog and
+ | snmp O O
(pm_snmp)
Service
+ ) sensors 0|0
(serv_sens)

Add group ] Remove group ] Set all to default ]

4 5 6
Figure 3-102 Sensor configuration — modify mode

7 Execute configuration |

1) Group description (name) — Shows 5 groups of sensors divided by different
group data destinations (event; perf, SNMP), as well as indicates whether the
group is enabled (State);

2) Ungrouped sensor list — Shows the list of sensors not added to any of the
existing groups (status mode); allows dragging to any of the existing groups,
thus specifying how the sensor will be treated. Unchecking the checkbox next to
the sensor disables the sensor (modify mode).

3) +/- opens the dropdown box with sensors in the group. Sensors from the
ungrouped sensor list or other groups can be added to the group by dragging
them in. Unchecking the checkbox next to the sensor disables the sensor
(modify mode).

4) Add group — Allows creating a new group with a custom name and description.
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Group name (<13 characters):

|A|Iowed: A-Z:a-z;0-9-_

Group description (=41
characters):

Figure 3-103 Add group

Afterward, sensors from the ungrouped sensor list or other groups can be added to the

group by dragging them in.

5) Remove group — Allows deleting existing groups via a dialog window.

Select group to remove:

| alarm_only {Alarm log only) V|

Remove group

Figure 3-104 Remove group

6) Set all to default — Restores default settings for all groups and sensors.
7) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log group info

Use to show sensor group configuration.

log group create <name>
<description>

Use to create a new group.

log group mgmt <name> add
destination {event|perflsnmplsyslog}

Use to add a destination for a group.

log group mgmt <name> add sensor
<sensor>

Use to add a sensor to a group.

log group mgmt <name> config
{enable|disable}

Use to enable or disable a group.

log group mgmt <name> delete

Use to delete a group.

log group mgmt <name> remove
destination {event|perflsnmp|syslog}

Use to remove a destination from a group.

log group mgmt <name> remove
Sensor <sensor>

Use to remove a sensor from a group.

log sensor info

Use to show current sensor status.

log sensor list

Use to list all available sensors.

log default {alllgroup|sensors
[<sensor>]}

Use to set group, individual sensor, or all sensor
configuration to default.
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Performance - Alarm - Alarm threshold configuration

Alarm threshold page provides a summary of the parameters’' alarm thresholds. All
thresholds are predefined and some change dynamically according to the system
configuration. Thresholds can be modified if required.

Alarm activates when current value exceeds (low-delta) or (high+delta) values. Alarm
deactivates when current value exceeds (low+delta) or (high-delta) values.

(tg1)
# A @ ul o
Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm event log Actual throughput
Radio Sensor configuration QoS statistics
o Alarm threshold configuration Over The Air
Radio side
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency SOUU WAL GI000 WINE

Figure 3-105 Accessing Alarm threshold configuration page

Status mode

Performance / Alarm threshold configuration

Alarm name Low value High value Delta value Current value
Rx level -72dBm -20dBm 2de -25dBm
MSE -9.4dB 20dB -30.3dB
FEC load 0.0dB 20dB -63.8dB
Radio temperature -400C 80.0C 20¢C 520C
System temperature -400C 1000C 20C 590C
System CPU temperature -400C 1000C 20c¢C 65.1C
Modem temperature -400C 1 1000C 20C 59.0C
PSU voltage 36.00V 58.00V 200V 5340V
PSU current 0.500 A 1.500 A 0.050A 0.800 A4
PSU power 30.00W 55.00 W 200w 4272 W
System CPU idle TB.4%
System free physical memory 896%
Carrier offset -1000.00 kHz 1000.00 kHz 10.00 kHz -49.33 kHz
License remaining time 15d 00:00:00 N/A
18V 1nv 189V 0o2v 1Ly
15V 114V 183V 002V 150V
1.0V 097V 103V 002V 099V

1

Figure 3-106 Alarm threshold configuration — status mode
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Press + MODIEY huytton.

Modify mode

Performance / Alarm threshold configuration

Alarm name Low value High value Delta value Current value Default value
Rixlevel [z Jeem aBm E 25 d&m
MSE dB R -303dB 3
FECload B N 6378
Radio temperature c C C 520C
System temperature C c c 590¢C
System CPU temperature c c c 652C
Modem temperature -400 ¢ 1 c G 500C
PSU voltage EX v [zoo v 5340V
PSU current [osco |a (500 |a [ooso — a 08004
PSU power o0 |w W 2.00 w 272w
System CPU idle T42%

System free physical memory 89.7%

Carrier offset kHz kHz kHz -49.33 kHz
License remaining time N/A
10V 097 v v [z v 099V
L]

Set all to default 2 4 Execute configuration

Figure 3-107 Alarm threshold configuration — modify mode

1) Indicates low, high and delta values of the parameters (status mode); “Low value", “High
value" and "Delta value" fields for all parameters become editable when "Default value”
is deselected (modify mode);

2) Set all to default — resets "Low value", "High value" and “Delta value” for all parameters
to factory defaults;

3) Default value — deselect to activate manual threshold modification;

4) By pressing ,Execute configuration”, changes made to the corresponding section apply
only to the local side Integra-E/E2/E3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log sensor info Use to show the configuration of sensor thresholds.

log sensor mgmt <sensor>

control {enable|disable} Use to enable or disable a sensor.

log sensor mgmt <sensor> Use to set sensor's min, max thresholds and delta value
thold <min> <max> <delta> manually.

Use to set sensor hysteresis time in seconds. It will be used

log sensor mgmt <sensor> : Y
9 9 to show value in orange color indicating that sensor value

time <0..30> recently exceeded its thresholds.

log default {all| group| Use to set group, individual sensor, or all sensor
sensors [sensor]} configuration to default.

log sensor list Use to list all available sensors.

Performance - Monitoring = Performance graph

The Performance graph allows visualizing various parameters over a chosen time like
curves. Available parameters will depend on the Performance - Alarm = Sensor
configuration. Any two parameters can be shown at a time. By default, Rx level (dBm) and
MSE (dB) are selected.

& Not all sensors available in Sensor Configuration can be displayed in the Performance graph.
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(tz1)
# A @ nl 10
Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm event log Actual throughput
Radio Sensor configuration Qo5 statistics
S Alarm threshold configuration Over The Air
Radio side
Tx mute Monitoring Equalizer graph
T poweer Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency S5U0 MFZ CEFAG
(=Pl | | 10 d0os 12 d0oo
Figure 3-108 Accessing Performance graph
MODIFY button is deactivated in the Performance graph page.
Performance / Performance graph
Select sensors
lj W Left axis sensor| Rx level V| 1 W Right axis sensor| MSE V‘ 2
Select time interval
Sensor log step From To Period length
3 2020-3-1219:22 'y 4} |2021-4-01538 [ 392d19h 16m 5 6
Sensor graphs
. R PPV B FPTTPYIT PP PP P -
" W o
-30 1
-15
-40 1
-20
-50
—~ -60 + -25
E
g | | &
; W*3U m
& = &
= .35 —
o
-90
-40
-100
-110 s
-120 -50
00:00:00 00-00:00 00-00:00 00:00:00 00-00:00 00-00:00 00:00:00 00:00:00 00:00:00 00-00-00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
03-26 03-27 03-28 03-29 03-30 03-31 04-01 04-02 04-03 04-04 04-05 04-06 04-07 04-08 04-09
0
L [ WHD 7

1)
2)

3)
4)

5)

6)
7)
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Figure 3-109 Performance graph

Left axis sensor — Allows choosing sensor parameter colored in red and
displayed on the left axis.

Right axis sensor — Allows choosing sensor parameter colored in blue and
displayed on the right axis.

Sensor log step — Allows choosing graph granularity — 1, 15, or 60 minutes.
Indicates start and end date/time of period displayed and allows selecting a
specific period to show.

Period length — Indicates the length of the currently displayed period.

Get data — Press to apply selected time interval changes.

Left and right sliders allow to “zoom" the currently selected time.
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Performance - Monitoring = Performance log

Allows viewing and downloading performance logs.

f '\ @ ul oY

Main Over The Air Networking Performance System

Main Alarm Ethernet

System Alarm status Ethernet switch statistics

License remaining time|  Alarm eventlog Actual throughput

Radio Sensor configuration QoS statistics

Radio side Alarm threshold configuration Over The Air

Tx mute Monitoring Equalizer graph

Tx power Performance graph Constellation diagram

Duplex shift Madem performance

Tx frequency

Rx frequency FIUT WAL HS 0TI

Figure 3-110 Accessing Performance log page

MODIFY button is deactivated in the Performance log page.

Performance / Performance log
Select sensors 'I
Selectall | Deselect all
R level Rx level state Tx power Mute status
Tx Modulation Rx Modulation MSE FEC load
Modem acquire error RS Uncorrected Blocks Radio temperature System temperature
System CPU temperature Modem temperature PSU voltage PSU current
PSU power System uptime System CPU idle System free physical memory
Carrier offset PLL status WAN ingress throughput WAN egress throughput
MNG ingress throughput MNG egress throughput State of LAN1 port LAN1 ingress throughput
LAN1 egress throughput State of LAN2 port State of LAN3 port MP status
Invalid secure chip Remote status data License remaining time License expired
Fan errors 18V 15V 1o0v
State of LSP/Backup port
2
Select fields 2
Selectall | Deselect all
Minimum Average Maximum Threshold seconds No data (s) [ Not available (s) ]
Select time interval
Sensor log step Frem To Period length ;2? De;gtg:es
(15 minutes v|  [2020-31219:22 (| [e021-4971628 O 392d 20h Im T __ Onepage
3 4 5 6 8 __ Paged |
Q _Download XML
Figure 3-111 Performance log
1) Select sensors — Allows choosing the sensor parameters to be

displayed in the performance log.

2) Select fields — Allows choosing the parameter fields to be displayed in
the performance log. “Minimum"” and “Maximum”" represent the
minimum and maximum values in the specified sensor log step, while
“Average" displays the average value; “Threshold seconds” will show the
number of seconds in a chosen time interval when the parameter
exceeded minimum or maximum alarm thresholds; “No data (s)" and
“Not available (s)" show respectively the time when there was no data of
selected parameter and it was not available.

3) Sensor log step — Allows choosing log step — 1, 15, or 60 minutes.

4) Indicates the start and end date/time of period displayed and allows
selecting a specific period to show.

5) Period length — Indicates the length of the currently displayed period.

6) Log entries per page — Allows choosing 20, 50, or 100 entries per page
for Paged representation.

B8 SAF Tehnika JSC 96



INTEGRA-E/E2/E3 User Manual WEB GUI

7) One page — Will display a performance log on a single page in a separate
tab.

8) Paged — Will display performance log divided into pages in a separate
tab.

9) Download XML - Press to download a performance log in an extensible
markup language (.xml) file.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log perf show
{1M|15M|60M} last
<1..1440> <sensor>

Use to show a specified number of last performance log
entries with specified sensor log step.

log perf show
{1M|15M|60M} time
<start_time> <end_time>
<sensor>

Use to show entries for a certain time frame.

Follow formats are supported: YYYY-MM-DD/hh:mm:ss;
MM-DD/hh:mm:ss; MM-DD/hh:mm; hh:mm:ss; hh:mm

log perf clear Use to clear performance log.

Performance - Ethernet - Ethernet switch statistics

Shows Ethernet switch statistics on all available switch ports.

(tg1)
A A @ ul 03
Main OverThe At Networking  Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm eventlog Actual throughput
Radio Sensor configuration 005 statistics
. Alarm threshold configuration Over The Air

Radio side
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency 300 AL Ty YErTET—r

Figure 3-112 Accessing Ethernet switch statistics page
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Status mode
Performance / Ethernet switch statistics

LANT LAN2 LAN3 WAN MNG
Statistics for Jod 004845 0d 00:48:45 0d 00:48:45 0d 00-48:45 0d 00-48:45
Ingress Pkts. 2 0 833441305 0 833521800 37661
Ingress Bytes 3 0] 1265161553658 0 1268575935699 36013008
Egress Pkts. 4 0 833440969 0 833511810 48817
Egress Bytes 5 0] 1265153432429 0 1268581467474 29767684
Total Multicast Pkts. 6 0 2063 0 2949 2315
Total Broadcast Pkts. 7 ] 0 0 15653 15651
Total Pkts. 64 Octets 8 0 1642 0 0 25131
Total Pkts. 65 to127 Octets 9 0 0 0 41175 14404
Total Pkts. 128 to 255 Octets 10 0 226 0 505 380
Total Pkts. 256 to 511 Octets 11 0 195 0 1565 1357
Total Pkts. 512 to 1023 Octets 12 0 0 0 6625 6623
Total Pkts. 1024 to 1518 Octets 13 0 1656809998 0 5435 38583
Total Oversize Pkts. 'I 4 (] 0 0 0 1]
Rx Oversize Pkts. 15 0 0 ) 0 0
Tx Oversize Pkis. 16 0 0 0 0 0
Total Octets 17 0 2530300477977 0 2537134774077 65780782
Total Pkts. 18 0 1666866951 0 1667019568 86478
Tx No Errors 19 0 833433317 0 833504762 48817
Rx No Errors 20 0 833434250 0 833513966 37661
Total Pkts. 1519 to 1522 Octets 21 0 0 0 1666965375 0
In. Octets 22 0 1265152293858 0 1268566444507 36013008
Out. Octets 23 0 1265153890281 0 1268571644486 29767684
Dot1 Port In Frames 24 0 833435817 0 833516173 37661
Dot1 Port Out Frames 25 0 833435262 0 833505926 48817
Received Pkis. 64 Octets 26 0 1642 0 0 4895
Transmitted Pkts. 64 Octets 27 0 0 0 0 20236
Received Pkis. 65 to 127 Octets 28 0 0 0 28007 6635
Transmitted Pkts. 65 to 127 Octets 29 0 0 0 13168 7769
Received Pkts. 128 to 255 Octets 30 0 124 ) 376 106
Transmitted Pkts. 128to 255 Octets 3] 0 102 0 219 274
Received Pkts. 256 t0 511 Octets 32 0 98 ) 431 972
Transmitted Pkts. 256 to 511 Octets 3.3 0 99 0 1107 302
Received Pkts. 512 to 1023 Octets 34 0 0 0 3065 3700
gr;l;?;nitted Pkts. 512 to 1023 35 0 0 0 2710 2064
Received Pkis. 1024 t0 1518 Octets 3 0 870449541 0 2644 21893
gﬁ';i‘smi“‘*d RhisqliZadojis1s 37 0 870450665 0 3003 17544
In. Broadcast Pkts. 38 0 0 0 15980 0
Out. Broadcast Pkts. 39 0 0 0 0 15979
In. Multicast Pkts. 40 0 1899 0 1104 0
Out. Multicast Pkis. 41 0 203 0 1899 2358
Dot3 In. Pause Frames 42 0 0 ) 0 0
Dot3 Out. Pause Frames 43 0 0 0 0 0
EtherStatsUndersize Pkts. 44 0 0 0 0 0
Fragments 45 0 0 0 0 0
CRC Align. Errors 46 0 0 0 0 0
Jabbers 47 0 0 0 0 0
Ingress BPS 48 N/A 993115281 N/A 1000930479 17240
Ingress PPS 49 N/A 657933 N/A 657649 17
Egress BPS 50 N/A 998711065 N/A 1000927549 9697
Egress PPS 51 N/A 657534 N/A 658045 19
All CoSQ out Pkts. 52 0 869865638 0 870582355 49900
All CoSQ out bytes 53 0 1320455857855 0 1325001924127 30442595
All CoSQ dropped Pkts. 54 0 0 0 0 0
All Cosa dropped bytes 55 0 0 0 0 0

Figure 3-113 Ethernet switch statistics — status mode
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Press &~ MODEY hytton.

Modify mode (buttons appear at the bottom of the page)

| Clear all data | 5 f BT (Clear ] Clear | Clear | Clear | Clearm
Figure 3-114 Ethernet switch statistics - modify mode

1) Statistics for — time during which statistics have been gathered.

2) Ingress Pkts. — Packets that ingress on the port.

3) Ingress Bytes — Bytes that ingress on the port.

4) Egress Pkts. — Packets that egress on the port.

5) Egress Bytes — Bytes that egress on the port.

6) Total Multicast Pkts. — The total number of good packets received that were
directed to a multicast address. Note that this number does not include packets
directed to the broadcast address.

7) Total Broadcast Pkts. — The total number of good packets received that were
directed to the broadcast address. Note that this does not include multicast
packets.

8) Total Pkts. 64 Octets — The total number of packets (including bad packets) that
were 64 octets in length (excluding framing bits but including FCS octets).

9) Total Pkts. 65 to 127 Octets —The total number of packets (including bad
packets) that were between 65 and 127 octets in length inclusive (excluding
framing bits but including FCS octets).

10) Total Pkts. 128 to 255 Octets — The total number of packets (including bad
packets) that were between 128 and 255 octets in length inclusive (excluding
framing bits but including FCS octets).

11) Total Pkts. 256 to 511 Octets — The total number of packets (including bad
packets) that were between 256 and 511 octets in length inclusive (excluding
framing bits but including FCS octets).

12) Total Pkts. 512 to 1023 Octets — The total number of packets (including bad
packets) that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

13) Total Pkts. 1024 to 1518 Octets —The total number of packets (including bad
packets) that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

14) Total Oversize Pkts. — The total number of packets that were longer than 1522
octets (excluding framing bits but including FCS octets) and were otherwise well
formed.

15) Rx Oversize Pkts. — The total number of packets received that were longer than
1522 octets (excluding framing bits but including FCS octets) and were
otherwise well formed.

16) Tx Oversize Pkts. — The total number of packets transmitted that were longer
than 1522 octets (excluding framing bits but including FCS octets) and were
otherwise well formed.

17) Total Octets — The total number of octets of data (including those in bad
packets) received on the network (excluding framing bits but including FCS
octets).

18) Total Pkts. — The total number of packets (including bad packets, broadcast
packets and multicast packets) received and transmitted.

19) Tx No Errors — The number of frames that have been transmitted by this port
from its segment excluding fragmented and FCS error frames.

20) Rx No Errors — The number of frames that have been received by this port from
its segment excluding fragmented and FCS error frames.

21) Total Pkts. 1519 to 1522 Octets — The total number of packets (including bad
packets) that were between 1519 and 1522 octets in length inclusive (excluding
framing bits but including FCS octets).

22) In. Octets — The total number of octets received on the interface, including
framing characters.
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23) Out. Octets — The total number of octets transmitted out of the interface,
including framing characters.

24) Dot1 Port In Frames — The number of frames that have been received by this
port from its segment.

Note that a frame received on the interface corresponding to this port is only counted by this
object if and only if it is for a protocol being processed by the local bridging function,
including bridge management frames.

25) Dot1 Port Out Frames — The number of frames that have been transmitted by
this port to its segment.

Note that a frame transmitted on the interface corresponding to this port is only counted by
this object if and only if it is for a protocol being processed by the local bridging function,
including bridge management frames.

26) Received Pkts. 64 Octets — The total number of packets (including bad packets)
received that were 64 octets in length (excluding framing bits but including FCS
octets).

27) Transmitted Pkts. 64 Octets — The total number of packets (including bad
packets) transmitted that were 64 octets in length (excluding framing bits but
including FCS octets).

28) Received Pkts. 65 to 127 Octets — The total number of packets (including bad
packets) received that were between 65 and 127 octets in length inclusive
(excluding framing bits but including FCS octets).

29) Transmitted Pkts. 65 to 127 Octets — The total number of packets (including
bad packets) transmitted that were between 65 and 127 octets in length
inclusive (excluding framing bits but including FCS octets).

30) Received Pkts. 128 to 255 Octets — The total number of packets (including bad
packets) received that were between 128 and 255 octets in length inclusive
(excluding framing bits but including FCS octets).

31) Transmitted Pkts. 128 to 255 Octets — The total number of packets (including
bad packets) transmitted that were between 128 and 255 octets in length
inclusive (excluding framing bits but including FCS octets).

32) Received Pkts. 256 to 511 Octets — The total number of packets (including bad
packets) received that were between 256 and 511 octets in length inclusive
(excluding framing bits but including FCS octets).

33) Transmitted Pkts. 256 to 511 Octets — The total number of packets (including
bad packets) transmitted that were between 256 and 511 octets in length
inclusive (excluding framing bits but including FCS octets).

34) Received Pkts. 512 to 1023 Octets — The total number of packets (including bad
packets) received that were between 512 and 1023 octets in length inclusive
(excluding framing bits but including FCS octets).

35) Transmitted Pkts. 512 to 1023 Octets — The total number of packets (including
bad packets) transmitted that were between 512 and 1023 octets in length
inclusive (excluding framing bits but including FCS octets).

36) Received Pkts. 1024 to 1518 Octets — The total number of packets (including
bad packets) received that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS octets).

37) Transmitted Pkts. 1024 to 1518 Octets — The total number of packets (including
bad packets) transmitted that were between 1024 and 1518 octets in length
inclusive (excluding framing bits but including FCS octets).

38) In. Broadcast Pkts. — The number of packets delivered by this sub-layer to a
higher (sub-) layer, which was addressed to a broadcast address at this sub-
layer.

39) Out. Broadcast Pkts. — The total number of packets that higher-level protocols
requested to be transmitted, and which were addressed to a broadcast address
at this sub-layer, including those that were discarded or not sent.

40) In. Multicast Pkts. — The number of packets delivered by this sub-layer to a
higher (sub-) layer, which was addressed to a multicast address at this sub-
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layer. For a MAC layer protocol, this includes both Group and Functional
addresses.

41) Out. Multicast Pkts. — The total number of packets that higher-level protocols
requested to be transmitted, and which were addressed to a multicast address
at this sub-layer, including those that were discarded or not sent. For a MAC
layer protocol, this includes both Group and Functional addresses.

42) Dot3 In. Pause Frames — A count of MAC Control frames received on this
interface with an opcode indicating the PAUSE operation. This counter does not
increment when the interface is operating in half-duplex mode. Discontinuities
in the value of this counter can occur at re-initialization of the management
system, and at other times as indicated by the value of
ifCounterDiscontinuityTime.

43) Dot3 Out. Pause Frames — A count of MAC Control frames transmitted on this
interface with an opcode indicating the PAUSE operation. This counter does not
increment when the interface is operating in half-duplex mode. Discontinuities
in the value of this counter can occur at re-initialization of the management
system, and at other times as indicated by the value of
ifCounterDiscontinuityTime.

44) EtherStatsUndersize Pkts. — The total number of packets received that were less
than 64 octets long (excluding framing bits but including FCS octets) and were
otherwise well formed.

45) Fragments — The total number of packets received that were less than 64 octets
in length (excluding framing bits but including FCS octets) and had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment Error).

Note that it is entirely normal for etherStatsFragments to increment. This is because it
counts both runts (which are normal occurrences due to collisions) and noise hits.

46) CRC Align. Errors — The total number of packets received that had a length
(excluding framing bits but including FCS octets) of between 64 and 1518 octets,
inclusive, but had either a bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error).

47) Jabbers — The total number of packets received that were longer than 1518
octets (excluding framing bits but including FCS octets) and had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment Error).

Note that this definition of jabber is different than the definition in IEEE-802.3 section 8.2.1.5
(T0BASES5) and section 10.3.1.4 (10BASE2). These documents define jabber as the condition
where any packet exceeds 20 ms. The allowed range to detect jabber is between 20 ms and
150 ms.

48) Ingress BPS — Indicates byte per second rate on the input of the port.
49) Ingress PPS — Indicates packet per second rate on the input of the port.
50) Egress BPS — Indicates byte per second rate on the exit of the port.

51) Egress PPS — Indicates packet per second rate on the exit of the port.
52) All CoSQ out Pkts. - total packet count with QoS transmitted.

53) All CoSQ out bytes - total byte count with QoS transmitted.

54) All CoSQ dropped Pkts. — total packet count with QoS dropped.

55) All CoSQ dropped bytes - total byte count with QoS dropped.

56) Clear all statistic — Clears statistics on all switch ports.

57) Clear — Clears statistics on a particular port.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network port show statistics Use to show Ethernet statistics on all ports.

network port reset statistics Use to reset Ethernet statistics for a particular port or
{LANT|LAN2|LAN3|MNG|WAN]Jall}  all ports.
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Performance - Ethernet > Actual throughput

Shows ingress and egress traffic statistics on all available switch ports.

# 'y @ il 0

Main Over The Air Networking  Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm event log
Radio Sensor configuration QoS statistics
Radio side Alarm threshold configuration Over The Air
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency IRTTTAAT —

Figure 3-115 Accessing Actual throughput page
MODIFY button is deactivated on this page.

Performance / Actual throughput

Port LAN1 LAN2 LAN3 WAN MNG
Ingress Mbps ] N/A 7984.300 N/A 2010.553 0.100
Ingress pps 2 N/A 657473 N/A 657538 n
EgressMbps 3 N/A 7988737 N/A 2006.117 0.099
Egresspps 4 N/A 657832 N/A 657901 14

Figure 3-116 Actual throughput page

1) Ingress Mbps — Indicates megabit per second rate on the input of the
port.

2) Ingress pps — Indicates packet per second rate on the input of the port.

3) Egress Mbps — Indicates megabit per second rate on the exit of the port.

4) Egress pps — Indicates packet per second rate on the exit of the port.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

network port show throughput Use to show current throughput on all ports.
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Performance = Ethernet = QoS statistics

Shows QoS statistics for 8 priority queues, indicating passed and dropped packets and
bytes. Elapsed time is indicated as well. Payload occupies queue 0, rest is SAF service
traffic.

# 'y nl 10,

Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm event log Actual throughput
Radio Sensor configuration
Radio side Alarm threshold configuration Over The Air
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency 3900 WAL B3000 NIAZ

Figure 3-117 Accessing QoS statistics page

Performance / QoS statistics

Queue Port
LAN1 LAN2 LAN3 WAN MNG
Statistics for 1 0d03:21:17 0d 03:21:17 0d 03:21:17 0d 03:21:17 0d 03:21:17
Bytes / packets Bytes / packets Bytes / packets Bytes / packets Bytes [ packets
. Passed oso 564.43 G/ 399246286 o/o 566.81 G / 399871790 59.03k/ 485
Dropped oso0 os0 o/o os0 os0
Passed o/0 o/0 o/o o/0 o/0
! Dropped  0/0 ) 0/0 0/0 0/0
Passed 0/0 o0/0 o/o0 o0/0 0/0
z Dropped  0/0 o/0 0/0 o/0 o/0
5 Passed o/0 o/0 o/o o/0 1.73k/ 1
Dropped o/o o/0 o/o o/0 o/0
Passed 0/0 0/0 0/0 0/0 0/0
* Dropped  0/0 0/0 0/0 0/0 0/0
Passed 0/0 o0/0 o/o o/0 o0/0
s Dropped oso0 os0 o/o os0 os0
3 Passed oso0 os0 o/o 6.84k/ 103 218.13 k/ 3490
Dropped oso o/0 o/o o/0 os/0
Passed 0/0 o/0 o/0 T712M /7760 6.27 M / 6899
' Dropped  0/0 0/0 0/0 0/0 0/0

Figure 3-118 QoS statistics — status mode

Modify mode (press Modify to see buttons appear at the bottom of the page)

| Clear all data ]2 (Clear I C\ear] Clear I C\ear] Clear D3 |

Figure 3-119 QoS statistics — modify mode

1) QoS statistics for all 8 available priority queues, indicating passed and dropped
packets and bytes. Elapsed time is indicated as well.

2) Clear all data — Allows clearing QoS statistics on all switch ports.

3) Clear — Allows clearing QoS statistics on individual switch ports.
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Performance - Over The Air > Equalizer graph

The Equalizer graph window shows adaptive equalizer 'taps' coefficients, which at a set time
minimize the multipath fading effect in the channel. For more details see Chapter Adaptive
equalizer.

(tz1)
A A ul 0
Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm event log Actual throughput
Radio Sensor configuration QoS statistics
S Alarm threshold configuration Over The Air

Radio side 9
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency S5U0 MFZ CEFAG

Figure 3-120 Accessing Equalizer graph page
MODIFY button is deactivated on the Equalizer graph page.

An example of equalizer 'taps' coefficients and frequency response in case of a normal
operation is shown below.

Performance / Equalizer graph

Equalizer taps

Freguency response —

Figure 3-121 Equalizer taps and frequency response

During normal operation, the frequency response curve is smooth at the center and the
central equalizer tap is higher, while side towers evenly decrease. If equalizer taps and
frequency response curve significantly differ from the one above, it may be an indication of
multipath issues, which must be inspected with the use of precise and accurate path
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profiling. Higher taps mainly on the right side indicate a weaker reflected signal compared to
the main signal, while higher taps mainly on the left side — stronger reflected signal.

Below is an example of Equalizer graph in a link aligned to the reflected signal, see figure
below:

Performance / Equalizer graph

Freguency response , W

Equalizer taps

Figure 3-122 Equalizer graph for reflected signal

Performance - Over The Air > Constellation diagram

A constellation diagram is a representation of a signal modulated by the digital modulation
schemes 10240AM-BPSK. It displays the signal as a two-dimensional scatter diagram in
the complex plane at symbol sampling instants. A measured constellation diagram can be
used to recognize the type of interference and distortion in a signal.

o
1y Yl n | A @ il £
SAF
Az Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time Alarm event log Actual throughput
Radio Sensor configuration QoS statistics
Radio side Alarm threshold configuration Over The Air
Tx mute Monitoring Equalizer graph
T power Pecfonmance graph
ATPC Performance log Fix spectrum
Duplex shift Modem performance
Tx frequency
Rx frequency 3500 MAZ STTOTTIE

Figure 3-123 Accessing Constellation diagram page

MODIFY button is deactivated on the Constellation diagram page.

& Only a single user can see the Constellation at a time.
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Performance / Constellation diagram

Everytime ~| Clear || al hd
1 2 3

O . T -7 B L L SO )

PO Q;‘ I b § T A ]

A . EF VR~ S D

S T TP B T -~
R A S A L S B SR A 8
P AL N T 2 N
S ~ : ?‘, :“ ?‘ + Lol
o} * :‘ PR b ::,:

Figure 3-124 128QAM

1) Allows choosing how often is constellation automatically cleared,;
2) Manually clear current constellation;
3) Allows zooming to one of 4 constellation quadrants.

To analyze the received signal quality, some types of distortion and degradation may be
evident in the constellation diagram.

Gaussian noise is displayed as fuzzy constellation points, see Figure 3-125:

Figure 3-125 Gaussian noise

Non-coherent single frequency interference is displayed as circular constellation points, see
Figure 3-126:
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Phase noise is displayed as rotationally spreading constellation points, see Figure 3-127:

EY SAF Tehnika JSC

Figure 3-126 Single frequency interference

Figure 3-127 Phase noise
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Performance = Over The Air > Rx spectrum

A spectrum curve is a representation of the received signal on the input of the modem. For
this reason, spectrum signal levels will not correspond to the actual radio receiver's signal
level. The signal appearance will depend on configured channel bandwidth. A measured
spectrum curve can be used to recognize in-band interference or very powerful out-band
interference (due to filters applied).

—
1n R o ) B @ ul o}
SAF
Main Over The Air Metworking Performance System
Main Alarm Ethernet
System Alarm status Ethernet switch statistics
License remaining time|  Alarm eventlog Actual throughput
Radio Sensaor configuration QoS statistics
Radio sida Alarm threshold configuration Over The Air
Tx mute Monitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATRC performance log
Duplex shift Madem performance
Tx frequency
Rx frequency GI0UU WIFZ 5500 WIRE

Figure 3-128 Accessing Rx spectrum page

MODIFY button is deactivated on the Rx spectrum page.
& Only one single user can see the Rx Spectrum at a time.

As an example see Figure 3-129 for 2000MHz bandwidth:
Performance / Rx spectrum

Glar]1

10 dE/feell

23500.0 MH=

-1200.0 MH= -720.0 MH= -240.0 MH= 240.0 MH= 720.0 MH= 1200.0 MH=

Figure 3-129 Rx spectrum for 2000MHz

B8 SAF Tehnika JsScC 108



INTEGRA-E/E2/E3 User Manual

WEB GUI

1) Press “Clear" button to clean the current averaged Rx spectrum. The Rx
spectrum is averaged over the period of time since “Clear" button was pressed

or since the page was opened.

Performance = Over The Air > Modem performance

The Modem performance section shows modem statistics according to ITU-T G.826.

% A ul 103
Main Over The Air Networking Performance System
Main Alarm Ethernet
System Alarm status Ethemet switch statistics
License remaining time|  Alarm eventlog Actual throughput
Radio Sensor configuration 0oS statistics
Radio side Alarm threshold configuration Over The Air
Tx mute Manitoring Equalizer graph
Tx power Performance graph Constellation diagram
ATPC Performance log Rx spectrum
Duplex shif
Tx frequency
Rx frequency GI0UU WL 3 iZ

Figure 3-130 Accessing Modem performance page

Status mode

Performance / Modem performance
Count Time

Errored Block

Errored Secaond

Severely Errored Second

Background Block Error

Total Block Number

Errored Second Ratio

Severely Errored Second Ratio

Background Block Error Ratio

OO~ AW N =

Uptime

ol sl
- O

Unavailtime

9 days 05:23:10
119

30

26

119
19475234527
3.8e-05
3.3e-05
6.1e-09

9 days 05:22:44
00:00:26

Figure 3-131 Modem performance — status mode

Modify mode (press Modify to see “Clear” button appear at the bottom of the page)

12

Cl

ear ]l

Figure 3-132 Modem performance — modify mode

1)
2)
3)
4)

one or more defects;
5)
6)
7)
8)
9)

Count Time — time during which statistics are gathered;
Errored Block — Number of blocks having at least one-bit error;
Errored Second — Number of seconds during which errored blocks were registered;
Severely Errored Second - Number of seconds which contain 30% errored blocks or

Background Block Error — Number of errored blocks that are not part of SES;
Total Block number - Number of blocks received which are not part of SES;
Errored Second Ratio (ESR) — The ratio of ES to total seconds;

Severely Errored Second Ratio (SESR) — The ratio of SES to total seconds;
Background Block Error Ratio (BBER) — The ratio of BBE to total seconds;

10) Uptime — time in seconds during which the link was synchronized,;
11) Unavailtime — time in seconds during which the link was not synchronized;

12) Clear — Clears all counters.

B8 SAF Tehnika JSC

109



INTEGRA-E/E2/E3 User Manual WEB GUI

System

System = FW - Firmware upgrade

For the upgrade process through Web GUI please refer to Chapter Integra series firmware
upgrade via Web GUI.

% 'y nl 10,
Main Over The Air Networking Performance System
Main FW Tools
System License management
License remaining time|  Configuration Consale
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rt level Loopback configuration
Modem Download troubleshooting file
Bandwidth

Figure 3-133 Accessing Firmware upgrade page

Status mode

System / Firmware upgrade

3.17.10
31812 -I

Figure 3-134 Firmware upgrade — status mode

Press + MULIEY huytton.

Modify mode
System / Firmware upgrade
3.17.10 -
31812 1
3.19.6
3.20.1
3.20.2
2 3 4 Z
Upgrade firmware I Reboot I Delele]
No file chosen File:

Figure 3-135 Firmware upgrade — modify mode

1) Shows list of available firmware files.
2) Upgrade firmware — click on preferred firmware in the list and press
“Upgrade firmware" button to initiate the firmware upgrade process.

& The radio at the remote side must be upgraded first.
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The latest Integra-E/E2/E3 firmware can be downloaded in
& https://saftehnika.com/en/downloads in “Firmwares" section. Registration and login
required.

3) Reboot — Reboots Integra-E/E2/E3 (cold restart).

4) Delete — Deletes selected firmware file from the list.

5) Browse or Choose File (depending on the used web browser) — Press to
browse for Integra-E/E2/E3 firmware file on your hard disk drive.

6) Upload — Press to upload a firmware file to the Integra-E/E2/E3.

& A maximum of 5 firmware files can be stored. You can delete unnecessary firmware files
using "Delete" button.

Integra series firmware upgrade via Web GUI

The firmware update package contains firmware file (.bin extension), release notes, and
firmware upgrade instructions.

The main method for a firmware upgrade is via Web GUI, which automates the whole
firmware upgrade process. To perform a firmware upgrade from Web GUI, please follow
these steps:

1) Go to "System - FW = Firmware upgrade”.

2) Press the "MODIFY" button on the right side of the page.

3) Press the "Browse" button, locate the *.bin firmware file on your hard disk (extracted
from the firmware update package) and press the “"Open” button.

4) Press the "Upload" button.

5) Select the uploaded firmware from the firmware list, press “Upgrade firmware"
button and confirm the upgrade:

Are you sure, you want to upgrade firmware?

Mo || Yes |

Figure 3-136 FW upgrade prompt (1)

6) After the prompt informing about successful installation appears, confirm the reboot
of the system:

The firmware installation is successfully completed.
A system reboot is required. Would you like to reboot the system
now?

| No || Yes |

Figure 3-137 FW upgrade prompt (2)

Please do not unplug power until the firmware upgrade procedure is finished - the Web GUI
will automatically reconnect, and the login page will appear.
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CLI commands (Chapter 4: COMMAND LINE INTERFACE)

firmware info [<version>] Use to show detailed information on current or specific
Integra-E/E2/E3 firmware.

firmware install <version> Use to install firmware version uploaded. Note that the
exact version name needs to be entered. Check available
firmware versions using the command “firmware list".

firmware list Use to list uploaded firmware versions.

firmware remove <version> Use to remove an uploaded firmware version. Note that
the exact version name needs to be entered. Check
available firmware versions using the command

“firmware list".
firmware remove.list Use to remove all uploaded firmware versions.
firmware switch Use to check running firmware bank and bank that will be
used at the next boot.
firmware upload <file> Use to upload firmware file from the FTP directory.
firmware switch Use to define the bank that will be used at the next boot.
{fs|fw1|fw2|toggle} “fw1" and “fw2" subcommands set appropriate bank,

“toggle" forces to set another bank than the running one,
“fs" is factory defined emergency bank, which is used if
both “fw1" and “fw2" fail.

system reboot Use to perform cold reboot of the radio unit.

System - Configuration = IP configuration

The IP configuration page provides configuration of the management IP address, mask and
gateway, as well as allows specifying the remote IP address.

s} 'y nl 10,
Main Over The Air Networking Performance System
Main FW Tools
System Firmware upgrade License management
License remaining time|  Configuration Console
i About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rx level Loopback configuration
Modem Download froubleshooting file
Bandwidth
Bdioioouns moadulation £ 0000 B sdboy 1280A84 1280ARA

Figure 3-138 Accessing IP configuration page
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Status mode

System / IP configuration

IP address 'I 192.168.100.120

IP mask 2 2552552550

IP gateway 3 192.168.100.1

Ethernet MAC address 4 00:04:26:81:67:31

Remote IP address 5 192.168.100.121 « Auto

Figure 3-139 IP configuration — status mode

Press + MODIFY hytton.

Modify mode

System / IP configuration

IP address 192.168.100.120

1
1P mask 2 |255285 2550
3

IP gateway 192.168.100.1
Ethernet MAC address 4 00:04:26:81:67-31
Remote IP address 5 192.168.100.121 Auto

6 Execute configuration ]

Figure 3-140 IP configuration — modify mode

1) IP address — Indicates the IP address of the Integra-E/E2/E3 you are currently
logged in to (status mode); allows specifying the IP address of the Integra-E/E2/E3
you are currently logged in to (modify mode). The default IP address is
192.168.205.10 or 192.168.205.11 — depending on which side the specific Integra-
E/E2/E3 is — low side has 192.168.205.10 IP address and high side -
192.168.205.11.

& Integra-E/E2/E3 IP addresses always need to be on the same subnet.

2) IP Mask — Indicates the IP mask of the Integra-E/E2/E3 you are currently logged in
to (status mode); allows specifying the IP mask of the Integra-E/E2/E3 you are
currently logged in to (modify mode). The default IP mask is 255.255.255.0.

3) IP gateway — Indicates the gateway address of the Integra-E/E2/E3 you are currently
logged in to (status mode); allows specifying the gateway address of the Integra-
E/E2/E3 you are currently logged in to (modify mode). By default, the gateway is not
specified (blank).

4) Ethernet MAC address — shows the MAC address of the Integra-E/E2/E3 you are
currently connected to.

5) Remote IP address — shows the IP address of the remote (far-end) Integra-E/E2/E3.
By default, the remote IP address is being retrieved automatically and therefore the
“Auto” checkbox is selected. In modify mode you can unselect the "Auto” option and
enter the remote IP address manually. The remote IP address manual setting is used
only to establish an IP connection from the Local device to the Remote device but
will not modify the real IP address on the Remote device.

6) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

system ip addr [<IP>] Use to show/set the IP address of the management CPU.
system ip gw [{<IP>|clear}] Use to show/manage the IP address of the gateway.
system ip mask [<mask>] Use to show/set subnet mask.

system ip mac Use to show the MAC address of the management CPU.

system ip cfg {<ip address>

<mask> | <ip address><mask> Use to set an IP address and subnet or optionally IP
<gateway> | <ip address/CIDR>| address, subnet mask and gateway simultaneously.

<ip address/CIDR> <gateway>}
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system remoteip show Use to show the remote IP address.

system remoteip auto Use to set automatic retrieving of the remote IP address.

Use to define remote the IP address (deactivates

system remoteip set <IP> automatic retrieving of the remote IP address).

system diag ping <IP_address> Use to ping an IP address.

System > Configuration > SNMP configuration

The SNMP configuration pages provide configuration of SNMP communities, host and trap
addresses. The SAF NMS system will work only when SNMP is properly configured.

& Relevant MIB files can be downloaded directly from the Integra-E/E2/E3 Web GUI. See (7) in
Figure 3-141 below.

% N I
Main Over The Air Networking Performance System

Main Fw Tools

System Firmware upgrade License management

License remaining time|  Configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tx mute Configuration file Copyright

Tx power Users configuration Inventory

ATPC System configuration

Duplex shift System services

Tx frequency Syslog

Rx frequency Diagnostic

R level Loopback configuration

Modem Download troubleshooting file

Bandwidth

Figure 3-141 Accessing SNMP configuration page

SNMPv1/v2c setup

Status mode

System / SNMP configuration

SNMPv1/v2c setup SNMPv3 setup

Read community 1 saf-public
Write community 2 saf-private
Trap community 3 saf-traps
List of SNMP managers 4 00000
List of trap v1 managers 5

192.168.100.207
192.168.100.206
192.168.100.202
192.168.100.208

List of trap v2c managers

Download MIB file

Figure 3-142 SNMP configuration — SNMPv1/v2c setup — status mode
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Press &~ MODEY hytton.

Modify mode

Read community
Write community

Trap community

List of SNMP managers

List of trap v1 managers

List of trap v2c managers

Download MIB file 7

System / SNMP configuration

SNMPv1/vZc setup SNMPV3 setup

saf-public

saf-private

WN—

sai-traps
0.0.0.0/0 -

|
Add | Delete

|
Add | Delete

192168100207
192.168.100.206
192.168.100.202
6 192.168.100.208

|
Add | Delete

Execute configuration

Figure 3-143 SNMP configuration — SNMPv1/v2c setup — modify mode

1)

2)

3)

4)

5)

6)

7)
8)

B8 SAF Tehnika JSC

Read community — Indicates currently specified read community for
SNMPv1/v2c (status mode); allows specifying the read community for
SNMPv1/v2c of the agent to enable parameters to be read (modify
mode). The default read community name is “saf-public”.

Write community — Indicates currently specified write community for
SNMPv1/v2c (status mode); allows specifying the write community for
SNMPv1/v2c of the agent to enable parameters to be written (modify
mode). The default write community name is “saf-private”.

Trap community — Indicates currently specified trap community for
SNMPv1/v2c (status mode); allows specifying the trap community for
SNMPv1/v2c for trap authentication in monitoring applications (modify
mode). The default trap community name is “saf-traps".

List of SNMP managers — Shows a list of configured SNMPv1/v2c host
IP addresses (status mode); allows adding/deleting SNMPv1/v2c host
IP addresses (modify mode). Specified IP addresses have access to
read and modify configuration parameters using the appropriate read
and write community names.

List of trap vl managers — Shows a list of configured SNMPv1 trap IP
addresses (status mode); allows adding/deleting SNMPv1 trap IP
addresses (modify mode). The Integra-E/E2/E3 management controller
sends SNMPv1 traps to the Trap Manager with the IP address specified
here.

List of trap v2c managers — Shows a list of configured SNMPv2c trap IP
addresses (status mode); allows adding/deleting SNMPv2c trap IP
addresses (modify mode). The Integra-E/E2/E3 management controller
sends SNMPv2c traps to the Trap Manager with the IP address specified
here.

Download MIB file — Click to download Integra-E/E2/E3 MIB files.

By pressing ,Execute configuration”, changes made to the
corresponding section apply only to the local side Integra-E/E2/E3.

115




INTEGRA-E/E2/E3 User Manual WEB GUI

SNMPV3 setup

SNMPv3 primarily is improved with security settings. It does not rely on SNMP community
names as it is in versions 1 and v2c.

Status mode

System / SNMP configuration

SNMPV1/v2c setup SNMPv3 setup

SNMPv3 users

user e SHA-1 AES-256 writa

SNMPv3 security settings 1 0
Security level authPriv

Download MiB file T

Figure 3-144 SNMP configuration — SNMPv3 setup — status mode

Press + MUDIFY hytton.

Modify mode

System / SNMP configuration

SNMPv1/v2c setup w

SNMPv3 users

user e SHA-1 AES-256 write

User name (<= 31 characters)

| |
[ \
| \

ORead O write

Authentication password (8..31 characters)

Privacy password (8..31 characters)

User authentication protocol
Data encryption protocol

Access

Add | Delste

O 00 ~NoahwnN

Hide password(-s)

72 Execute configuration

SNMPv3 security settings 1 0
Security level authPriv

Dawnload MIB file ] ]

Figure 3-145 SNMP configuration — SNMPv3 setup — modify mode

1) SNMP users — Shows the list of configured SNMPv3 users.

2) User name (<=31 characters) — Enter SNMPv3 authentication user
name. Length can be up to 31 symbols.

3) Authentication password (8..31 characters) — Enter the SNMPv3
authentication password. Length can be between 8 and 31 symbols.

4) Privacy password (8..31 characters) — Enter SNMPv3 data encryption
password. Length can be between 8 and 31 symbols.

5) User authentication protocol — Use to specify user authentication
protocol for selected user: SHA-1, SHA-224, SHA-256, SHA-384 or SHA-
512.

6) Data encryption protocol — Use to specify data encryption protocol for
selected user: DES, AES-128, AES-192 or AES-256.

7) Access — Select "Read" for read-only access or "Write" for read-write
access.

8) Add/Delete — Use to add or delete selected user name. To delete user
names from the list, click on the required user name in the list above.

9) Hide passwords(-s) — Uncheck to display passwords for selected
SNMPv3 user.

10) SNMPv3 security settings — Shows SNMPv3 security settings used.
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11) Download MIB file — Click to download Integra-E/E2/E3 MIB files.
12) By pressing ,Execute configuration”, changes made to the
corresponding section apply only to the local side Integra-E/E2/ES3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

snmp manager {add | del} <manager>  Use to show/add/delete manager IP address

snmp manager read-community {set |

del} <read-community> Use to show/set/delete read community nhame

snmp manager write-community {set |

. . Use to show/set/delete write community name
del} <write-community>

snmp showconfig {active | stored} Use to show running or saved configuration

snmp syscontact <syscontact> Use to show/set system contact

snmp traps trap-community {set | del}

X Use to show/set/delete trap community name
<trap-community>

snmp traps trapvimanager {add | del}

Use to show/add/delete v1 trap manager IP address
<trapvimanager>

snmp traps trapv2manager {add | del}

Use to show/add/delete v2c trap manager IP address
<trapv2manager>

snmp v3 user {add | del} <v3user>
<authpass> <privpass> {r | w} {SHA-1 |
SHA-224 | SHA-256 | SHA-384 | SHA-
512} {DES | AES-128 | AES-192 | AES-
256}

Use to show/add/delete v3 username with the
corresponding authentication password, encryption
password, read or write access level, authentication
protocol and data encryption protocol

System - Configuration - Configuration file

Shows saved and running configurations, highlighting differences between both (unsaved
changes).

# W l 10,
Main Over The Air Networking Performance System
Main FW Tools

System Firmware upgrade License management

License remaining time|  Configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tamue coprig

Tx power Users configuration Inventory

ATPC System configuration

Duplex shift System services

Tx frequency Syslog

Rx frequency Diagnostic

R level Loopback configuration

Modem Download troubleshooting file

Bandwidth

Alioionunn oodulstion £ 0000 B Bibo, 1280A8A 1280484

Figure 3-146 Accessing Configuration file page
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Status mode

System / Configuration file

Advanced cfg file features

Download saved configuration file
Restere configuration from file
Restore configuration from saved configuration file

Restore factory configuration file

Compare saved / running configurations

Saved configuration 7 Running configuration 8

{ {

+ evlogd: {}, ¥ evlogd: {},

¥ snmpd: {}, % snmpd: { ],

¥ perfd: {}, ¥ perfd: {},

+ized: (), *izcd: (),

¥ sysd: {}, ¥ sysd: {},

¥ modem: {}, * modem: {},

¥ radio: (), % radio: {),
3 ¥ network: {} 3 ¥ network: { }

Figure 3-147 Configuration file - status mode

Press MODIEY hytton.

Modify mode

System / Configuration file

Advanced cfg file features

Download saved configuration file lI Download l
Restore configuration from file ‘ All Vl irum‘ Choose File | Mo file chosen 4 Cfg import
Restore configuration from saved configuration file 5 Cfg restore
Restore factory configuration file 6 Cfg factory
Compare saved / running configurations
Saved configuration 7 Running configuration 8

{ {

¥ eviogd: {}, ¥ eviogd: {},

¥ snmpd: (], * snmpd: {},

¥ perfd: {}, ¥ perfd: {},

*i2ed: [}, ¥ i2ed: {},

¥ sysd: {}, ¥ sysd: {},

¥ modem: { ), % modem: { },

+ radio: {}, * radio: {},

¥ network: { } ¥ network: {}
H 13

Figure 3-148 Configuration file — modify mode

1) Download — Press to download the system configuration txt file and
save it on your hard drive.

2) Al — Select All to restore the complete configuration.

3) Browse or Choose File (depending on the used web browser) — Press to
browse for a saved configuration file on your hard disk drive.

4) Cfgimport — Press to upload a configuration file to the Integra-E/E2/E3.

& Uploaded configuration overwrites the saved configuration.
5) Cfg restore — Press to restore saved system configuration, i.e. unsaved

changes will be discarded!

& Restoring the configuration overwrites the running configuration with the saved
configuration.

6) Cfg factory — Resets system configuration to factory defaults.
7) Saved configuration — Shows saved system configuration.
8) Running configuration — Shows currently running system configuration.
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Distinct sections in the saved and running configurations are highlighted in color. To
examine particular differences, expand highlighted sections of configuration by clicking on
the down arrow of the appropriate configuration section.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

configuration browse {<name> |
running | saved}

Use to show one of the last 10 configurations, running
or saved configuration. s

configuration download

Use to create a copy of the saved configuration file as a
txt file in the FTP directory.

configuration factory

Use to reset system configuration to factory defaults.

configuration factory i2cd

Use to reset configuration of i2cd settings to factory
defaults.

configuration factory modem

Use to reset modem configuration to factory defaults.

configuration factory netsys
{mac-table | port-state}

Use to reset whole Ethernet configuration to factory
defaults or particular sections using subcommands —
“mac-table” for MAC table; “port-state” for port state
configuration; “qos” for QoS configuration; “rate” for
rate limit configuration; “vlan" for VLAN configuration.

configuration factory sysd

Use to reset the whole system configuration to factory
defaults.

configuration import {All} <preset
name>

Use to restore the configuration from a txt file stored in
the FTP directory.

configuration load

Use to restore saved system configuration, i.e., unsaved
changes will be discarded!

configuration status

Use to check whether the running configuration is
saved.

configuration store

Use to save the running configuration.

configuration watch

Use to show entities watch status.

System - Configuration - User configuration

Integra-E/E2/E3 features 2 default user accounts — admin (full control) and guest (read-only).

# @ nl 10
Main Over The Air Networking Performance System
Main Fw Tools

System Firmware upgrade License management

License remaining time|  Configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tx mute Configuration file Copyright

ATPC System configuration

Duplex shift System services

Tx frequency Syslog

R frequency Diagnostic

R level Loopback configuration

Modem Download troubleshooting file

Bandwidth

Ligicauzn oadilating £ 0000 5 bibs 128080 1280AK

Figure 3-149 Accessing Users configuration page
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Status mode

System / Users configuration

Users

admin 1 = Read/Write Yes
guest - Read only Yes
qwerty - Read only No
user_1 123456789 Read/Write Yes
user_2 123456789 Read/Write Yes

Figure 3-150 User configuration - status mode

Press MBBIFY hutton.

Modify mode

System / Users configuration

Users Delete | New | Change

admin 1 - Read/Write Yes
guest - Read enly Yes
qwerty - Read only No
user_1 123456789 Read/Write Yes
user_2 123456789 Read/Write Yes

New user

Name ( 232 characters)

Full name (blank or 4..32 characters)

5
6
Permission 7
8
9

Read only ) Read/Write
Enable

Enter new password  4..32 characters )

Confirm new password ( 4..32 characters ) 'I 0 | @ ‘
11

Hide password

12

Figure 3-151 User configuration - modify mode

1) List of available accounts — Default is “admin” and "guest” users. You can choose
between these accounts. The “guest” user has monitoring privileges and cannot apply
configuration changes.

& By default, the password for the “admin” account is ‘changeme’, while no password is
defined for the "guest” account.

2) Delete — delete the selected user. For "admin” this button is disabled.

3) New - by pressing the button dialog for new user creation opens.

4) Change - you can change the password and enable/disable a selected existing user,
the structure of “change” menu is the same as for new user creation.

5) Name — Enter a short name for the new user.

6) Full name — Enter a full name for the user.

7) Permission — choose permissions for the user. "Read only" or "Read/Write" available.

8) Enable — Check/uncheck to enable/disable a user account. "admin” account cannot be
disabled.

9) Enter new password (4..32 characters) — Enter a new password. The length is between
4 and 32 characters.

10) Confirm new password (4..32 characters) — Confirm new password. The length is
between 4 and 32 characters.

11) Hide password — Uncheck to display the entered password in plaintext.

12) By pressing ,Execute configuration”, changes made to the corresponding section apply
only to the local side Integra-E/E2/E3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

system user info Use to show information on the current user.

Use to set read (“r") or write ("w") access right for a
particular <username>. "admin" user cannot be
modified

system user mgmt <usernames
access {r|w}
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system user mgmt <username>  Use to delete a particular <username>. "admin" user
delete cannot be deleted.

system user mgmt <username>  Use to enable or disable a particular <usernames.
{enable|disable} “admin” user cannot be disabled

system user mgmt <username>

info Use to show information on a particular <usernames.

system user mgmt <username>

password <password> Use to set password for a particular <usernames.

Use to create new user with a specified <username>,
<password>, <fullname> and read (“r") or write ("w"
permissions.

system user new <username>
<password> {rlw} <fullname>

system user factory Use to reset all users to factory defaults.

system password change

Use to change the password for the current user.
<password>

system password reset Use to reset all passwords to default.

System - Configuration - System configuration

Specify time settings and system/location names.

# B nl 10,
Main Over The Air Networking Performance System
Main FW Tools
System Firmware upgrade License management
License remaining time| ~ Configuration Console
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
R level Loopback configuration
Modem Download troubleshooting file
Bandwidth

Figure 3-152 Accessing System configuration page
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Status mode

System / System configuration
System configuration
System name ( <= 32 characters ) 1 sitea
Location name ( <= 64 characters ) 2 Riga 2
Timezone 3 UTC+02:00
Time ( YY-MM-DD hh:mm:ss ) 4 2023-11-08 15:20:10
DNS setup
List of DNS servers 3.8.8.8
6 5o
Resolve
NTP setup
NTP client 7 Enabled
List of NTP servers 0.lv.pool.ntp.org
1.lv.pool.ntp.org
8 2.Iv.pool.ntp.org
3.Iv.pool.ntp.org
Figure 3-153 System configuration — status mode
Modify mode

Press + MODIFY hytton.

System configuration

System name ( <= 32 characters )
Location name ( <= 64 characters )
Timezone

Time ( YY-MM-DD hh:mm:ss )

DNS setup
List of DNS servers

NTP setup
NTP client
List of NTP servers

Obtain time from NTP server 9

System / System configuration

1 [site & |

2 ‘H\ga 2 ‘

3

4 [202311-08 152010 | B _Setlocal machine time

8.3.88
6 8.3.4.4

Add | Delete

7 Enable

0.lv.pool.ntp.org
1.lv.pool.ntp.org
2lv.pool.ntp.org
3Iv.poolntp.org

(=]

Add | Delste

10 _Execute configuration

1)
2)
3)

5)
6)

7)

B8 SAF Tehnika JSC

Figure 3-154 System configuration — modify mode

System name - Allows entering a preferable system name. The
maximum length of the system name cannot exceed 32 symbols. The
default name is ‘SAF'.

Location name — Allows entering a preferable system location name.
The maximum length of the location name cannot exceed 64 symbols.
By default, the system location is not specified.

Timezone — Allows specifying the time zone.

Time (YY-MM-DD hh:mm:ss) — Allows changing the system date and
time manually by entering the date and time in a specific syntax.

Set local machine time — Press to force the system to use the time set
on your PC, from which you are connected to the Web GUI.

List of DNS servers — Allows defining DNS server for translating domain
names (e.g. for NTP server).

NTP client — Allows enabling or disabling the NTP (Network Time
Protocol) client.
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8) List of NTP servers — Allows adding or deleting IP addresses or DNS

WEB GUI

addresses of NTP servers.

9) Obtain time from NTP server — Press to force the system to obtain the

time from an NTP server.

10) By pressing

+Execute

configuration”, changes made to

corresponding section apply only to the local side Integra-E/E2/ES3.

AN

Default system language selection is only allowed available in accordance with the license.
Please send a request for translation and obtaining a license to info@saftehnika.com.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

system datetime <datetime>

Use to show/set system time and date. Use
“YYYY-MM-DD/hh:mm:ss" syntax for
date/time.

system discovery clear

Use to clear device surroundings

system discovery list

Use to show the list of found devices using
discovery protocol

system discovery refresh

Use to refresh device surroundings

system discovery remote <dst> <bcast>

Use to perform remote discovery using
specified IP address and broadcast IP address

system dns dig <domain name>

Use to resolve a domain using configured DNS
servers.

system dns server {add <DNSip> | clear
| remove <DNSip>}

Use to add/remove DNS server with a specified
IP address or to remove all DNS servers from a
list.

system dns status

Use to show configured DNS servers’ list.

system location <location>

Use to show/define system location.

system name <sysname>

Use to show/define system name.

system ntp {enable | disable}

Use to enable or disable NTP client.

system ntp server {add <NTPip> | clear |
remove <NTPip>}

Use to add/remove NTP server with a specified
IP address/hostname or to remove all NTP
servers from a list.

system ntp status

Use to show NTP status and configured NTP
servers’ list.

system ntp sync

Use to force the system to obtain the time from
an NTP server.

system ntp timezone <-12:00 ... 14:00>

Use to show/define UTC time zone (for example
'2' for UTC+2 and '-3:30' for UTC-3:30).

system uptime

Use to show system uptime since the last
system start.
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System - Configuration - System services

Define Web GUI connection parameters and centralized user management (RADIUS). Please
refer to RADIUS authentication chapter for an example of RADIUS configuration.

@ B @ ul 0]
Main Over The Air Networking Performance System
Main FW Tools

System Firmware upgrade License management

License remaining time|  configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tx mute Configuration file Copyright

Tx power Users configuration Inventory

ATPC System configuration

Duplex shift

Tx frequency Syslog

Rx frequency Diagnostic

Rx level Loopback configuration

Modem Download troubleshooting file

Bandwidth

Figure 3-155 Accessing System services page

Status mode

System / System services
WEB service port configuration

HTTP T enabled
HTTP port 2 w
HTTPS 3 Enabled
HTTPS port 4 3
Redirect HTTP to HTTPS B Disabled
HTTPS certificate state 6 Internal

RADIUS server configuration
RADIUS 8 Disabled
RADIUS port 9 2
RADIUS server IP address 'I 0

SSH server configuration

SSH 14 Enabled
SSH Part 15 22
$SH Login banner 16 #nggnh;ldccccmmb Jrm—_ 0~ qp~~gqMb | Linux Rules! | MI@II@) M| Z..oovevooe.. ' @,~---.JM| -' JS"__/ gKL dZP qKRb dZP gKKh

Telnet server configuration
Telnet lI 7 Disabled
Telnet port 'I 8 23

Figure 3-156 System services — status mode
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Press &~ MODEY hytton.

WEB GUI

Modify mode
System / System services
WEB service port configuration
HTTP l Enable
HTTP port 2 [0 |
HTTPS 3 Gcnabe
HTTPS port 4 [s3 |
Redirect HTTP ta HTTPS 5 Oenable
HTTPS certificate state 6 Internal
HTTPS certificate (PEM) 7
RADIUS server configuration
RADIUS 8 Bcnabe
RADIUS port 9 [1e12 |
RADIUS server |P address 'I 0 ‘ |
Set RADIUS secret ( <33 characters ) 'I 'I | |
Confirm RADIUS secret ( <33 characters ) 'I 2 | |
Hide password 1 3
SSH server configuration
SSH 1 4 Enable
SSH Port 15 [z= |
_nnnn_ 2
o 16 gdososmtn oo :
M@I@IM
Telnet server configuration
Telnet lI 7 D enable
Telnet port 1 8 ‘23 | -I 9 20
Reboot | Execute configuration |

1)

2)

3)

4)
5)

6)

7)
8)

9)

Figure 3-157 System services — modify mode

HTTP - Allows disabling or enabling HTTP access to Web GUI. By default, HTTP
access is enabled.

HTTP port — Allows specifying TCP port for Web GUI access via HTTP. By default,
TCP port 80 is defined.

HTTPS - Allows disabling or enabling HTTPS access to Web GUI. By default, HTTPS
access is enabled.

By disabling both HTTP and HTTPS you will lose possibility to connect to the Web GUI.

HTTPS port — Allows specifying TCP port for Web GUI access via HTTPS. By default,

TCP port 443 is defined.

Redirect HTTP to HTTPS — Allows to enable automatic redirect from HTTP to

HTTPS.

HTTPS certificate state — shows what type of SSL certificate is used on the device

for HTTPS connections. There can be 2 types of SSL certificates:

e User — user own uploaded and configured SSL certificate for HTTPS
connections.

e Internal — factory default firmware compiled SSL certificate for HTTPS
connections. If a user's SSL certificate is uploaded and configured for HTTPS
connections, then the device will first try to use this certificate. In case Integra
for some reason can't use the User certificate and there are any errors in the
User certificate usage process, then Integra will use the Internal certificate for
HTTPS connections.

HTTPS certificate (PEM) — please paste the PEM file whole contents here.

RADIUS - Allows enabling or disabling RADIUS (Remote Authentication Dial In User

Service). By default, RADIUS is disabled.

RADIUS port — Allows specifying RADIUS port. By default, port 1812 is defined.

10) RADIUS server IP address — Allows specifying RADIUS server IP address.
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11) Set RADIUS password — Allows specifying RADIUS password.

12) Confirm RADIUS password — Allows confirming RADIUS password.

13) Hide password - Uncheck to display the entered password in plaintext.

14) SSH - Allows disabling or enabling SSH access.

15) SSH port — Allows defining SSH port number. By default, port number 22 is defined.

16) SSH Login banner — allows creating SSH Login banner.

17) Telnet — Allows disabling or enabling Telnet access. By default, Telnet access is
disabled.

18) Telnet port — Allows defining Telnet port number. By default, port number 23 is
defined.

19) Reboot — Reboots Integra-E/E2/E3 (cold restart).

20) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra device. It is not possible to apply these settings
to devices on both sides at the same time and changes need to be made on each
side separately.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

system service HTTP {enable | disable} Use to show status or enable/disable HTTP service.

Use to show/change the port number for HTTP

system service HTTP port <port> .
service.

system service HTTPS {enable | disable} Use to show status or enable/disable HTTPS service.

Use to show/change the port number for HTTPS

system service HTTPS port <port> .
service.

Allows to import and configure SSL certificate in
PEM format, previously uploaded to device memory
via FTP, for usage on further HTTPS connections.

system service HTTPS ssl_cert
import <cert>

Allows to stop the usage of previously uploaded and
system service HTTPS ssl_cert reset imported user own SSL certificates and configures
the device to use its own Internal SSL certificate.

system service ftp {enable | disable} Use to show status or enable/disable FTP service.

Use to show status or enable/disable HTTP

system service redirect {enable | disable} redirection to HTTPS

system service ssh banner {clear | set Use to clear/set/show SSH login (1-255 characters
<banner text> | show} long) banner.
system service ssh {enable | disable} Use to enable/disable SSH service.
system service ssh port {set <port> | reset| Use to set/reset/show a port number of SSH service.
show} By default, port 22 is defined.
system service ssh status Use to show the status of SSH service.
system service status Use to show service ports configuration.
system service telnet {enable | disable} Use to enable/disable TELNET service.
system service telnet port {reset | set <port> Use to reset/set/show a port number of TELNET
| show} service. By default, port 23 is defined.
system service telnet status Use to show the status of the TELNET service.
Use to connect to a remote Integra with the specified
system service telnet-client <IP_address> IP address. (This command is not supported in Web
Console).
system radius addr <IP_address> Use to define RADIUS server IP address.
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system radius {enable | disable} Use to enable/disable RADIUS configuration.

Use to define a port number (0...65535) of a RADIUS

system radius port <port> server. By default, port 1812 is defined.

Use to define a RADIUS server password (less than

system radius secret <secret> 2% e Iong).

system radius status Use to show RADIUS configuration status.

System - Configuration = Syslog

Integra-E/E2/E3 supports Syslog standard for system management message logging and
sending to a monitoring Syslog server.

# B ul 10,
Main Over The Air Netwaorking Performance System
Main FwW Tools

System Firmware upgrade License management

License remaining time| ~ Configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tx mute Configuration file Copyright

Tx power Users configuration Inventory

ATPC System configuration

Duplex shift System services

Tx frequency

Rx frequency Diagnostic

R level Loopback configuration

Modem Download troubleshooting file

Bandwidth

Adicionuon moadulsticn J 0000 B Aibo 1280884 12804

Figure 3-158 Accessing Syslog page

Status mode

System / Syslog

Syslog service 1 Enabled
Facility code 2 16 (local)
Server severity 3 4 (wam)
syslog label 4 SVSLOG-LABEL
Syslog server IP 5 0.0.0.0

Syslog server port 6 0

Figure 3-159 Syslog — status mode

Press + MODIFY huytton.

Modify mode
System / Syslog
Syslog service 1 Enable
Facility code 2
Server severity 3 4 (warn) -
Syslog label 4 [svsLos-LaBEL |
Syslog server IP 5 ‘0 0.0.0 |
Syslog server port 6 ‘ o |
7 Execute configuration

Figure 3-160 Syslog — modify mode
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1) Syslog service — allows enabling or disabling & Syslog service on the device.

2) Facility code — allows selecting facility code for the Syslog messages from the
device. Messages with different facilities codes may be handled differently on the
syslog server. The following facility codes are possible:

16 (local0);

17 (local1);

18 (local2);

19 (local3);

20 (local4);

21 (local5);

22 (local6);

. 23 (local7).

3) Server severity — allows selecting maximal severity (priority) level for sensor log
event messages that will be sent from the device to the Syslog server. Each sensor
has 4 log event types that trigger Syslog message sending:

a. set — indicates the time when the current sensor value comes out of normal
value range or current sensor value is not valid at all;

b. reset — indicates the time when the current sensor value comes back to
normal value range from the previous set event state;

c. down — indicates the time when the sensor stops receiving data about
parameter it monitors, for example, due to some hardware fault;

d. up - indicates the time when the sensor recovers data reception about
parameter it monitors from previous down event state.

Additionally, each event type can have one of 8 severity levels:

Se "0 00T

a. 0 (emerg);

b. 1 (alert);

c. 2 (crit);

d. 3 (error);

e. 4 (warn);

f. 5 (notice);

g. 6 (info);

h. 7 (debug).

By default, all sensors have the following severity levels for each of their 4 event types:

a. setalert;

b. reset notice;
c. down alert;
d. up notice.

Log event severity can be changed with the CLI command log sensor mgmt
<sensor> message <event> <severity>.

4) Syslog label — allows selecting additional textual labeling/tagging for Syslog
messages.

5) Syslog server IP — allows configuring an IP address for the Syslog server where the
device should send Syslog messages.

6) Syslog server port — allows configuring port that the device should use for Syslog
message sending.

7) By pressing ,Execute configuration”, changes made to the corresponding section
apply only to the local side Integra-E/E2/E3.

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

log syslog cfg Use to show current syslog configuration
log syslog disable Use to disable syslog message sending

log syslog enable Use to enable syslog message sending

log syslog facility <facility code> Use to set facility code for syslog messages
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log syslog ip <IP address> Use to set an IP address for syslog server
log syslog label <syslog_label> Use to set label/tag for syslog messages
log syslog port <syslog_port> Use to set a port for syslog server

Use to set the maximal severity level for syslog

log syslog severity <severity> messages that will be sent from the device

log group mgmt <name> add

I oy ey s — Use to add a destination for a group.

log group mgmt <name> remove

destination {event|perflsnmplsyslog} Use to remove a destination from a group.

log sensor mgmt <sensor> message Use to set the severity level for sensor event log
<event> <severity> messages

System - Diagnostic 2 Loopback configuration

Loopback configuration allows verifying system operation.

A @ G ul o3
Main Over The Air Networking Performance System
Main FW Tools

System Firmware upgrade License management

License remaining time| ~ Configuration Console

Radio IP configuration About

Radio side SNMP configuration About System

Tx mute Configuration file Copyright

Tx power Users configuration Inventory

ATPC System configuration

Duplex shift System services

Tx frequency Syslog

Rx frequency Diagnostic

el

Modem Download troubleshooting file

Bandwidth

Figure 3-161 Accessing Loopback configuration page

Status mode

System / Loopback configuration
Modem loopback [>=10 sec] l off

Figure 3-162 Loopback configuration — status mode

Press -~ MODIFY hytton.

Modify mode
System / Loopback configuration
Modem loopback [>=10sec] l sec
2 Execute configuration

Figure 3-163 Loopback configuration — modify mode

1) Modem loopback — Indicates whether modem loopback is active (status
mode); Allows enabling modem loopback by changing status to "On" and
specifying loopback duration time (modify mode). During modem loopback,
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the signal is looped back to a local end after the modem, and Integra-
E/E2/E3 should be able to synchronize to itself. Both MSE and FEC load
should not generate an alarm (values should not be colored in red). When
loopback is activated, “Loopback duration time" countdown timer will

appear.

2) By pressing ,Execute configuration”, changes made to the corresponding
section apply only to the local side Integra-E/E2/E3.

A

While modem loopback is active "Modem loopback: Enabled, digital” indication will be
shown on the Main status section.

The example of the Main status page during modem loopback is shown in Figure 3-164.

Main
System
License remaining time
Radio
Radio side
Tx mute
Tx power
ATPC
Duplex shift
Tx frequency
Rx frequency
Rx level
Modem
Bandwidth
Minimum modulation £ 9999.5 Mbps
Maximum medulation / 9999.5 Mbps
Modem loopback
ACMB engine
Acquire status
MSE
FEC locked
FEC load
Current Rx modulation
Current Tx modulation
Current Rx Ethernet capacity
Current Tx Ethernet capacity
Ethemet
Port
State
Status

LANT (RJ-45)
Enabled
1000 Mbps

Local
Unlimited
Local

Low
Disabled

4 dBm
Disabled
10000 MHz
73500 MHz
83500 MHz
-18 dBm
Local

2000 MHz
1280AM
1280AM
Enabled, digital
Disabled
Locked
-444dB

Yes

-999dB
1230AM
1230AM
9999.5 Mbps
9999.5 Mbps

LANZ { SFP+)
Enabled
10000 Mbps

Remote
A ND

Remote

Remote
A ND
A ND
A ND
A ND
A ND
A ND
A ND
A ND
A ND

LAN3 ( SFP+)
Enabled
Down

Figure 3-164 Main page while modem loopback is enabled

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

modem loopback

Use to show modem loopback status.

modem loopback digital
<10..1000000>

Use to enable modem loopback for a specified time in

seconds.

modem loopback digital none

Use to disable modem loopback.
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System - Diagnostic 2 Download troubleshooting file

By navigating to the "Download troubleshooting file" a .tar.gz archive containing various
troubleshooting data files will be automatically generated and downloaded to your PC.

& When contacting SAF technical support team (techsupport@saftehnika.com) regarding
troubleshooting issues, please always provide the troubleshooting file.

(ex1)
ﬂ A @ nl o]
Main Over The Air Networking Performance System

Main FW Tools
System Firmware upgrade License management
License remaining time|  Configuration Consale
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslag
Rux frequency Diagnostic
Rx level Loopback configuration
Moden

Bandwidth

hlotion PONON T bab, 1700A8) 1700AN)

Figure 3-165 Downloading troubleshooting file

Clicking on the "Download troubleshooting file" will open a prompt window asking to confirm
the troubleshooting file download process.

Note!
Troubleshooting file downloading process may require several
minutes.

Do you want to proceed?

|ND||YES|

Figure 3-166 Confirmation window for troubleshooting file download

Clicking on the Yes button will start a process that will download the troubleshooting file
archive package to your hard disk drive (“Downloads" folder of your browser).

File contents:

conf Subfolder with last configuration files
config.txt Saved system configuration file
constell.bmp Snapshot of modem constellation graph
devel.tar.gz For debugging only

equ_tap.bmp gg:f?iscri\g;tsof the adaptive equalizer taps
eventlog.txt Alarm-event log file

Archive containing performance log files
with maximum 1440 entries for 1, 15, and
60-minute intervals

Perflog_347040100173_D80R2U01L_2023-
12-22_14-36-47.zip
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spectrum.bmp

Snapshot of modem Rx spectrum graph

troubleshoot.html

Information on currently running firmware
and stored firmware files; system
configuration including Web services,
RADIUS, IP address, user, NTP
configuration, and inventory info; SNMP
vl/v2c/v3 configuration; alarm status,
alarm threshold, and sensor configurations;
radio status, configuration, and counters;
currently active license and added license
files; modem including modem status and
configuration, counters, list of allowed
modem profiles, header compression;
Ethernet configuration and counters of LAN,
WAN and MNG ports

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

system troubleshoot clear Use to clear ftp://misc/ directory

system troubleshoot diag Use to show troubleshooting file diagnostics information

system troubleshoot export ftp  Use to export troubleshooting file to ftp://misc/ directory

system troubleshoot make Use to generate troubleshooting file

system troubleshoot status Use to show troubleshooting file status

System = Tools = License management

Provides a list of available licenses, time left for each license, and license upload controls.

o ) B nl 0
Main Over The Air Performance System
Main FW Tools
System Firmware upgrade
License remaining time|  Configuration Console
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rx level Loopback configuration
Modem Download troubleshooting file
Bandwidth
biia: Aol Caan 1o0nnas PETEY

Figure 3-167 Accessing License management page
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Status mode

WEB GUI

System / License management

Available licenses 'I
License
SPNPBDMD lic
X5ERNCXO.lic
E2MQ2SRW.lic
IFTKBBA4B lic

Selected license
License

Version

Time

License remaining time
Modem 6
Capacity limit

Bandwidth

Unlimited
Ethemnet

Rate limit

License remair Version

g time

Unlimited
Unlimited
Unlimited

Unlimited

9 .

E2ZMQ2SRW.lic
1
Unlimited

Unlimited

10000 Mbps
Modulation points Featu
Min
256

Unlimited

Press

Figure 3-168 License management — status mode

MODIFY hytton.

Modify mode

Available licenses lI
License

SPNPBOMD.lic
X5ERNCXOlic
E2MQ2SRW.lic
IFTKBB4B. lic

Selected I\censes
License

WVersion

Time

License remaining time
Modem 6
Capacity limit

Bandwidth

Unlimited

Ethemet

7

Rate limit

System / License management

Choose File | Mo file chosen 4

2 Select active license

License remaining time Version
Unlimited
Unlimited
Unlimited
Unlimited

r

-

3
F\Ie:

E2MQO2SRW. lic
1

Unlimited
Unlimited

10000 Mbps

Modulation points Features

Unlimited

1)
2)
3)
4)
5)

6)
7)

B8 sAF Tehnika J

Figure 3-169 Licence management — modify mode

Available licenses — shows a list of available licenses, remaining time and
version.

Select active license — automatically selects currently active license from
the list.

Activate — Select a license from the list and press “Activate” to switch to the
preferable license.

Browse or Choose File (depending on the used web browser) & Upload -
Press to browse for a license file (x.lic) on your hard disk drive. Press
“Upload" to upload a license file (*.lic) to Integra-E/E2/E3.

Selected — shows version and time of currently selected license.

Modem — shows modem settings of currently selected license.

Ethernet — shows Ethernet rate limitation of currently selected license.
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CLI commands (Chapter 4: COMMAND LINE INTERFACE)

license list Use to list available licenses.
license list active Use to view settings of a currently active license.
license file list Use to list available license files.

Use to add uploaded the license file to the license file

license file add <filename> list from the FTP directory.

license file activate <filename> Use to activate previously added license file.

license file restriction

. Use to view settings of a license file.
<filename>

Adding and activating a new license

For activating a license, please follow these steps:

1) Open License management page in Web GUI ,System/Tools/License management".

2) Press the ,MODIFY" button.

3) Press "Browse" or “Choose File" button (depending on the used web browser),
navigate to the license file (*.lic), select it, and press "Upload".

4) Choose the uploaded license from the list and press the “Activate” button.

If a new license supports the current modem configuration, no changes will be applied.

If the modem was configured to a modem configuration that is not supported by the new
license key, the modem will be reconfigured to the maximum allowed configuration in the
chosen channel bandwidth.

When the license expires, the link capacity will drop to 2 Mbps and you will see a warning on
the Main page.

& When the license expires, the next license in the list needs to be activated manually.

Version 1 licenses always have an “Unlimited” Ethernet rate limit.

System = Tools = Console

The console provides CLI functionality in Web GUI.

A B @ ul 03
Main Over The Air Networking Performance System
Main FW Tools
System Firmware upgrade License management
License remaining time|  Configuration
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration Inventory
ATEC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rx level Loopback configuration
Modem Download troubleshooting file
Bandwidth
s Ll o 100 sk 1o0nuas

Figure 3-170 Accessing Console page
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System / Console

Site A»
configuration
firmware
help

license

- User configuration commands
irmware update and information
CLI usage

- License commands

- Event / Performance log control and configuration

- Modem commands

- Network functionality

- Product toolbox

- Radio commands

- SNMP configuration commands

- System configuration

Figure 3-171 Console in WEB GUI

Use syntax "<command>?" to see information on subcommands.
The list of valid CLI commands can be found at the end of each Web GUI page description.

Please refer to Chapter 4: COMMAND LINE INTERFACE for details on how to connect to other
CLI interfaces (serial, SSH, Telnet).

System - About = About System

Provides a short description of Integra-E/E2/E3 series products.

s §

Over The Air Networking Performance System
Main FW Tools
Firmware upgrade License management
License remaining time|  Configuration Console
P configuration About
Radio side SNMP configuration
Tx mute Configuration file C t
Tx power Users configuration Aventory
ATPC
Duplex shift
Tx frequency Syslog
Rx frequency Diagnostic

Rx level Loopback configuration
Download troubleshooting file
Bandwidth
W Lol k] Aal [ =1nTad "4 ls] [ =1=Ted Al

Figure 3-172 Accessing About System page

System / About System
Next generation all-outdoor microwave radio product

Integra is an unbelievably light, energy efficient carrier-grade system that exemplifies an outstanding return on smart engineering - the synergy of high competence in radio electrenics and materials
science. Integration of next generation microwave radio with high performance antennas into a single unit translates into a lower total cost of ownership, as well as less time spent on the installation site, and
better reliability of the link even in densely served areas.

Figure 3-173 About System page
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System = About > Copyright

Displays copyright information.

f @ ® ul o)

Main Over The Air Networking Performance System
Main FW Tools
System Firmware upgrade License management
License remaining time|  Configuration Console
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file
Tx power Users configuration Inventory
ATPC System configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
R level Loopback configuration
Modem Download troubleshooting file
Bandwidth
Minimum madulation / 571 @ bhns BPSKID BPSKID
Figure 3-174 Accessing Copyright page
System / Copyright

Copyright (c) 2013 SAF Tehnika JSC. All rights reserved.

All content included on this site, such as text, graphics, logos, button icons, images, as well as any compilation in form of collection, arrangement, and assembly is the exclusive property of SAF Tehnika
JSC and protected by Latvia and international copyright laws. All software used on this site is the property of SAF Tehnika JSC or its partners and protected by Latvia and intemational copyright laws. The
content and software on this site may be used as a management tool for Integra microwave radio equipment. Any other use, including the reproduction, modification, distribution, transmission, republication,
display or performance, of the content on this site is strictly prohibited

THE INTEGRA MICROWAVE SOFTWARE AND HARDWARE IS PROVIDED BY SAF TEHNIKA JSC "AS 18" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE SAF TEHNIKA JSC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE AND HARDWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Figure 3-175 Copyright page

System - About - Inventory

Displays hardware related information, including such parameters as MB (Mother Board)
revision, and Product Serial Number.

) @ @ ul £
Main Over The Air Networking Performance System
Main FW Tools
System Firmware upgrade License management
License remaining time|  Configuration Console
Radio IP configuration About
Radio side SNMP configuration About System
Tx mute Configuration file Copyright
Tx power Users configuration
ATPC Systemn configuration
Duplex shift System services
Tx frequency Syslog
Rx frequency Diagnostic
Rx level Loopback configuration
Modem Download troubleshooting file
Bandwidth
Minimum mndnlation F 571 9 khns BPSK| BESKI

Figure 3-176 Accessing Inventory page
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System / Inventory

MB ID 4

MB Sub ID 0

MB revision 2

MAC 000.004.166.129.103.049 - 00.04.A6.81.67.31
Model Integra-E

System Contact techsuppert@saftehnika.com

Device Name SAF

Description SAF microwave radio

Copyright Copyright (c) 2013 SAF Tehnika JSC. All rights reserved.
Product Code DS80ROUOTL

Product Serial Number 393300200031

Enterprise ID 7571

Figure 3-177 Integra-E/E2/E3 Inventory page

CLI commands (Chapter 4: COMMAND LINE INTERFACE)

product info Use to show detailed information on the Integra-E/E2/E3 FODU.

system number Use to show the Integra-E/E2/E3 serial number.
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Command-line interface (CLI) is available via 4 individual interfaces:
Secure Shell (SSH).

Telnet (disabled by default).

Serial terminal.

Web GUI (System - Tools = Console, partial functionality).

The available CLI commands are found in the “CLI commands" tables in the corresponding Web
GUI page sections in Chapter 3 : WEB GUI.

For SSH, Telnet, or serial connection you can use any client supporting the corresponding
interfaces (e.qg., PuTTY, Tera Term, etc.).

CLI commands are not case-sensitive.

& A User can abbreviate commands and parameters as long as they contain enough letters to be
distinguished from any other currently available commands or parameters.

Useful CLI keyboard shortcuts can be printed by CLI command help.

SAF>help
Enter ent line
t line

Er
Up/Down
Ctrl-k
ctrl-w

ration of erroneous user input

Figure 4-1 CLI keyboard shortcuts
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Connecting to serial RS232 interface

To connect to an Integra-E/E2/E3 serial terminal, you will require a USB cable with a USB Type
B connector. Please refer to Chapter USB port for pinouts.

To connect the PC to the RS232 management port, using serial terminal-emulation software
(e.g. PUTTY), use the following parameters:

Baud rate: 115200

Data bits: 8

Parity: None

Stop bits: 1

Data flow control: None

Below are connection steps with PuTTY - Windows freeware software.

1) Open PuTTY and go to the “Serial" category. Specify your COM port number you will be
using, change “Speed (baud)" to “115200" and “Flow control” to “None":

ﬁ PuTTY Configuraticn

S |

Category:

=I- Session
=} Terminal

- Keyboard

- Bell

- Peatures

—I- Window

- Appearance
- Behaviour
- Translation
- Selection

- Colours

—I- Connection

- Diata

- Proxgy

- Telnet

- Rlogin

- 55H

Options controlling local seral lines

Select a zeral line

Serial line to connect to comiz2

Configure the serial line

Speed (baud) 115200

Data bits 8

Stop bits 1

2 More -]
Flow control None—v

||

[ Open

Cancel |

Figure 4-2 PUTTY interface for serial terminal

2) Press "Open" and after pressing "Enter" key following login dialog should appear:

r@ COMLZ - PuTTY

EEIT)

Figure 4-3 Serial terminal login prompt

3) Enter the username and password. Default credentials are as follows:

e login: admin

password: changeme
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4) After successful login "SAF>" prompt should appear (prompt will differ if system name
is not the default one):

£P COM12 - PuTTY ESRER™)

Figure 4-4 Serial terminal prompt

5) Press "Ctrl+C" to log off from the current session.

& Closing the PuTTY window does not log off from the current serial terminal session.

Connecting to SSH

The SSH connection to the Integra-E/E2/E3 FODU is carried out using an Ethernet management
connection. Please refer to the Chapter Ethernet management connection configuration for
Ethernet management port connection details.

You can use any SSH client. Below are connection steps with PuTTY - Windows freeware
software.

1) Open PuTTY, choose “Connection Type": “"SSH", enter the IP address and make sure
that the correct port number is used (“22" by default):

-
ﬁ PuTTY Configuraticn [&J
Category:

=3 Spssion Basic options for your PUTTY session

- Ten I_loglging Specify the destination you wart to connect to
Tml'é;:board Host Name {or IF address) Port
. Bell 1592.168.205.10 22
- Features Connection type:

=1 Window Raw Telnet Rlogin @ S5H Seral
Appea!ance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours "

Default Settings

—I- Connection |ﬂ|
.. Data | Save |
.- Proogy
- Telnet | Delete |
- Rlogin
- 55H
""" Serial Close window on exit:

Always Never @ Only on clean exit
| About | [ Open ] | Cancel |

Figure 4-5 PuTTY interface for SSH connection

2) Press "Open". After a successful connection, the following prompt should appear:

Figure 4-6 SSH login prompt
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3) Enter the username and password. Default credentials are as follows:
e login: admin
e password: changeme
4) After successful login "SAF>" prompt should appear (prompt will differ if system name
is not the default one):

Figure 4-7 SSH prompt

Connecting to Telnet

A Telnet connection to the Integra-E/E2/E3 FODU is carried out using the Ethernet
management connection. Please refer to Chapter Ethernet management connection
configuration for Ethernet management port connection details.

By default, Telnet service is disabled. See the CLI commands in Chapter System =
Configuration = System services on how to manage system services.

You can use any Telnet client. Below are connection steps with PuTTY - Windows freeware
software.

1) Open PuTTY, choose "Connection Type": “Telnet", enter the IP address and make sure
that the correct port number is used (“23" by default).

@ PuTTY Configuration Liz-,l
Category:
=) Sgssion Basic options for your PuTTY session
: TE"" I_.oglging Specify the destination you want to connect to
Tﬂl‘é;:board Host Name (or IP address) Port
- el 1592.168.205.10 23
- Features Connection type:
=1 Window Raw (@ Telnet Rlogin 8SH Seral
:;ppea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
+ Colours Default Settings Load
=J- Connection =
... Data Save
- Prosy
- Telnet Delete
. Rlogin
+- SSH
""" Serial Close window on exit:
Always MNever @ Only on clean exit
About [ Cpen ] | Cancel |

Figure 4-8 PuTTY interface for Telnet connection

2) Press "Open" to connect. After successful connection following prompt should appear:

Figure 4-9 Telnet login prompt

3) Enter the username and password. Default credentials are as follows:

e login: admin

e password: changeme
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4) After successful login "SAF>" prompt should appear (prompt will differ if system name
is not the default one):

Figure 4-10 Telnet prompt
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Chapter 5 : FUNCTIONAL DESCRIPTION

Built-in Ethernet switch

Integra-E/E2/E3 has a built-in 10 Gbps switch with 50 Gbps switching capacity. It has three
LAN ports: LAN1 - 1Gbps PoE-in port that you can use for powering Integra-E/E2/E3 (please
refer to chapter Powering Integra-E/E2/E3 FODU and connecting to PC), LAN2 and LAN3 SFP
ports that can provide up to 10Gbps speed capacity, please refer to SFP ports to see the SFP
compatibility. In Figure 5-1 is shown a schematic drawing of a system without VLAN
configuration (Pipe mode). There is a possibility to separate different kinds of traffic using
VLANS, for example, you can separate MNG traffic from user traffic using different VLANSs.
For more information about VLAN configuration, please refer to Networking = Ethernet >
VLAN.

WAN

CPU

Built-in switch

t14

\, EED  (wme) (ing () (Gw) /

cm O

Figure 5-1 Built-in ethernet switch scheme
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Description of SAF produced PoE injectors

Universal programmable PoE injector (P/N I0ATPI43)

The I0ATPI43 is an indoor Power over Ethernet injector which complies with IEEE 802.3af, LT
PoE++ and Ultra PWR standards. It provides Gigabit Ethernet and DC power via a single
Ethernet cable (Cat5e or better). Built-in protection conforms to the IEC 61000-4-5 standard
(Class 3 up to 2kV surge).

Please check Table 8-2 for cable considerations using PoE produced injectors only for PoE
power supply of Integra.

The accepted input voltage is 10..57V DC. The output voltage is either stabilized to 57V DC
or remains equal to the input voltage depending on selected operating mode.

Iy
| pATA  [DATA+PWR it
‘ ‘ [,_.ﬂ . ; ,

Gbit PoE Injector 4
e TPI43 A

Figure 5-2 I0ATPI43 PoE injector
The front panel has 3 indication LEDs. LED3 indicates the position of DIP switch S2.

Table 5-1 PoE injector IOATPI43 LED indication
PoE enabled and supplied to DATA+POWER port

2 Output voltage is equal to input voltage

3 Input voltage is within the range of 22-57V

Input voltage is within the range of 10-22V

The injector has a built-in DC/DC converter, which can be switched on / off depending on
customer setup. With the DC/DC converter switched on, the output voltage will be stabilized
to 57V, regardless of whether the input voltage varies from 10 to 57V. It is designed to
compensate the voltage loss in long cables or insufficient input voltage from power supply.

In turn, the mode with DC/DC converter switched off is suggested in setups with maximum
output power needed in harsh, hot environments. The power consumed by the injector as
well as the heat dissipated, will be the minimum in this mode. The power supply providing
input voltage should be stabilized in this case and ensure voltage as close to 57V as
possible.

The back panel has 2 switches to operate the PoE injector in different modes.

The PoE injector has a built-in lightning and surge protection preventing transient over-
voltages from damaging radio and user's indoor equipment. Device also has an overcurrent
and short circuit protection, and it is protected against reversed polarity of the input voltage.

Please be aware that proper grounding should always be used for all elements of your site
setup, including the PoE injector and the powered equipment.
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Table 5-2 PoE injector IOATPI143 power mode DIP switch selection
S1 S2 Mode P(out)ymax V(out) Description

1 1 A 120W 57V DC/DC converter switched on; UltraPWR
! 1 B2 90w 57V DC/DC converter switched on; LTPoE++
) ! C 120W =V(in) DC/DC bypass; UltraPWR
! ! D 90w =V(in) DC/DC bypass; LTPoE++

| — DIP switch position DOWN, 1 — DIP switch position UP

& The position of DIP switches must be changed only when the input voltage is disconnected
and PoE injector is turned off.

Table 5-3 Electrical specifications for P/N I0OATPI43
Electrical specification

Data rate Up to 1000 Mb/s
DC/DC Mode Two modes switchable: active / disabled
Input Voltage 10-57V
Output Voltage Two modes switchable: 57 V / equal to the input voltage
Max Output Current 802.3af mode 0.375A
@ UIN 22..57V DC LTPoE++ mode 2.25A
UltraPWR mode 2.8A

Max Output Current

@ UIN 10..22 V DC 802.3af mode 0.375A
Power Connector? 2ESDV-02P, centerline 5.08 mm / 0.2", with screw locks
Ethernet Connectors Shielded RJ45 jacks
Data Lines Pins (1, 2), (3, 6), (4, 5) and (7, 8)
Power Lines +(1,2) and (4, 5); - (3,6) and (7, 8)

Power Clamping Voltage +/-70V

Surge protection according Class 3 up to 2kV surge
to CEI EN 61000-4-5

Max data cable length 100 m

Table 5-4 Mechanical specifications for P/N I0ATPI43
Mechanical specification
Ports - RJ45 - Data
- RJ45 - Data + Power
- DC - 2ESDV-02P socket with screw locks
- Grounding screw

Dimensions (W/H/D): - 82 mm/41 mm/154 mm
Weight - 0.4 kg

Enclosure - Steel

Operating Temperature - -10°C to +50°C
Mounting With bracket (included)

19" rack mounting shelf (P/N IOKTPI11.003)
DIN-rail clip (P/N I0STPI11.001)

2 Default recommended mode
3 2ESDV-02P plug with screw locks is included
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Gigabit Ethernet High power programmable PoE injector (P/N
DXATPI03)

The state-of-the-art Integra compatible SAF Tehnika PoE injector model is DXATPIO03. This
model can be optionally used with Integra-E/E2/E3 FODU for powering option #1 (see
chapter Powering Integra-E/E2/E3 FODU and connecting to PC) instead of the default model
P/N 10ATPI43. For availability of the injector, please inquire your SAF representative.

5. R e e

‘w (%)6') \-\0_7.7//_7_,_,,.— =
FRONT VIEW o - REAR VIEW

i
s
AN
et

e
S =T
SIS e 3

LED INDICATOR

Figure 5-3 PoE injector DXATPIO3 front and rear panel view

All SAF Tehnika injectors have a built-in and always enabled DC/DC converter. The accepted
input voltage is 20..65V DC. The output voltage is stabilized to 55V DC on both PoE
connection DATA+PWR and DC OUT ports. DC OUT port has a current limitation to 3A and
can be used to power Integra also through a 2-wire DC power port.

In the rear panel (for details see Figure 5-3 PoE injector DXATPIO3 front and rear panel view)
injector has 4 DIP switches to configure the injector to different PoE power supply modes.
For details see Table 5-5 PoE injector DXATPIO3 power mode DIP switch selection.

PoE 120W mode provides the most effective surge protection for Integra. In case overload
occurs and output power Pmax on the injector exceeds 120W, then the PoE injector will
switch off/on until the output power decreases below 120W.

& The position of DIP switches should be changed only when the PoE injector is turned off
and no power supply is connected to the DC input port.

Table 5-5 PoE injector DXATPIO3 power mode DIP switch selection

Nr. D (& B A Description

1 % PoE 120W. Passive PoE mode provides maximal power up to
l l l 120W for the connected device.

PoE++ 90W max. LTPoE++ mode when PoE controller output
2 b4 ! 1 l power Pmax (PD power class) is negotiated automatically with
the PD connected. (Pmax =90W)

3 % Passive 15W. Passive PoE mode provides maximal power up
T T l to 15W for the connected device.

4 1 b4 X 1 Factory service mode. Don't use it during normal operation

| — DIP switch position DOWN, T — DIP switch position UP, X — any position
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For PoE power connection Ethernet cable from PoE injector port DATA+PWR must be
connected to Integra RJ-45 port (LANT). Interconnection schemes with Integra are shown in
Figure 5-4 SAF produced PoE injector power connection schema with Integra.

Gigabit Ethernet
DC

Figure 5-4 SAF produced PoE injector power connection schema with Integra

The combined length of Ethernet cables from CPE to PoE injector (“DATA" port) and from
PoE injector to Integra ("DATA+PWR" port on PoE injector) should not exceed 100 m to
provide Ethernet data connection from CPE to Integra. It is recommended to use outdoor
type STP/FTP Ethernet cables Cat5e or better for the connection.

SAF Tehnika injectors are designed to work with any PoE-capable products which have a
Fast Ethernet/Gigabit Ethernet interface and are compatible with Cat5e or Cat6 Ethernet
cables. Each injector has a built-in PoE controller which complies with IEEE 802.3af, IEEE
802.3at, and LTPoE++ (proprietary PoE standard allowing auto-negotiation of up to 90 W
output power delivery with connected PoE device). It also complies with IEC 61000-4-5
standard. Injectors have built-in lightning and surge protection on all connections
preventing transient over-voltages from damaging Integra devices and CPE which are
connected to the injectors. All injectors have also surge voltage protection from improper
grounding and reversed polarity.

For PoE injector front panel LED indication description, see below Table 5-6 PoE injector
DXATPIO3 LED indication.

Table 5-6 PoE injector DXATPIO3 LED indication

Fault on fan 1

Fault on fan 2

The temperature of the injector has reached 50°C and the fan of the device
TEMP starts working. The indication should be on during the normal operation of
the injector.

The injector has an active PoE connection and is working normally

The injector has normal DC voltage on the input port and provides also
normal 55V/3A power to output DC OUT port. Corresponds to normal
working conditions
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Note that in case of short or open circuit occurrence PoE injectors will not turn on.

& To establish a power connection in such a case all the connecting power cables,
connectors and Integra device itself should be inspected to find and eliminate the
faulty spot which causes short or open circuit occurrence.

Table 5-7 Electrical specifications for P/N DXATPIO3
Electrical Specifications

Data rate Up to 1000 Mb/s
DC/DC Mode Always active
Input Voltage, nominal range 20-60V

Input Voltage, maximum peak value 65V

Output Voltage, stabilized 55V

Max Output Current in PoE++ mode 2.2A

Switchable Current limits in PoE passive 0.3A(15W mode) and 2.7A(120W mode)
modes

Power Connector 2ESDV-02P with screw locks
Ethernet Connectors Shielded RJ45 jacks

Data Lines Pins (1, 2), (3, 6), (4, 5) and (7, 8)
Power Lines +(1,2) and (4, 5); - (3,6) and (7, 8)
Power Clamping Voltage +/-70V

Max data cable length 100 m

Table 5-8 Mechanical specifications for P/N DXATPI03

Mechanical specification

RJ45 - Data

RJ45 - Data + Power

DC - 2ESDV-02P socket with screw locks*
Grounding screw

Dimensions (W/H/D): 82 mm/41 mm/154 mm

Ports

Weight 0.45kg (DXATPIO3)

Enclosure Steel

Operating -10°C to +55°C

Temperature

Cooling Temperature controlled fans built-in: 2 pcs (DXATPIO03)

Climatic Class 3.1E compliant (ETSI ETS 300 019-1-3), IP 20;
weather protected locations

With bracket (included)

Mounting 19" rack mounting shelf (p/n 10KTPI11.003)

DIN-rail clip (p/n 10STPI111.01)

Stationary use

Integra radio power connection redundancy

For power connection redundancy Integra device can be powered also simultaneously on
both power ports: 2-wire DC port and LANT RJ-45 port. Yet Integra will have an active power
connection (main) only from one of the two power sources — the other one is in standby
mode and ready to take over the power supply connection in case the main power source
fails.

Note that Integra will use as the main power source the one which is connected to it first.
The only exception here is when at first the device is powered from a PoE injector and then

4 2ESDV-02P plug with screw locks included
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the DC power supply which has also a higher voltage level is connected — in this case,
Integra will switch over to the DC power supply.

Note also that Integra will power on almost immediately and without any delay when
connected to the DC power source. The only requirement here is that the DC power source
should provide at least 38V as a minimum voltage level. However, it will take a couple of
seconds for the device to start from SAF Tehnika PoE injectors. So, in case when the device
is connected simultaneously with the PoE injector and DC power source, it will connect
faster with the DC power source and select it as the main connection. When the PoE injector
detection process will be finished, then it will become the standby power supply in such
connection.

For uninterrupted and hitless power supply failover operation on Integra, there is only 1
possible power connection configuration: Integra has SAF Tehnika DXATPIO3 PoE injector as
the main power source (note that it should be used only in PoE 120W mode) and DC power
supply as a standby power source. If the PoE connection fails, then the device will switch
over without any service interruption to the DC power supply. For such configuration to
correctly work, DC power supply voltage also should be less than from the PoE injector. So, if
SAF Tehnika PoE injectors provide 55V for PoE connection, then the DC power source in
such configuration should have a lower voltage level, for example, 48V. In such connection,
PoE injector should be connected first. Only when Integra device is fully powered from it,
then the DC power source should be connected.

In case Integra’s main power source is DC power supply and SAF produced PoE injector is
used in PoE 120W mode as a standby power source (for DIP switch settings on the injector
see Table 5-5 PoE injector DXATPIO3 power mode DIP switch selection), if main DC power
supply fails, then Integra-X will switch off, after a couple of seconds start detection process
of PoE connection, establish PoE connection and start up again. The longest period here is
the Integra device start-up process which can take 30 — 60 seconds — so this will also
determine service interruption duration in this type of power redundancy configuration in
case of main power supply breakdown. Another vulnerability of this power connection is
when the main DC power supply does not fail completely and under some circumstances its
voltage level just decreases under 38V, for example, even providing just 10V, then Integra will
not switch over to stand-by PoE power connection and will still try using main DC power
supply as the main power source with insufficient voltage level. Such incidents can cause
Integra to stop working normally till the DC power supply is turned off or breaks down
completely. To avoid such situations additional power monitoring and control equipment
should be used with this type of redundant power connection.

Note that DXATPIO3 can be used for both power connections: PoE power supply from
Ethernet DATA+PWR port and DC power supply from DC OUT 55V port on the back of the
injector (see Figure 5-3 PoE injector DXATPIO3 front and rear panel view). As both injector
outputs still depend on the power from the same source, then power redundancy can't be
insured just by using both power outputs of just one DXATPIO3 PoE injector. Each PoE
injector can provide only one power connection to each Integra device and its' second power
port can be used to power some other equipment, even possibly some 2™ Integra device in
the same site location. As mentioned above for full hitless power redundancy configuration
DXATPI03 injector can be used only connected to Integra LANT port from "“DATA+PWR" port
providing PoE connection as the main power source, but as a standby power source, some
additional DC power supply with lower voltage level than 55V should be connected to 2-wire
DC port of Integra.

ACMB (Adaptive Coding and Modulation and
Bandwidth)

ACMB technology allows operators to achieve high-capacity data transmission over
microwave links and improve link utilization. This reduces both operational and capital
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expenditures for maintaining high-capacity links. ACMB can maintain the highest link
spectral efficiency possible at any given time in any link condition.

In traditional voice-dominated wireless backhaul transmission networks, service availability
levels of 99.995% are the norm.

However, newer services such as Internet browsing, video streaming, and video conferencing
can operate at more relaxed availability levels. For example, when bad weather has
decreased the channel capacity of a link, ACMB maintains the best possible capacity in
given conditions. The link will stay up, synchronization is not lost, but the traffic data rate is
decreased.

Link &
throughput
2000MHz, 2000MHz,
1280AM 1280AM
106G =

2000MHz, 2000MHz,
6404M 640AM

2000MHz,
BPSK

Worse than The worst

Weath
bad weather weather Average Good eather

over time

Good Average

Figure 5-5 Modulation switching scheme

When conditions are clear, the wireless link operates at maximum capacity and provides all
services with the full data rate. When link conditions are poor — during harsh rain, for
example — services are adapted dynamically to the changing link conditions. This is done by
provisioning bandwidth according to the radio conditions.

An ACMB profile defines the link parameters (modulation and bandwidth) for a given range
of the MSE (Mean Square Error) alone, which is inverse of SNR (Signal to Noise Ratio). The
MSE range of each profile defines the threshold for switching from one ACMB profile to
another. Each ACMB profile has a different spectral efficiency, derived from its modulation
and bandwidth.

To maintain linearity, Tx power decreases for higher modulations, because nonlinearity
introduces an error that decreases MSE. Therefore, the Tx power difference between BPSK/4
and 256QAM is 6dB.

The ACMB switching rate is hitless, meaning that no data will be lost during a change of
ACMB profiles.

The receiver continuously monitors the link condition based on MSE value.

Once the MSE exceeds the threshold of the current ACMB profile, which is higher than the
threshold for BER105, which makes sense if we take into account that switching must take
place when there are no errors yet, an ACMB switching process will be initiated. In case of
further radio link degradation, the new ACMB profile will include lower modulation,
decreasing the link bitrate. The lowest modulation is BPSK/4, which means that the lowest
modulation is BPSK, and if MSE continues to decrease, the bandwidth is decreased in half
twice in sequence resulting in a better RX threshold.
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MSE values for ACM downshift and upshift can be found in tables below.

Table 5-9 MSE for ACMB (dB) / indicative Rx level (dBm) for legacy Reed Solomon modem
profiles in fixed Tx power mode (compatible with both Integra-E and Integra-E2/E3 radios)

62.5MHz 125MHz 250MHz
BPSK/2-->BPSK/4 -9.4/-T7.5 -9.6/-74
BPSK/2<--BPSK/4 -13.9/-75.5 -13.9/-72.5
BPSK-->BPSK/2 -9.5/-78.5 -9.5/-74.5 9.8/ -71
BPSK<--BPSK/2 -14.0/-76 -13.8/-72.5 -14.2/ -69
4QAM-->BPSK -14.1/-735 -14.2/-70 -14.4/-66.5
4QAM<--BPSK -15.8/-71.5 -15.7/ -68 -16.0/ - 64.5
160AM-->4QAM -20.4/ -66.5 -20.3/-63 -20.8/-59.5
160AM<--4QAM -22.7/-64.5 -22.8/ -61 -23.2/-51.5
320AM-->160AM -23.2/-63.5 -23.1/-60 -23.6/-56.5
320AM<--160AM 247/ -62 -25.0/-58 -25.4/-54.5
64QAM-->320AM -26.2 /-60.5 -26.2/ -57 -26.5/-53.5
64QAM<--320AM -27.8/-58.5 -28.0/ -55 -28.2/-51.5
1280AM-->640AM -28.9/-57 -28.9/-54 -29.2 /-50.5
1280AM<--64QAM -30.4/ -55.5 -30.5/ -52 -30.8/-48.5
256QAM-->1280AM -32.1/-52.5 -31.8/-50.5 -32.0/-47
256QAM<--128QAM -33.0/-51.5 -33.1/-48.5 -33.2/-45.5

500MHz 1000MHz 2000MHz
BPSK/2-->BPSK/4 -10.0/-71.5 -10.3/-68.5 -10.3/-65
BPSK/2<--BPSK/4 -14.4/-69 -14.5/ -66.5 -15.0/ -63
BPSK-->BPSK/2 -9.9/-68 -10.1/-65 -10.2/-62
BPSK<--BPSK/2 -14.7/-66 -14.7/-63.5 -15.0/ -60
4QAM-->BPSK -15.0/-63.5 -15.0/ -60 -15.1/-57
4QAM<--BPSK -16.3/-61 -16.5/-58.5 -16.7/ -55
16QAM-->4QAM -21.2/-56.5 -21.0/-53 -21.1/-50
160AM<--4QAM -23.7/ -54 -23.7/ -51 -23.8/-48
320AM-->160AM -23.8/-53 -23.8/ -50 -23.7/ -47
320AM<--160AM -25.7/ -51 -25.7/ -48 -25.5/ -45
64QAM-->320AM -26.9/-50 -27.0/ -47 -26.8/-43.5
64QAM<--320AM -28.7/ -48 -28.6/ -45 -28.4/ -41
1280AM-->64QAM -29.7/ -47 -29.9/ -43.5 -29.2 / -40
1280AM<--64QAM -31.3/-45 -31.1/-41.5 -30.5/-37.5
256QAM-->1280AM -32.0/ -44 -31.9/-40.5
256QAM<--128QAM -33.6/-42 -33.3/-38.5
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Table 5-10 MSE for ACMB (dB) / indicative Rx level (dBm) for legacy Reed Solomon modem
profiles in variable Tx power mode (compatible with both Integra-E and Integra-E2/E3

radios)
62.5MHz 125MHz 250MHz
BPSK/2-->BPSK/4 -9.4/-82.2 -9.6/-79.4
BPSK/2<--BPSK/4 -14.0/-79.2 -13.9/-76.3
BPSK-->BPSK/2 -9.3/-82.8 -11.6/-79.3 -9.5/-76.3
BPSK<--BPSK/2 -12.7/-79.9 -13.8/-76.3 -14.3/-72.8
4QAM-->BPSK -14.2/-77.0 -14.3/-73.5 -14.8/-69.8
4QAM<--BPSK -156.8/-74.4 -16.0/-70.5 -15.8/-67.0
16QAM-->40AM -20.6 /-69.7 -20.9/-66.0 -21.1/-62.8
16QAM<--40AM -23.5/-66.1 -24.0/-62.6 -24.1/-59.6
32QAM-->16QAM -23.7/-67.3 -23.6 /-63.1 -24.0/-59.7
32Q0AM<--16QAM -25.8 /-64.1 -26.0/-60.5 -26.4/-57.1
640AM-->320QAM -26.3/-64.4 -26.7/-60.3 -27.0/-57.0
64QAM<--320AM -28.3/-62.1 -28.8/-58.4 -29.0/-55.0
1280AM-->640AM -29/-60.5 -29.2/-57.3 -29.5/-53.4
128QAM<--64Q0AM -30.4 /-59.5 -30.9/-55.9 -31.1/-52.4
256QAM-->128QAM -31.5/-57.3 -32.0/-53.8 -32.2/-49.9
2560AM<--128QAM -32.7/-56.5 -33.4/-53.0 -33.3/-49.1
500MHz 1000MHz 2000MHz

BPSK/2-->BPSK/4 -9.8/-75.3 -10.0/-72.7 -10.4/-69.1
BPSK/2<--BPSK/4 -14.4/-72.8 -14.8/-70.2 -15.0/ -66.6
BPSK-->BPSK/2 -10.1/-72.3 -9.9/-69.1 -10.5/-65.3
BPSK<--BPSK/2 -14.4/-69.3 -14.8 /-66.7 -15.0 / -63.1
4QAM-->BPSK -14.9/-66.6 -15.1/-63.5 -15.2/-60.2
40AM<--BPSK -16.3/-64.1 -16.6/-61.4 -16.5/-57.8
16QAM-->4QAM -21.4/-59.3 -21.3/-56.7 -21.3/-53.0
16QAM<--40AM -24.8 / -56.1 -24.9/-53.9 -24.8/-50.3
32QAM-->16QAM -24.3/ -56.6 -24.3/-53.9 -24.1/-50.2
32QAM<--16Q0AM -26.6 / -54.2 -26.7/-51.3 -26.5/-47.6
64QAM-->320QAM -27.3/-53.7 -27.3/-50.4 -27.2/-473
64QAM<--320AM -29.2/-51.7 -29.5/-48.8 -29.1/-45.1
128QAM-->640AM -30.0/-50.4 -30.0/-47.9 -29.4/-44.2
128QAM<--640AM -31.5/-49.2 -31.6/-46.6 -31.0/-42.8
256QAM-->1280QAM -32.3/-47.4 -32.1/-44.9

256QAM<--128QAM -33.9/-46.3 -33.7/-44.0
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Table 5-11 MSE for ACMB (dB) / indicative Rx level (dBm) for LDPC modem profiles in fixed
Tx power mode (compatbible only with Integra-E2/E3 radios)

62.5MHz 125MHz 250MHz
BPSK-->BPSK/2 -10.2/-74.0
BPSK<--BPSK/2 -12.8/-71.7
40AM-->BPSK -121/7-11.7 -12.1/-75.3 -12.4/-71.5
40AM<--BPSK -13.8/-69.6 -13.9/-72.6 -14.1/-69.3
16QAM-->4QAM -18.5/-66.4 -18.5/-67.9 -18.9/-64.7
16QAM<--4QAM -20.1/-64.1 -20.2/-66.2 -20.5/-62.7
32QAM-->16QAM -21.1/-64.3 -21.4/-64.7 -21.9/-61.3
32QAM<--160QAM -23.3/-61.9 -23.3/-62.7 -23.7/-59.3
64QAM-->320AM -24.0/-62.5 -23.9/-62.2 -24.3/-58.6
640AM<--320AM -25.9/-59.8 -25.9/-60.1 -26.2/-56.5
1280AM-->64QAM -26.9/-60.4 -26.9/-59.1 -27.2/-55.6
1280AM<--640AM -28.6 /-57.9 -28.7/-56.9 -29/-53.4
256QAM-->1280AM -29.4/-58.3 -29.5/-56.1 -29.8/-52.6
256QAM<--1280AM -31.4/-56.2 -31.4/-53.8 -31.8/-50.4
512QAM-->256QAM -32.2/-56.3 -32.1/-53.3 -32.5/-49.6
512QAM<--256QAM -33.7/-54.2 -33.8/-50.9 -34.1/-47.4
1024QAM-->512QAM -34.8/-53.0 -34.7/-50.1 -35.0/-46.3
1024Q0AM<--5120AM -36.2/-51.0 -36.3/-47.9 -36.7/-44.2
500MHz 1000MHz 2000MHz

BPSK/2-->BPSK/4 -10.1/-75.3 -10.2/-71.5 -10.4/-68.0
BPSK/2<--BPSK/4 -13.7/-73.3 -14.8/-69.5 -15.1/-65.8
BPSK-->BPSK/2 -10.1/-71.8 -10.3/-68.3 -10.5/-64.2
BPSK<--BPSK/2 -14.9/-69.7 -15.1/-66.0 -15.3/-62.4
40AM-->BPSK -12.8/-68.9 -13.5/-64.8 -13.8/-60.5
40AM<--BPSK -14.5/-66.7 -15.0/-62.8 -15.6 / -58.5
16QAM-->4QAM -19.2/-62.1 -19.8/-57.9 -20.5/-53.8
16QAM<--4QAM -21.1/-60.3 -21.7/-56.2 -22.3/-51.8
32QAM-->16QAM -22.1/-58.4 -22.7/-54.7 -23.2/-50.6
32QAM<--160QAM -24.2 / -56.2 -24.7/-52.5 -25.0/-48.5
64QAM-->320AM -24.8/-55.6 -25.4/-51.8 -25.8/-47.8
64QAM<--320AM -26.9/-53.5 -27.3/-49.8 -27.6/-45.5
128QAM-->64QAM -27.7/-52.6 -28.3/-48.7 -28.6 / -44.5
1280AM<--640AM -29.8/-50.3 -30.1/-46.4 -30.0/ -42.5
256QAM-->1280AM -30.3/-49.4 -30.8/-45.5
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2560AM<--128QAM -32.4/-47.2 -32.6 /-43.5
512QAM-->2560AM -33.0/-47.3 -33.3/-43.6
512QAM<--2560AM -34.6 /-44.9 -34.9/-41.2
1024QAM-->512Q0AM -35.3/-44.2 -35.4/-40.1
1024Q0AM<--5120AM -36.9/-41.6 -36.5/-38.1

Table 5-12 MSE for ACMB (dB) / indicative Rx level (dBm) for LDPC modem profiles in
variable Tx power mode (compatbible only with Integra-E2/E3 radios)

62.5MHz 125MHz 250MHz
BPSK-->BPSK/2 -10.8/-74.8
BPSK<--BPSK/2 -12.6/-72.7
4QAM-->BPSK -12.3/7-79.7 -11.9/-76.0 -12.2/-72.6
40AM<--BPSK -13.8/-77.6 -13.8/-73.6 -14.0 / -70.0
16QAM-->4QAM -18.6/-71.9 -18.4/-69.1 -18.5/-65.5
16QAM<--40AM -21.2/-70.2 -21.3/-66.5 -21.3/-63.1
320AM-->16QAM -21.3/-69.5 -21.3/-66.2 -21.3/-62.6
320AM<--16QAM -24.2/-67.2 -24.0/-63.8 -24.2/-60.2
640AM-->320AM -24.1/-67.0 -23.9/-63.4 -25.2/-59.2
64QAM<--320AM -26.9/-64.4 -26.8/-61.0 -27.2/-57.4
128QAM-->64QAM -26.9/-64.4 -26.6 / -60.7 -27.2/-56.8
128QAM<--640AM -29.5/-61.4 -29.3/-58.3 -29.8/-54.6
256QAM-->128QAM -29.4/-61.1 -29.4/-57.6 -29.7/-54.1
256QAM<--128QAM -32.2/-58.7 -32.1/-55.1 -32.5/-51.7
512QAM-->256QAM -32.1/-58.3 -31.9/-55.0 -32.4/-51.1
512QAM<--256QAM -34.3/-55.7 -34.3/-52.5 -34.7/-48.9
10240AM-->5120AM -34.9/-54.7 -34.5/-51.9 -34.9/-48.2
10240AM<--5120AM -36.8/-52.4 -36.9/-49.4 -37.0/-46.0
500MHz 1000MHz 2000MHz
BPSK/2-->BPSK/4 -11.3/-75.9 -10.1/-72.9 -15.2/-68.7
BPSK/2<--BPSK/4 -13.8/-72.9 -14.5/-70.4 -10.3/-66.2
BPSK-->BPSK/2 -9.9/-72.3 -9.9/-69.1 -10.4/-65.2
BPSK<--BPSK/2 -14.5/-69.8 -15.1/-66.6 -15.1/-63.3
4QAM-->BPSK -12.5/-69.0 -13.2/-65.6 -13.9/-61.3
4QAM<--BPSK -14.1/-66.6 -14.7/-63.7 -15.7/-59.1
16QAM-->4QAM -19.0/-62.2 -19.6 / -58.7 -20.1/-54.6
16QAM<--40AM -22.0/-59.8 -22.8/-56.4 -23.4/-52.1
320AM-->16QAM -21.9/-59.1 -22.6 /-55.6 -23.1/-51.2
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32QAM<--160QAM -24.7/-56.9 -25.3/-53.4 -25.8/-49.1
64QAM-->320AM -24.6 / -56.2 -25.3/-52.7 -25.7/-48.4
64QAM<--320AM -27.4/-53.9 -27.9/-50.7 -28.4/-46.0
128QAM-->64QAM -27.5/-53.2 -28.2/-49.6 -28.5/-45.5
128QAM<--640AM -30.2/-50.9 -30.6 / -47.6 -30.8/-42.8
256QAM-->1280AM -30.2/-50.6 -30.8/-46.7
256QAM<--1280AM -32.9/-48.3 -33.2/-445
512QAM-->2560QAM -32.9/-47.6 -33.3/-43.7
512QAM<--256QAM -35.0/-45.4 -349/-41.7
10240AM-->5120AM -35.1/-44.8 -35.3/-40.7
10240AM<--5120AM -37.1/-42.5 -36.8/-38.4

For example, the link is configured to 128QAM modulation in 2000MHz ETSI bandwidth. To
operate with the highest modulation (and maximum capacity), MSE should be <-29.2dB. If
MSE exceeds the threshold of -29.2dB, ACMB will downshift to 64QAM. Degrading further
below -26.8dB will downshift to 32QAM. At MSE >-15.1dB modulation will be BPSK. Further
link degradation will trigger BPSK/2 modulation, as a result, the link will be operating with
BPSK modulation and bandwidth 1000MHz (2000/2). Accordingly, BPSK/4 with given
parameters means BPSK and 500MHz bandwidth. This keeps the link working but with a
decreased bitrate of 268Mbps until MSE reaches -6.0dB and only then link loses
synchronization.

When MSE improves, upshift thresholds will be used. ACMB will upshift back to 128Q0AM
when MSE exceeds -30.5dB.

Alternatively, ACMB can also be used to increase the link distance, resulting in added link
spectral efficiency. The same concept is implemented as previously, with the margins that
were kept for 99.995-percent bandwidth availability now used to increase the link distance.
Whenever the link conditions are degraded, the system will switch to an ACMB profile with
lower spectral efficiency to maintain link synchronization.

In comparison, a system using 128QAM/2000MHz without ACMB and providing a similar
capacity would offer only 99.964% of availability. You would have to decrease the distance,
decrease modulation, or increase antenna sizes to achieve 99.995% availability for the given
link.

This example demonstrates how the new technology, based on an ACMB mechanism, can
play a key role in the development of cost-effective next-generation wireless access
networks, by taking advantage of traffic evolution from synchronous TDM traffic to packet
IP-based traffic.

ATPC (Automatic Transmit Power Control)

ATPC can be used together with ACMB to control the transmitted power in any given ACMB
profile. Different configurations can be implemented to achieve maximal spectral efficiency
or minimal transmitted power using both features in combination. One implementation could
target maximal spectral efficiency by trying to reach the highest ACMB profile, while the
other is willing to compromise on some of the spectral efficiency enabling CCl and ACI
reduction. In any chosen configuration, ATPC reduces the average transmitted power,
benefiting each ACMB profile and any link condition.

The E-band radio waves have fast attenuation increase due to precipitation and therefore
the links have high Rx levels during good weather conditions. Taking into account that short
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distance of E-band links can lead to oversaturation of the Integra-E/E2/E3 receiver and MSE
degradation, as a result, downshifting ACMB modulation and decreasing the throughput.
ATPC tackles these limitations by reducing Tx power during favorable weather conditions
and rising Tx power when link attenuation increases.

Integra-E/E2/E3 receives information about the Rx level from the far-end Integra-E/E2/E3
through the service channel. Depending on the received Rx level parameter, the local
Integra-E/E2/E3 adjusts the transmitter power to keep it within the limits of the “Rx (remote)
level range". Recommended Rx level range is -35dBm...-25dBm. See Chapter Over the Air for
further details.

& Rx level >-10 dBm will result in about 1dB degradation of MSE compared to <-15 dBm Rx
levels.

AES - Advanced Encryption Standard

Encryption helps to protect information by transforming the original message, called
plaintext into an encoded message, called ciphertext. For example, the plaintext message
“This is text", encoded might look like “RtUx@«5D3-hi".

AES (Advanced Encryption Standard) is a standardized version of Rijndael cipher algorithm.
The AES algorithm is capable of using cryptographic keys of 128, 192, and 256 bits to
encrypt and decrypt data in blocks of 128 bits. Based on key size AES is named AES-128,
AES-192, or AES-256.

& AES-256 encryption is available in Integra-E3 model.

SAF's AES-256 encryption fully complies with Federal Information Processing Standards
Publication 197 (2001) and has been certified with NIST (FIPS-197) for Integra-E3.

AES 256-bit bit key is a 64 hexadecimal values (0-9, A-F) sequence. This 64-hex pre-shared
key can be entered manually or generated using "Generate random key" button. In the latter
case an internal software secure random number generator will be used for that purpose.
The same key has to be used on both sides of the link.

The plaintext input 128-bit block is arranged in the form of a 4 x 4 square matrix of bytes.
This block is copied into the state array, which is modified at each stage of encryption or
decryption. After the final stage, the output state is copied to an output matrix.

Encryption/decryption starts with an initial single transformation (AddRoundKey), followed
by 13 rounds each containing four distinct transformation functions: byte substitution
(perform a byte-by-byte substitution of the block), ShiftRows (permutation), AddRoundKey
(bitwise XOR of the current block with a portion of the round key), and MixColumns (a
substitution that makes use of arithmetic over bytes). The final round contains only the first
three transformations of the above.
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Figure 5-6 AES-256 algorithm illustration

Each transformation takes 4 x 4 matrices as input and produces a 4 x 4 matrix as output.

The key expansion function generates 15 round keys to be used at rounds. Each round key
serves as one of the inputs to the AddRoundKey transformation.

The AES-256 algorithm is illustrated in Figure 5-3.

The Cipher Feedback (CFB) confidentiality mode (described in NIST SP 800-38A
recommendation in chapter 6.3) is used in conjunction with AES-256 algorithm in Integra-X2
and Integra-E3 products. This 128-bit CFB mode features the feedback of successive
ciphertext segments into the input blocks of the forward cipher to generate output blocks
that are exclusive-OR’ed with the plaintext to produce the ciphertext, and vice versa. An
unpredictable initialization vector (IV) provided by internal operating system random number
generator is used for CFB implementation.

The CFB mode is illustrated in Figure 5-4.
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Figure 5-7 The CFB Mode

Link State Propagation and Backup

Link state propagation

Link state propagation (LSP) functionality allows shutting down specified LAN ports if
synchronization loss events occur so that customer-premises equipment (CPE) can apply
necessary changes promptly. LSP could be used for faster backup link activation or when
link aggregation is used with external switches. There could be a situation when the radio
link has errors or there is a critical drop of the bitrate, but this is not effectively detected by
the connected CPE switch and data loss could occur.

For example, let's look at a time delay at LACP when detecting the fault of a LAG (Link
Aggregation Group) member. Please see Figure 5-8 below.
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LAG member 1 [
< >C
< LAG member N >G '

o]

external switch 2

external switch 1

Figure 5-8 Link aggregation with LSP

During the normal operation, all LAG members have equal capacity, and external switches
are passing data from all ports. If one of the LAG member links has failed or decreased link
capacity below a certain level, then LACP doesn't react instantly, there usually is about a
minute when data is still sent to the faulty member and lost. To avoid this, LSP steps in —
you can configure certain thresholds for the Integra-E/E2/E3 (see Networking = Ethernet >
Link State Propagation and Backup for the details on configuration) for Tx or Rx, or both Tx
and Rx bitrates on the WAN port when the link is considered down, thus blocking port
instantly and forcing LACP to exclude this path from the LAG or switch to backup link to
avoid data loss during the fault detection time.

The main configurable parameter is "Min required capacity” — the link capacity value under
which LSP is triggered, forcing the designated LSP port to switch to a disabled state. Please
pay attention to the considerations below:

1) Check the management channel configuration — if the management is accessible
only through the port with enabled LSP, access to the radio will be lost. To avoid this,
we recommend using a different port for the management when using LSP or
Backup-Link functionality. Management cables are not shown in Figure 5-8.

2) When traffic is asymmetric in both directions, you can choose the traffic direction
which triggers LSP using “Mode" selection. It is possible to choose ingress or egress
traffic and specify the appropriate threshold for it.

& By default, “Min required capacity” is set to “0", meaning that LSP is triggered only when link
synchronization is down.

LSP state is switched off when configured “Min required capacity” is exceeded. There is a
special case when “"LAN auto recovery” is not “0". In this case, the LSP state is switched “off"
after the configured time and the port becomes active.

Backup link

The Backup-link has the same activation logic as LSP; however, in this case, data is not
dropped, but switched to a “Backup-link port". This allows to activate a LAN port when link
synchronization is down, or link capacity drops below a defined threshold while keeping the
LAN port disabled during normal operation. This allows Integra-E/E2/E3 to carry traffic
during normal conditions and reroute the traffic flow to a backup link when configured
trigger conditions are met. See the example in Figure 5-9.
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Main high capacity link
Integra E 10Gbs link

80GHz

to CPE to CPE

Backup network

Figure 5-9 Integra-E/E2/E3 with Backup-link

In case of main link failure, traffic is switched to configured backup ports. There could be
backup through the IP network or the possibility to use another radio link with a lower
frequency and better resilience to attenuation caused by precipitation. Please see Figure
5-10 where the backup is realized by an unlicensed SAF microwave, for example, Integra-GS
24GHz unlicensed link. If the main link fails, then data will be switched to the 24GHz link.
When the backup link is activated, the MAC table is cleaned, and WAN discards traffic.
Remote side management is available through the backup link.

Main high capacity link

Integra E 10Gbs link

\ |
‘ ‘ 80GHz

to CPE

to CPE
g ——
T wiE - backup link

SAF backup link m Integra-E

24GHz unlicensed

. o link

backup link
from Integra-E

Figure 5-10 Backup through an unlicensed link
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Inverse Backup

The Inverse Backup logic is very similar to Backup-link mode, but the main difference is that
Main data link and Backup link are reversed. See the example below in Figure 5-11:

Backup Integra link

to CPE e

Main data link

Figure 5-11 Backup Integra-E link with Main data link

The terminology used for the Inverse Backup state on the WEB GUI page remains the same as
& for the Backup-link state. Refer to Networking = Ethernet = Link State Propagation and
Backup section for the description of the corresponding WEB GUI page.

During normal operation, traffic on the backup Integra-E/E2/E3 is switched to the configured
Backup-link port, which should be connected to the Main data link, but the WAN (on the
Backup Integra link) discards traffic.

During the connection failure on the configured Backup-link LAN port, traffic is switched to
the Backup Integra link WAN port, and the Main data link becomes completely isolated,
meaning that management access to the Main data link equipment will be unavailable via
Backup-link LAN port. It is important that equipment on the Main data link is capable of
disabling the LAN port connected to the backup Integra-E/E2/E3 if the Main data link fails,
otherwise switchover to the Backup Integra link will not take effect.

Link state propagation Advanced

LSP Advanced functionality provides the ability to separately configure WAN status trigger
conditions and timers for each LSP port. This means that ACM switching to some
modulation ensuring a particular WAN speed may trigger the disabling of one LSP port and
the enabling of another. Each port separately monitors WAN condition and has its own
min/max Ethernet capacity thresholds.

“WAN Trigger” condition activation (True state) — triggers the corresponding port to switch
off.

“WAN Trigger" condition is responsible for monitoring the status of the WAN link and
provides information about whether the LSP port must be switched to "DOWN" or "UP" state.
“WAN Trigger” allows to specify the WAN capacity range (0 — 10000 Mbps, the value "0"
means that LSP Advanced is triggered in case of synchronization loss) within which a trigger
must be enabled or disabled. The "WAN Trigger" logic has direct and inversed modes of
operation: "Normal” and “Inverse", where “Normal" mode activates the trigger when the
capacity is outside of the configured range, and “Inverse” activates the trigger when the
capacity is within the configured range.

LSP port switching action after the "WAN Trigger" action can be delayed by using the "Timer
on Activation”" and "Timer on Deactivation". The “Timer on Activation” provides a time delay
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after the "WAN Trigger" switches from “False" to “True" state before the LSP port switches to
“DOWN" state. The "“Timer on Deactivation" provides a time delay after "WAN Trigger"
switches from “True" to "False" state before the LSP port switches to "UP" state. See the
“WAN Trigger" and timer logic in Figure 5-12.

Min Max
0 (SyncLoss) Capacity Capacity 10 Gbps
v v
Mode “Normal” | WAN trigger = True WAN trigger = False WAN trigger = True
Mode “Inverse” | WAN trigger = False WAN trigger = True WAN trigger = False
R e
SyncLoss Wait Activation timer Set port DOWN
WAN Trigger = True Wait Activation timer Set port DOWN
WAN Trigger = False Wait Deactivation timer Set port UP

Figure 5-12 LSP Advanced "WAN Trigger" logic

Adaptive equalizer

The Integra-E/E2/E3 features an adaptive equalizer, which is a filter that automatically
adapts to time-varying properties of a communication channel with selective fading, having
a target to compensate the inequalities in frequency response, mitigating the effects of
multipath propagation. In wireless telecommunications, using QAM modulation this filter
equalizes not only a separate quadrature channel, but provides cancellation of cross-
interference between them.

In the Integra-E, the adaptive equalizer is realized as a complex-arithmetic 40-taps digital
FIR (Finite Impulse Response) filter. In other words, the equalizer is a selective frequency
amplifier and attenuator, a device, which in application to IF (Intermediate Frequency) band-

limited signal is schematically shown in the picture below:

POWER
POWER

bl

FREQUENCY EQUALIZER FREQUENCY

Figure 5-13 Adaptive equalizer

FTP directory

The FTP directory of the Integra-E/E2/E3 can be used in combination with CLI commands to

backup/restore system configuration, upload another FW version, and upload a new license
file.

The FTP directory is a separated area of internal memory in Integra-E/E2/E3.

The FTP directory function is deactivated by every restart of the Integra-E/E2/E3 and all files
from this special area are wiped out.

1) Use the CLI command system service ftp enable to activate FTP directory function.

2) After the system service ftp is enabled, it is possible to connect to the Integra-
E/E2/E3 by using your favorite FTP client. The username is anonymous, and the
password is empty.
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Here is an example of an FTP connection to an Integra-E/E2/E3 using FileZilla:

Eile Edit View Transfer Server Bookmarks Help

Z2-EFTTIEI o0 x> =aec s

Host: Username: Password: | | Port: | | | Quickconnect ||Z|

Status: Connecting to 192,168.205,10:21..,
Status: Connection established, waiting for welcome message..
Status: Insecure server, it dees not support FTP over TLS,
Status: Legged in
Status: Retrieving directory listing...
Status: Directory listing of "/ successful
Local site: | Ch\ v | Remote site: | / v
----- | Documents L =R
£7-18 This PC 3 cfg
- & C: (Windows) ----- 2 firmware
; 1. SRecycle.Bin ----- 2 lic
| SWINDOWS.~ET i || mdm
L SWindows.~WS v e 4 misc

Figure 5-14 FileZilla connected to Integra-E/E2/E3 FTP

The FTP area has several sub-directories separating every sub-function:

For uploading configuration files. For more information see Chapter System

cfg - Configuration = Configuration file.

fi For uploading firmware files. For more information see Chapter System >

irmware .
FW =2 Firmware upgrade.

lic For uploading license files. For more information see Chapter System =
Tools 2 License management.

mdm For service use only.

misc For service use only.

& After finishing your work with the FTP directory, deactivate it by the CLI command system
service ftp disable.

Firmware upgrade management with SNMP

The firmware upgrade procedure can be performed using a set of SNMP read/write
variables. This allows optimizing the process for a large number of radio units in a network.

The following steps describe the whole process.

1) Enable the FTP  server by  setting (SNMP  SET  command)
integraEsysServicesFtpSwitch variable to “2".

2) Check if the FTP server is enabled by reading (SNMP GET command) the following
variable: integraEsysServicesFtpSwitch.

3) Transfer the required firmware file (“bin" file inside the FW package archive) to the
"firmware” folder in the FTP directory (for more information, refer to Chapter FTP
directory). Use the following FTP address: ftp://anonymous@DEVICE_IP:/firmware/
(where DEVICE_IP should be substituted with the IP address of Integra-E/E2/E3).

4) Initiate the upload of the transferred firmware file by setting
integraEsysServicesFwUpload variable to “1". Only a single firmware file is allowed
to be present in the "firmware” folder during the upload. Please note that the
command execution usually takes up to 30 seconds, and SNMP read/write requests
will return the timeout error during this time. In about 30 seconds, the newly
uploaded firmware should be seen in integraEsysServicesFwAvailView list (see the
next step) and available for installation.
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5) View information about the firmware versions already available for installation by
reading integraEsysServicesFwAvailView variable: you will get a string containing
index numbers and names of all firmware versions available for installation (n1:
candfw1; n2: candfw2; etc.).

6) As the memory allocated for the firmware files is limited, the upload can fail if there
are several firmware versions already uploaded (a maximum of 5 files are
permitted). The unnecessary items can be removed with
integraEsysServicesFwRemove variable (setting to “n", where “n" is the index
number of selected firmware file from integraEsysServicesFwAvailView list). All
items can be removed by setting integraEsysServicesFwRemoveAll variable to “1".

7) Install the required candidate firmware by setting integraEsysServicesFwinst
variable to “n", where “n" is the index number of the selected firmware file from
integraEsysServicesFwAvailView list. Please note that the installation execution
usually takes up to 30 seconds, and SNMP read/write requests will return the
timeout error during this time.

8) In about 30 seconds, initiate system reboot by setting integraEsysServicesReboot to
“r.

9) After the system reboots, check
integraEsysServicesFwCurrinfo variable.

10) As additional functionality, a user can switch between two firmware banks (fw1 and
fw2) using integraEsysServicesFwSwitchNext variable (setting to “1/2" for fw1/fw2
bank accordingly). This will change the firmware bank that will be used during the
next startup. The currently used firmware bank can be viewed by reading
integraEsysServicesFwSwitchRunning variable. The firmware bank selected for the
next startup can be checked by reading integraEsysServicesFwSwitchNext variable.
Please note that when the firmware is installed it is assigned to a vacant bank (not
occupied by the previously running firmware); this bank will be selected for the next
startup automatically.

The description of the relevant OIDs is given in the table below:

the current FW version by reading

integraEsysServicesReboot

(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.1) WRITE Set "1" to initiate a system reboot.
integraEsysServicesFtpSwitch READ-WRITE Status and on/off switch for the FTP
(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.2) server (set "1/2" to disable/enable).
integraEsysServicesFwCurrinfo . . .
(1.3.6.1.4.1.7571.100.1.1.7.9.4.39.3) READ-ONLY Currently running FW information.
integraEsysServicesFwAvailView READ-ONLY List of the uploaded FW files
(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.4) available for installation.
integraEsysServicesFwRemove WRITE Set “n" to remove the n-th FW file
(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.5) from the uploaded FW list.
integraEsysServicesFwRemoveAll WRITE Set “1" to remove all FW files from
(-1.3.6.1.4.1.7571.100.1.1.7.9.4.39.6) the uploaded FW list.
integraEsysServicesFwUpload WRITE Set "1" to start the upload and make
(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.7) the FW available for installation.
integraEsysServicesFwinst WRITE Set “n" to install the n-th FW file
(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.8) from the uploaded FW list.
integraEsysServicesFwSwitchRunning )

READ-ONLY Currently running FW bank.
(-1.3.6.1.4.1.7571.100.1.1.7.9.4.39.9)
integraEsysServicesFwSwitchNext The next startup FW bank (set "1/2"

READ-WRITE to change the FW bank for the next

(.1.3.6.1.4.1.7571.100.1.1.7.9.4.39.10)

startup)
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RADIUS authentication

Configuration of the RADIUS server authentication

Always check your RADIUS server documentation before modifying the RADIUS
configuration.
RADIUS vendor ID for Integra equipment is 7571.
The configuration of the FreeRADIUS software based on the Linux system (Ubuntu) is given
below as an example. Keep in mind that there could be differences in command syntax and
file locations between FreeRADIUS software versions, always check the FreeRADIUS
documentation.

1) Add new user data to the users’ configuration file: /etc/freeradius/users. Add the

following line to the users’ list:

user_1 Cleartext-Password := “pass_1"

where user_1 is a user name and pass 1 is a password.
C "s ; ! that there is no Fall-Through

Will NOT

SSWO "testi |]q
Flgure 5 15 Conflguratlon example in FreeRADIUS software (1)

2) Add client (Integra) data by editing the clients configuration file:
/etc/freeradius/clients.conf. Add the following lines specifying Integra IP address
and the RADIUS secret:

client 192.168.205.10 {

secret = radiuspass_1

}

where 192.168.205.10 is the IP address of Integra, radiuspass_1 is the RADIUS
secret word.

# the "ip 0 dr" fields. or compatib the 1.x

# format i =1

.r.:

client 192.168.285.18 {
secret = radiuspass_1

3

Figure 5-16 Configuration example in FreeRADIUS software (2)

3) Restart FreeRADIUS.
4) Set up the RADIUS configuration in Integra Web GUI:
a. Open the RADIUS server configuration page (System = Configuration >

System services).
b. Configure the RADIUS port, RADIUS server IP address, and RADIUS

secret parameters according to your setup.

ii RADIUS server should belong to the same subnet as Integra and should have the same
secret word as Integra.
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RADIUS ¥ Enable
RADIUS port 1812

RADIUS server IP address 192.168.205.1
Set RADIUS secret ( <33 characters )

Confirm RADIUS secret ( <33 characters )

Hide password
Reboot ] Execute configuration I

Figure 5-17 RADIUS server configuration in Integra WEB GUI

5) Execute a configuration, save the configuration changes and reboot Integra.

6) Log in to Integra using the secure HTTPS connection.

7) Proceed to assigning administrative rights to a user if needed, see next chapter
Assigning administrator rights to a RADIUS user.

You can log in with users defined both locally and on the RADIUS server.

Assigning administrator rights to a RADIUS user

1) Add the corresponding attribute to the main FreeRADIUS dictionary file. Open the
file: /etc/freeradius/dictionary and add the following line under the “Miscellaneous
attributes...":

ATTRIBUTE SAF-User-Level 52  string

ATTRIBUTE
#ATTRIBUTE
#ATTR EE
#ATTRIBUTE

Figure 5-18 Configuration example in FreeRADIUS software (3)

2) For providing the specified attribute to the user that must be granted administrator
rights open the users’ configuration file: /etc/freeradius/users and insert the
following line below the definition of the user name and password:

SAF-User-Level = admin

For example:
user_1  Cleartext-Password := “pass_1"

SAF-User-Level = admin

try for

user_1 Cleartext-Password :
SAF-User-Level = admin

#
#steve Cleartext-Pa d := "testing"

Figure 5-19 Configuration example in FreeRADIUS software (4)

3) Restart FreeRADIUS.
4) Log in to Integra using the secure HTTPS connection.
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Chapter 6 : APPLICATION EXAMPLES

1+0 configuration

With a basic 1+0 configuration, it is possible to reach speeds up to 10Gbps. Please refer to
Powering Integra-E/E2/E3 FODU and connecting to PC to see the possible powering options.

FO data cable FO data cable

Cable to 48 VDC positive/ Cable to 48 VDC positive/
floating ground power floating ground power
supply supply

Figure 6-1 1+0 configuration using 48VDC power supply

East/West (repeater) configuration

There are two different possibilities to use Integra-E/E2/E3 as repeaters:

e Use Integra-E/E2/E3 radios with 48 VDC power supply and a FO cable interconnection to
reach speeds up to 10Gbps (Figure 6-2).

e Use Integra-E/E2/E3 radios with PoE injectors as a power source and data interconnection
between PoE injectors, but there will be a limitation to only reach speeds up to 1Gbps as
electrical Ethernet interface only supports Gigabit Ethernet (Figure 6-3).
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FO data cable

Cable to 48 VDC positive/ Cable to 48 VDC positive/
floating ground power floating ground power
supply supply

Figure 6-2 East/West (repeater) configuration using 48VDC power supply

Data cable

Figure 6-3 East/West (repeater) configuration using PoE injector

2+0 aggregation configuration

2+0 aggregation is possible for Integra-E/E2/E3 radio by using two interconnected links
between which traffic will be distributed equally. Please refer to Aggregation/protection
configuration for more information.

Necessary equipment

1) 4Integra-E/E2/E3 — 2 low side, 2 high side.

2) 2 or 4 SFP modules and appropriate FO cables (multi-mode or single mode) for Integra
interconnection and management/user traffic (depending on chosen interconnection
scheme).

3) Electrical or optical Ethernet cables for management/user traffic (depending on chosen
interconnection scheme).
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2+0 aggregation without power protection configuration

There are two possible interconnection schemes:

e Scheme #1
1. Optical cable between the LAN2 (optical) ports
2 on both units. Mandatory in all schemes.
2. Electrical Ethernet cable (1000Base-T)
Q between PoE injector's (#1) DATA+PWR port and
< LAN1 (electrical) port of Secondary Integra-
= E/E2/E3 FODU. Both data and power are carried,
3 therefore total length of cables #2, #3 and #4
combined should not exceed 100m.
LAN3 3. Electrical Ethernet cable (1000Base-T)
between PoE injector's (#2) DATA+PWR port and
LANT (electrical) port of Primary Integra-E/E2/E3
Al il © FODU. Both data and power are carried, therefore
£ £ E total length of cables #2, #3 and #4 combined
k3 k3 S|5 should not exceed 100m.
% % E 4.  Electrical Ethernet cable (1000Base-T)
between PoE injectors' (#1 and #2) DATA ports.
Provides management access to Secondary
Integra-E/E2/E3 FODU. The total length of cables
#2, #3, and #4 combined should not exceed
100m.

5. Optical fiber cable between LAN3 (optical) port

of Primary or Secondary Integra-E/E2/E3 FODU

Figure 6-4 2+0 aggregation and CPE for both traffic and management traffic.
without power protection

MNG

The length of optical cable for traffic/management can be up to 10km.

e Scheme #2
:*_!__77’:

— T : -
1. Optical cable between the LAN2 (optical) ports

o on both units. Mandatory in all schemes.
% %1 Rl 2. Electrical Ethernet cable (1000Base-T)
= ‘ = betw_een LAN1 (optical) ports on both units.
AN Provides management access to Secondary
3 LANZ=TY Integra-E/E2/E3 FODU. The total length of the

cable should not exceed 100m.

3. Optical cable between LAN3 (optical) port on
Primary Integra-E/E2/E3 FODU and CPE for data
and management traffic.

TRAFFIC+MNG

Figure 6-5 2+0 aggregation
without power protection

For powering both Primary and Secondary Integra-E/E2/E3 FODU use 2-wire power cable with
DC power adapter (P/N DOACPWO1).
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2+0 aggregation with power protection configuration

On both sides “Primary” and “Secondary” Ethernet traffic ports must be interconnected via
& an external switch (in addition to LAN2 interconnection) for protection to work. This
connection is used to interchange 2+0 protection statuses for proper operation.

1. Optical cable between the LAN2 (optical) ports
on both units.

3 2. Cable for powering Secondary Integra-E/E2/E3
2 L FODU. You can use 2-wire power cable with DC

power adapter (P/N DOACPWOT1) or standard
Ethernet cable with PoE injector. Depending on
i 1 power consumption cable length can be extended
2 |7 up to 700m. Refer to chapter RJ-45 port for
3 - =€ details.
— 3. Cable for powering Primary Integra-E/E2/E3
FODU. You can use 2-wire power cable with DC
4(/6 power adapter (P/N DOACPWO1) or standard
g Ethernet cable with PoE injector. Depending on
z 2 power consumption cable length can be extended
< - é = up to 700m. Refer to chapter RJ-45 port for
H = 2 § details.
2| (2 4. Optical cable between the LAN3 (optical) port
o of the Secondary Integra-E/E2/E3 FODU and
& external switch. Provides data protection in case
E of failure of the Primary Integra-E/E2/E3 FODU
and management access to Secondary Integra-
" E/E2/E3 FODU.

* 5. Electrical Ethernet cable (1000Base-T)
S between the external switch and CPE for both

Figure 6-6 2+0 aggregation with traffic and management traffic.
power protection 6. Optical cable between the LAN3 (optical) port

of Primary Integra-E/E2/E3 FODU and external
switch for both data and management traffic.

2+0 external aggregation configuration

Another option to aggregation two Integra-E/E2/E3 is by using external network equipment as
shown in Figure 6-7. For more information please refer to page 16 of the “Link
aggregation/bonding and load balancing with SAF products" whitepaper.

%L Il 2x Integra-E2 10Gbs links |l ,A%

colocated on one antenna
with OMT

A== IEEEEER
Switch with LAG for . . Switch with LAG for
To client To client
ports connected to network network ports connected to
both Integra-E2 both Integra-E2

Figure 6-7 2+0 aggregation using external devices
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Dual-band configuration

Two possible dual-band link configurations are possible using Integra-E/E2/E3 and lower
frequency microwave radios:

e With Integra-E/E2/E3 and other microwave radio (e.g., Integra-X) links in aggregation mode
supported by a 3rd party high-capacity external Ethernet switch (preferred configuration).
Maximum capacity can reach up to 12.2 Gbps - Figure 6-8.

e Configuring Integra-E/E2/E3 as the main link and utilizing built-in LSP/Backup functionality
provides MW backup redundancy. When the Integra-E/E2/E3 link capacity decreases below
the pre-configured threshold, or sync loss occurs, LSP/Backup will switch traffic to the
microwave radio (e.g., Integra-X) link. Maximum capacity will be limited to 10 Gbps in
LSP/Backup mode and traffic will pass through one link at any time point. The external
switch is not required in this configuration - Figure 6-9. For functional description refer to
the Chapter Backup link.

For more detailed information about the dual-band solution please refer to our blog post - Meet
SAF's 10+ Gbps Dual Band Solution for 5G.

Integra-E
E-band radio

Integra-E
E-band radio

The E-band traffic path
Max capacity 10 Gbps

The MW traffic path
Max capacity 2.2 Gbps

Aggregated traffic Aggregated traffic
Max capacity up to Max capacity up to
12.2 Gbps 12.2 Ghps

Integra-X Integra-X
w MW radio MW radio 4
Switch with LAG Switch with LAG

Figure 6-8 Dual-band solution in aggregation mode

Switched traffic Switched traffic
3 Integra-E Integra-E .
Max capacity up to ) The main traffic path . Max capacity up to
E-band radio E-band radio
10 Gbps Max capacity 10 Gbps 10 Ghps
bk The backu;? traffic path Backup
ackup Max capacity 2.2 Gbps Connection

Connection

Integra-X Integra-X
MW radio MW radio

Figure 6-9 Dual-band solution in Protection (backup) mode
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Chapter 7 : TOOLS

Link Layer Discovery tool

The Link Layer Discovery Tool is a command-line application for MS Windows. It sends
requests to an LLD server application that runs on all Integra series devices. The tool is used to
discover Integra-E/E2/E3 devices and reset their passwords or settings.
The application runs on the following versions of Windows: Windows Vista, Windows7,
Windows 8 and Windows 10.
WinPCAP must be installed to use the Link Layer Discovery Tool.
The Link Layer Discovery Tool for Integra series can be downloaded from
https://saftehnika.com/en/downloads in the "Tools" section. Login required.

1) Unzip the LLD.zip file you downloaded to a directory of your choice, for example,

C:\SAF\LLD\.
2) The application is started via the command prompt (Start menu->Run->type
“cmd"->press ENTER). Command line console window should appear, see Figure 7-1.

=] Run u

=== Typethe name of a program, folder, document or Internet
resource, and Windows will open it for you.

Open: cmd| v

o CAwindows\system32\cmd.exe

Microsoft Windows [Uersion 6.3.76001
(c» 2013 Microsoft Corporation. All rights reserved.

C=swindowsssystem32>

Figure 7-1 Windows CMD console

3) The default directory in the console is the current user directory. To change it, type:
cd <directory path>

For example: cd c:\saf\lld
4) Run the recovery tool by typing “lld" without quotes in the console prompt and press

ENTER.
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oo CAwindows\system32\cmd.exe

11d <if> - get surroundings
11d <if> reset <mac> <{reset list> — perform sub 3 min reset
11d <if> safest <mac> <{rk2> <{reset list> — perform saf support reset

eset command list:
acc Reszet all users/passwords
factory Factory resetfauto—store. no resetd
ngmt Rezet management ip addresses
network Reset Qo% and ULAN
rehoot Perform HY reboot
store Store configuration

etwork adapter list:
1. ?4:DA:z38:49:FC:2F “\DEVICENNPF_{A67EAGBY-1686—4E28-BA19-2APESB205DCF>
ip = 192.168.205.3
2. 44:8A:5B:A4:27:3E ~DEVICE~NPF_<{6B1B?7EF-B3CA-4740-9274-A857491C3BAD>
ip = 192.168.1.150
:00:01 ~DEUICE~NPF_{11FDD17E—488C-46AC-B4F0—-4Di648FB6190>
ip 92.168.144.1
4. 00:50:56:CO:00:08 “~DEVICENNPF_4{2BD231A3-5201-4264-AF5D-2022B2E378CF>
ip = 192.168.140.1

INEBAFSLLDS

Figure 7-2 LLD command output
5) Available commands and network adapter list should be shown. To scan for Integra
devices, the command should be run as follows:
lld <network interface>
For example:
lld \DEVICE\NPF_{A67EA6B7-1686-4E98-BA19-2A7E5B205DCF}

To copy the interface address from the network adapter list, click the right mouse
button over the console and select "Mark":

oon. Chwindows\system32\cmd.exe = B “
]
H [)
1
Mark - |
. ¥ + J Copy Enter
. oo = Paste
0 Reset QoS : Select All
o1E Ore CO Scroll
- - Find...
4: DA 849 [) PF = s5s BA19 A B205D
. 6B 1]
BA:5B:A4:2 ) p 6 B1B9 B3CH 09 Ag g BAD
y, LB 1]
1]0 1] T H 0100 D P DD 14 B B4F D1648F8617210
110 1] HH uﬁ'u: [) P BID H 1] b A [) ] B 1
. 6B 40
g |
L

Figure 7-3 LLD output — network adapter list
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Then by holding the left button selects the interface address:

o Select Chwindows\system32\cmd.exe

Figure 7-4 Selecting interface address

After selecting, release the left button and click the mouse right button anywhere on

the console. The address should be copied.

Type “lld " and paste the address by clicking the right button anywhere on the console:

o CAwindows\system32\cmd.exe

D :: i Qo ad UL Mark
O IE l-. & CO j - Copy
Paste
Select All

Scroll

DD :50:56:C u'u.u D P D) 18 Find...

Figure 7-5 Pasting interface address
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The result should be similar to the image below:

N CAwindows\system32\cmd.exe = B “

Oy 0 WD D
=

[ 1 !

Figure 7-6 LLD command example

6) Press ENTER and the recovery tool will now scan for Integra devices. Available devices
and their information will appear in the console. Make sure that the device has
finished booting up.

o CAwindows\system32\cmd.exe = B “

SEAFSLLD»11d SDEUIGESNPF_{AG7EAGBY-1686—4E98-BA1?-2A7ESB20SDCF>
ollecting surrounding data...

Dev #1
RE1
RK1i fresh
device name
model
product number
sw version
MAC
ip address
ip mask

E?%EDHS14D68F97HD5m?628F17BE194FESHBﬂllF
alse

SAF

Integra-5

D1?BSRO1H

ful » 3.7.6

noo4A6813773

1921682051141

255.255.255.0

NSAPSLLD

Figure 7-7 Found Integra device

7) Use the MAC address of the device with the reset command to reset this specific
device. The MAC address can be copied the same way as the interface address.

o CAwindows\system32\cmd.exe = B “

SAFNLLD>11d “DEUVICE~NFF_{A6/EA6GB7-1686—4E98-BA19-2A7ESB205DCF2
ollecting surrounding data...
Dev #D
Deuv #1
RE1 C92EDAB14D6BF? PADSD?628F1 7BE1 Y4FD8ABAL1F
RK1 fresh false
device name SAF
model Integra—=5

product number D17BSR@O1H
sW versins Twi 7 3t
Ma noo4A6813773
ip address e e e T I

ip mask 255.255.255.0

:~SAFSLLD

Figure 7-8 Integra device MAC address
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8) The device is reset by using the required reset command with the recovery tool:

lld <interface> reset <MAC> <reset command>
where:
<interface> - network interface from the network adapter list;

<MAC> - required Integra device address;
<reset command> - reset options.

Different reset options are available depending on the reset requirement. Reboot and
storage options are also available. Store option saves the device's current
configuration so it will be restored after a system reboot. The commands are available
in the reset command list. Use the command after the MAC address of the device as
shown in the previous reset command example.

Rezet all uwsersspasswords
factory Factory resetfauto—store,. no resetlr
mgmt Reset management ip addresses

network Reset Qo% and ULAW
rehoot Perform HYW reboot
store Store configuration

Figure 7-9 Reset command list

For example, to reset users and passwords on Integra device #1, use:
Illd \DEVICE\NPF_{A67EA6B7-1686-4E98-BA19-2A7E5B205DCF} reset 0004A6813773 acc

Make sure the command is run within 3 minutes after Integra reboot (“RK1 fresh” must be

& “true” in the console), otherwise the error shown in the screenshot below will occur. The
recovery tool will continue to retry the command. In such a situation, the device needs to be
rebooted to execute the reset command successfully again.

. CAwindows\system32\cmd.exe = = -

:NSAPNLLD>11d SDEUICESNPF_{A67EA6B?-1686-4E?8-BA19-2A7ESB205DCE>
ollﬁating surrounding data...

AR -58PCRE12D26ED?ADCS 2E47FF97245A86117E11CA
RK1 fresh : false
device—nama o OO0
model : Integra—-%
product numher : D1i7BSRO1H
sw version = ful ~» 3.7.6
MAC : DDD4A6813773

ip address @ 192.168.205.111
ip mask : 255.255.255.0

11d ~DEUICE~MPF_{AG67EAGB7-1686—4E?8-BA19-2A7ESB205DCF> reset 00D4A6813773 acc
g-ourrpunding data...

fresh.) try to reboot device
geovrrounding data...

fresh. try to reboot device

surrounding data...

fresh. try to reboot device

surrounding data...

Figure 7-10 LLD command response over 3 min after Integra reboot

Power down the Integra device and power it up again, the reset should be completed
soon.
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o CAwindows\system32\cmd.exe = = -

SNSAPSLLD>11d SDEVICESNPF_{A67EAGB7?-1686—-4E?8-BA19-2AYESB205DCF>
ollecting surrounding data...

MOIAFE26A5324317421721BD6652735B0OACEDD

model : Integra—-%
product number : D1i7BSROLH
sw version = ful ~ 3.7.6
MAC : DDD4A6813773
ip address : 192_168.205_111

ip mask @ 255.255.255.0

:NSAPNLLD>11d SDEUIGCESNPF_{A67EA6B7?-1686—4E?8-BA19-2AVESB20SDCF} reset DOD4A6813773 acc
ollecting surrounding data...
Jait for responce...

field
MAC : DDD4AGB13773

HSG : Performing reset seguence. Please wait

NEAFNLLD >

Figure 7-11 LLD command response less than 3 min after Integra reboot

If the reset cannot be completed, redo step 8).

9) Store changes by the command (must be done within the time frame of 3 minutes
after bootup) or by using the WEB GUI (any time before the Integra device is powered
off) “SAVE" button.

For example,
lld \DEVICE\NPF_{A67EA6B7-1686-4E98-BA19-2A7E5B205DCF} reset
0004A6813773 store
BN C\windows\system32\cmd.exe - O n

SNSAFSNLLD>11d SDEUICENNPF_{A67EAGB?-1686-4E98-BA19-2A7ESB205DCF> reset 0DD04A6813773 mgmt
ollecting surrounding data...
Jait for responce...
IResponce H0:
nknown field
MAC : DOD4A6B13773

IResponce H0:
MSG : Performing reset sequence. Please wait

INSAFANLLD>11d ~DEUICE“NPF_{A67EAGB7-1686-4E98-BA17-2A7ESB205DCF? reset DOD4A6813773 store
ollecting surrounding data...
Jait for responce...

nknown field
: D0D4A6813773

: Performing reset sequence. Please wait

Main

License remaining time Unlimited Unlimited

Radio side Low High

Figure 7-12 Successful LLD command output

MIB files

& Relevant MIB files can be downloaded directly from the Integra-E/E2/E3 Web GUI. See Chapter
System = Configuration = SNMP configuration for further details.
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Chapter 8 : INTERFACES

RJ-45 port

The RJ-45 port, see Figure 8-1, complies with |IEEE 802.3-2005 1000Base-T, 100Base-T,
10Base-T Ethernet, IEEE 802.3 and LTPoE++ Power over Ethernet standards.

T Lee® ¢ »

Figure 8-1 RJ-45 port
The pinouts of the socket are displayed in Table 8-1 RJ-45 socket pinout:
Table 8-1 RJ-45 socket pinout

[1]2]3]4]5]8]7]3] Pin Data PoE
1 Bi-directional A+ VB1+
2 Bi-directional A- VB1+
3 Bi-directional B+ VB1-
4 Bi-directional C+ VB2+
5 Bi-directional C- VB2+
6 Bi-directional B- VBI1-
7 Bi-directional D+ VB2-
8 Bi-directional D- VB2-

If Ethernet cable is used for power & data (with PoE injector P/N I0ATPI43), the combined
Ethernet cable length from the PoE injector P/N I0ATPI43 to Integra-E/E2/E3 FODU and from
PoE injector P/N I0ATPI43 to a CPE is limited to 100m/328ft. It is recommended to use good
quality outdoor rated STP/FTP Ethernet cable Cat 5e or better from reputable manufacturers.

Please refer to Table 8-2 for the maximum Ethernet cable length for power only from the PoE
injector P/N 10ATPI43 to the Integra-E/E2/E3 FODU based on AWG wire size and the Integra-
E/E2/E3 FODU power consumption.

Table 8-2
AWG Lmax @ 50W
26 193m / 635ft
24 307m / 1009ft
22 489m / 1605ft

& Maximum cable length calculation is done using copper resistance.
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2-wire DC power port

It is possible to power up the Integra-E/E2/E3 using a screw-type terminal block, pluggable, 2-
pin, centerline 5.08mm/0.2-inch port. See Figure 8-2.

%

= F=)

e ®

Figure 8-2 DC power port

This port can be used together with a PoE as a redundant power solution (existing 48V source
or SAF power supply) or as the only power source for the Integra-E/E2/E3 FODU.

The polarity should be obeyed as per the indication in Figure 8-2. Reversed polarity will result in
the radio not being able to power up, but no permanent damage will be caused.

Refer to Table 8-3 below for maximum power cable length based on AWG wire size or cross-
section area and Integra-E/E2/E3 FODU power consumption. PSU voltage in calculations is
54V, copper resistance at 20°C/68°F. Please take into account that power derived from PSU is
the sum of Integra-E/E2/E3 consumed power, losses on cables and PoE injector consumption.

Table 8-3
AWG Lmax @ 50W
24 77m / 252ft
22 122m / 401ft
20 197m / 648ft
18 308m / 1013ft
16 493m / 1620ft
14 790m / 2592ft
Cross-section area Lmax @ 50W
0.25mm? 96m / 316ft
0.5mm? 193m / 632ft
0.75mm? 289m / 949ft
1.0mm? 377m / 1236ft
1.5mm? 563m / 1848ft

SFP ports

SFP ports provide SFP transceiver connectivity.
Both SFP ports comply with the following Gigabit Ethernet standards:

SFP: TO000BASE-SX, 1000BASE-LX, 1000BASE-EX, T1000BASE-ZX; SFP+: 10GBASE-SR,
10GBASE-LR, TOGBASE-ER, 10GBASE-ZR.
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é Inquire SAF representative about compatible SFP modules.
In the case of third-party modules, inquire a SAF representative about the testing possibility.

£l
L)
g

Figure 8-3 SFP ports

USB port

The USB port provides serial terminal access to the CLI. The socket is B type.

Figure 8-4 USB-B port

USBE Type B Socket

Figure 8-5 USB B socket pinout

RSSI LED

The RSSI LED can be activated in three operational modes — Mode 1, Mode 2 and Mode 3. By

default, RSSI LED is enabled in Mode 1.
For further details please refer to the Chapter Over The Air = Radio = Configuration.

PU——— L ———,
it
L]

g |
i_ S— '7‘”‘ — . ]
- 1909 @ & P
- | s, — — S o
Figure 8-6 RSSI LED placement on FODU
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Corresponding Rx signal levels and LED blinking pattern for each mode is represented in
Figure 8-7 below.

Mode 1 Mode 2 Mode 3 100ms

100 aBm -100 dm -100 aem || O

1200ms 100ms
90 dBm -95dBm -95 dBm 5 i__
800ms 100ms
-80 dBm -90dBm -90dBm | ! i_i ]
400ms 100ms

70 dBm -80 dBm -85 dBm .!...ﬁ.l

200ms 100ms

sodem 7oaem socem [| LN NNATNNNNNN

50 dBm  -60 dBm 75 dBm IIHIIIIIIWIIIIIIIIIIIII

50ms 20ms
-40 dBm  -50 dBm 70 dBm IIIﬂlﬂIIIIIIIIIIIIIIIIIlmmIIIIIIIIIIIIIIIIIIIIIIIIIIIII
20ms 20ms

30d8m -4odsm -soasm ||| || || IIIIWIMI A R R OO

20ms 20ms 75ms

20d8Bm -30dBm -50 aBm || IﬂLW 0T

20ms 175ms

”
d

k 4

2500ms (2,5s)
Figure 8-7 LED blinking pattern
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RSSl/audio port

RSSI (Received Signal Strength Indicator) port is used during the antenna alignment for the
instant reading of the Rx level. It has the best performance for both rough and fine adjustment.
Measurements can be done using a digital multimeter or headphones connected to the RSSI
port. The RSSI port is a 3.5mm socket (audio headphone socket). The output of the RSSI port is
DC voltage or an audio frequency.

Table 8-4 RSSI output voltage shows the typical relationship of the received signal level (Rx
level) displayed by the Integra-E/E2/E3 vs the RSSI port output voltage (RSSI — Received Signal
Strength Indicator).

shows the typical relationship of the received signal level (Rx level) displayed by the Integra-
E/E2/E3 vs the RSSI port audio frequency (RSSI — Received Signal Strength Indicator).

& Rx level accuracy is +2 dB.

SAF recommends using RSSI port voltage rather than audio frequency.

‘ 8-

=

P - .. = ™
® < P
=X -

Figure 8-8 RSSl/audio port

To connect a voltmeter you will require the appropriate RSSI cable (P/N DOACRS01) shown in
Figure 8-9 which has a 3.5mm RSSI/audio jack with pinout shown in Figure 8-10:

Figure 8-9 RSSI cable P/N DOACRSO1
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Left +
Tip =

Ring =

Right +

Sleeve =

Cable
Shield

Tip

Ring

Strain relief clamp

Sleeve —————— ]

Figure 8-10 RSSI cable 3.5mm RSSl/audio jack pinout

Table 8-4 RSSI output voltage

RSSI port output, V

-90 -70

-50 -30
Displayed RSL, dBm

-10

& For RSL > -10dBm the RSSI curve is not linear.

EY SAF Tehnika JSC

1.6

1.4

1.2

0.8

0.6

0.4

0.2

0

Rx level RSSI
(dBm) voltage (V)
-90 0
-85 0.1
-80 0.2
-75 0.3
-70 0.4
-65 0.5
-60 0.6
-55 0.7
-50 0.8
-45 0.9
-40 1
-35 1.1
-30 1.2
-25 1.3
-20 1.4
-15 1.5
-10 1.6
-5 1.7
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Table 8-5 Audio frequency vs RSSI

Rx level azzitfency
-100 100
-96 145
-92 190
-88 235
-84 280
1000 -80 325
-76 370
900
////' -72 415
- 800 -68 460
,/’/ -64 505
700
> / -60 550
3 7 600 56 595
3 /
o 500 -52 640
e
g /,/’, o _48 685
] / -44 730
e / 300 -40 775
,//// -36 820
200
-32 865
100 -28 910
-100 -80 -60 -40 -20 iy 055
Displayed RSL, dBm
-20 1000

Grounding connection

Always provide a good connection from the FODU grounding screw to the tower/mast/building
grounding circuit or body. You must choose one, the most convenient, of 2 screws for
grounding connection. Please see Figure 8-11.

F3 5L E *

0 ® ¢ »

Figure 8-11 Grounding screws
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Chapter 9 : Appendix A: Technical specifications

Integra-E/E2/E3

Concept / form factor

FODU with direct-mount antenna

Frequency band

71 - 76 GHz paired with 81 - 86 GHz

Duplex spacing

10 GHz

Frequency stability

+10 ppm

Capacity Up to 10 Gbps at 2000 MHz 128QAM

Max modulation 256QAM/1024QAM (Integra-E/E2/E3)

Configurations 140

ATPC Yes

ACMB Adaptive Code Modulation and Bandwidth (ACMB), Hitless

Variable Tx w. ACMB

Yes

Channel bandwidth

62.5, 125, 250, 500, 1000 and 2000 MHz

2 x SFP+ For Fiber Optics up to 10 Gbps (1, 2.5 and 10 Gbps speed
supported)
Ethernet — : : — :
Gigabit Ethernet electrical port with built-in PoE splitter and surge
1 x RJ-45
arrestor
Power DC port Scrgw type terminal block, pluggable, 2 pin, centerline 5.08mm /
0.2 inches
3.5mm Audible alignment and RSSI
Service ports | USB B RS232 serial over USB B-Type
LED Power On, RSL
Antenna SAF2 Circular waveguide flange @ 3.18 mm

Ethernet

Built-in Carrier Ethernet 10 Gigabit Switch

VLAN

802.1Q 4096 VLANSs, QinQ (Provider Bridging), VLAN Rate

Synchronization

SyncE

Quality of service

8 level 802.1p, 64 level DSCP, CoS, MPLS-TP exp bit

Spanning Tree Prot.

802.1d-2004 RSTP+*

Jumbo frames

Yes, 12288 bytes

Encryption -
Protection LSP (Link State propagation), Backup link switching
SNMP v1/2¢/3, SSH, Telnet, HTTPS, Serial, RADIUS, Network Time
Management Protocol
In-band Management over the same ETH port. Out-band
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Management is configurable using VLANS.

Performance monitoring

counters

Performance graphs, constellation diagram, alarms, detailed

Power consumption

Up to 50 W

Voltage range

36..57VDC

Temperature range

-33..+565°C/ -28..+130 °F

* Inquire SAF representative for more information

Mechanical specification

Stationary use

Conforms to ETSI EN 300 019 Class 4.1, IP66, NEMA 4X

Size

280 x 437 x 100 mm /11.02" x 17.2" x 3.9"

Weight

6.5/7.1 kg / 14.3/15.7 Ibs (Integra-E/E2/E3)

Mount

Mount on antenna

Antenna

External antenna, direct-mount with SAF2 adaptation

Tx Power Ranges for Integra-E

BPSK/4 -2..+16 0..+19
BPSK/2 -2..+16 0..+19
BPSK -2..+16 0..+19
4QAM -2..+16 0..+19
16 QAM -2 .. +15 0..+18
32 QAM -2.. 414 0..+17
64 QAM -2..413 0..+16
128 QAM -2 .. +12 0..+15
256 QAM -2..410 0..+13

' please refer to Labeling on page 6.
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Tx Power Ranges for Integra-E2/E3

BPSK/4 -2..+19
BPSK/2 -2..+19
BPSK -2..+19
4QAM -2..+19
16 QAM -2..+18
32 QAM -2.. 417
64 QAM -2..+16
128 QAM -2..+15
256 QAM -2 .. +142
512 QAM -2..+13
1024 QAM -2..+12

2 +13 dBm in backwards compatibility mode with Integra-E

RSL Thresholds and Capacity for Integra-E3*

Bandwidth, MHz Modulation Guaranteed RSL Threshold, dBm Capacity, Mbps
BPSK /2 -85 9
BPSK -82 19
4Q0AM -78 65
16QAM -71 131
62.5
320AM -68 164
640AM -65 197
1280AM -62 230
256QAM -58 263
BPSK /4 -85 11
BPSK /2 -82 23
BPSK -80 46
4Q0AM =1% 156
125 16QAM -69 313
320AM -65 391
64QAM -62 471
128QAM -59 549
2560AM -56 628
BPSK /4 -83 30
BPSK /2 -80 60
250
BPSK =77 268
40AM 2 363
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16QAM -66 727
320AM -63 909
640AM -60 1091
1280AM -57 1273
256QAM -53 1455
BPSK /4 -80 67
BPSK /2 77 134
BPSK -74 268
40AM -69 719
500 16QAM -63 1440
320AM -60 1800
640AM -57 2160
1280AM -53 2520
256QAM -50 2881
BPSK /4 77 134
BPSK /2 -74 269
BPSK -7 538
40AM -66 1431
1000 16QAM -60 2864
320AM -57 3581
640AM -54 4297
1280AM -50 5014
256QAM -47 5730
BPSK /4 -74 286
BPSK /2 71 571
BPSK -68 1143
40AM -63 2855
2000
160AM -56 5713
320AM -53 7142
64QAM -50 8570
1280AM -47 9999

3 All Modulation schemes use Reed-Solomon Forward Error Correction

4 BPSK/2 means BPSK operation with half of the bandwidth, BPSK/4 means BPSK operation with a
quarter of bandwidth. For further details see Chapter Application Examples.
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Guaranteed RSL Thresholds and Capacity for Integra-E256

Forward Error Correction LDPC (default, recommended) R&S (for backwards compatibility)
Bandwidth, MHz ~ Modulation RSL Threshold, dBm Capacity, Mbps RSL Threshold, dBm Capacity, Mbps
BPSK /2 - - -90.5 9
BPSK -86.5 34 -87.5 19
40AM -84.5 68 -81.5 65
16QAM -77 136 -74 131
320AM -72.5 170 -71 164
62.5
640AM -71 205 -68 197
1280AM -68 239 -64.5 230
2560AM -65 273 -61.5 263
5120AM -62 307 - -
10240AM -59 341 - -
BPSK /4 - - -90 11
BPSK /2 = = -86.5 23
BPSK -82.5 79 -83 46
40AM -80 158 ST 156
16QAM -73 317 -70 313
125 320AM 70 396 =67 392
64QAM -67 476 -64 471
128QAM -64.5 555 -61 549
2560AM -61.5 634 -58 628
5120AM -58.5 714 = =
1024QAM -55.5 793 - -
BPSK /4 = = -86.5 30
BPSK /2 -84 82 -83.5 60
BPSK -78.5 173 -80 120
4QAM -76.5 364 -74 363
250 16QAM -69.5 728 =67 727
32QAM -66 910 -64 909
640AM -63.5 1092 -61 1091
128QAM -60.5 1275 -57.5 1273
2560AM -58 1457 -54.5 1455
5120AM -55 1639 - -
10240AM -52 1821 = =
BPSK /4 -82 105 -83 67
BPSK /2 -79.5 169 -80 134
BPSK -76 337 -76 268
40AM -3 720 =71 719
500
16QAM -66 1440 -64 1440
32QAM -63 1800 -61 1800
64QAM -60 2160 -57.5 2160
128QAM =517 2520 -54.5 2520
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2560AM -54.5 2881 -52 2881
512Q0AM -51.5 3241 = =
10240AM -48.5 3601 - -
BPSK /4 -79.5 172 =795 134
BPSK /2 -76 331 -76.5 269
BPSK -72.5 661 -73 538
40AM -69.5 1433 -67.5 1431
1000 16QAM -62.5 2867 -60.5 2864
32QAM -59.5 3584 -57.5 3581
640AM -56.5 4300 -54 4297
128QAM -53.5 5017 -51.5 5014
256QAM -50.5 5734 -48.5 5730
512QAM -47.5 6451 - -
1024Q0AM -44 7167 = =
BPSK /4 -76 325 -76 286
BPSK /2 -72.5 649 =18 571
BPSK -69.5 1298 -69.5 1143
4QAM -65.5 2857 -64 2855
2000
16QAM -58.5 5714 -57 5713
320AM -55 7143 -54 7142
640AM -52.5 8572 -51 8570
1280AM -49 10000 -48 9999

5 The LDPC Forward Error Correction mode is the default one and recommended for all modulation schemes.

Reed-Solomon Forward Error Correction is available for backwards compatibility.

6 BPSK /2 means BPSK operation with a half of bandwidth, BPSK /4 means BPSK operation with a quarter of bandwidth.
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ABBREVIATIONS

ACI — Adjacent-Channel Interference

ACMB - Adaptive Coding and Modulation, Bandwidth
ATPC — Automatic Transmit Power Control

BER - Bit-Error Ratio

CCI — Co-Channel Interference

CLI — Command-Line Interface

CPE — Customer Premises Equipment

CPU - Central Processing Unit

CRC - Cyclic Redundancy Check

DC - Direct Current

DiffServ — Differentiated Services

DSCP - Differentiated Services Code Point

ETSI — European Telecommunications Standards Institute
FCC - The Federal Communications Commission
FCS - Frame check sequence

FEC — Forward Error Correction

FO — Fiber Optics

FODU - Full Outdoor Unit

FTP - File Transfer Protocol

GUI — Graphical User Interface

IEEE - Institute of Electrical and Electronics Engineers
IF — Intermediate Frequency

ISP — Internet Service Provider

ITU-T — International Telecommunication Union — Telecommunication Standardization Sector
LAN — Local Area Network

LED - Light-Emitting Diode

MAC — Media Access Control

MSE — Mean Square Error

NMS — Network Management System

PC - Personal Computer

PLL — Phase-Locked Loop

PoE - Power over Ethernet

PPF - Pulse per frame

PTP - precision time protocol

QAM - Quadrature amplitude modulation

QoS - Quality of Service

RSL — Received Signal Level

RSS - Radio Standards Specification

RSSI — Received Signal Strength Indicator

RTC- real time clock

Rx — Receive

SNMP - Simple Network Management Protocol

SNR - Signal-to-Noise Ratio

STP - Spanning Tree Protocol

TCP/IP — Internet Protocol Suite (Transmission Control Protocol / Internet Protocol)
TDM - Time-Division Multiplexing

TFTP — Trivial File Transfer Protocol

TM - Tide Mark
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TP — Twisted Pair

TS — Threshold Seconds

Tx — Transmit

USB - Universal Serial Bus

VLAN - Virtual Local Area Network
WAN - Wide Area Network
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